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1 Introduction to the ExtremeXOS
Command Reference Guide

Conventions
Related Publications
Providing Feedback to Us

This guide provides the complete syntax for all the commands available in the currently supported
versions of the ExtremeXOS” software running on switches from Extreme Networks®. Included with
each command is a description, the default if applicable, usage guidelines, an example, a history of the
command and platform availability.

This guide is intended for use as a reference by network administrators who are responsible for
installing and setting up network equipment. It assumes knowledge of Extreme Networks switch
configuration. For conceptual information and guidance on configuring Extreme Networks switches,
see the ExtremeXOS Concepts Guide for your version of the ExtremeXOS software.

Using ExtremeXOS Publications Online

You can access ExtremeXOS publications at the Extreme Networks website
(www.extremenetworks.com). Publications are provided in HTML, ePub, and Adobe® PDF formats.

To navigate this guide online, use the table of contents found in the navigation bar on the left. You can
also use the prev | next links at the top and bottom of the page.

To download the EXOS books in PDF or ePub format, click the links below:

EXOS Concepts PDF
EXOS Concepts ePub
EXOS Commands PDF
EXOS Commands ePub

Note
0 To enable cross-referenced linking between the concepts and command reference guides in
—  the PDF, we recommend that you keep both files open on your computer desktop.

Conventions

This section discusses the conventions used in this guide.


http://www.extremenetworks.com
http://www.extremenetworks.com/libraries/techpubs/EXOS_All/downloads/EXOS_Concepts_Guide_15_3.pdf
http://www.extremenetworks.com/libraries/techpubs/EXOS_All/downloads/EXOS_Concepts_Guide_15_3.epub
http://www.extremenetworks.com/libraries/techpubs/EXOS_All/downloads/EXOS_Command_Reference_Guide_15_3.pdf
http://www.extremenetworks.com/libraries/techpubs/EXOS_All/downloads/EXOS_Command_Reference_Guide_15_3.epub
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Text Conventions
The following tables list conventions that are used throughout this guide.

Table 1: Notice Icons

Icon Notice Type Alerts you to...

- Note Important features or instructions.

KS

Caution Risk of personal injury, system damage, or loss of data.
Warning Risk of severe personal injury.
p New This command or section is new for this release.

Table 2: Text Conventions

Convention Description
screen displays This typeface indicates command syntax, or represents information as it appears on
the screen.
The words enter and When you see the word “enter” in this guide, you must type something, and then press
type the Return or Enter key. Do not press the Return or Enter key when an instruction

simply says “type.”

[Key] names Key names are written with brackets, such as [Return] or [Esc]. If you must press two
or more keys simultaneously, the key names are linked with a plus sign (+). Example:
Press [Ctri]+[Alt]+[Del]

Words in italicized type | Italics emphasize a point or denote new terms at the place where they are defined in
the text. (Italics are also used when referring to publication titles.)

Platform-Dependent Conventions

Following are the platforms supported by ExtremeXOS software:
¢ BlackDiamond® X8 series switch

¢ BlackDiamond 8800 series switches

e Summit® family switches

e E4G-200 Cell Site Router
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o E4G-400 Cell Site Aggregation Router
e SummitStack™

Each command has a separate entry for platform availability that addresses which of these platforms
support the entire feature.

In many cases, although the command is available on all platforms, each platform uses specific
keywords. These keywords specific to each platform are shown in the Syntax Description and discussed
in the Usage Guidelines.

Terminology

When features, functionality, or operation is specific to a switch family, the family name is used.
Explanations about features and operations that are the same across all product families simply refer to
the product as the “switch.”

Related Publications

The publications related to this one are:

e FExtremeXOS Release Notes

o ExtremeXOS Hardware and Software Compatibility Matrix

o ExtremeXOS Concepts Guide

e BlackDiamond X8 Switch Hardware Installation Guide

* BlackDiamond 8800 Series Switches Hardware Installation Guide
e Summit Family Switches Hardware Installation Guide

o Extreme Networks Pluggable Interface Installation Guide

Some ExtremeXOS software files have been licensed under certain open source licenses. Information is
available at: www.extremenetworks.com/services/osl-exos.aspx.

Documentation for Extreme Networks products is available at: www.extremenetworks.com.

Providing Feedback to Us

We are always striving to improve our documentation and help you work better, so we want to hear
from you! We welcome all feedback but especially want to know about:

e Content errors or confusing or conflicting information.
¢ |deas for improvements to our documentation so you can find the information you need faster.
e Broken links or usability issues.

If you would like to provide feedback to the Extreme Networks Information Development team about
this document, please contact us using our short online Feedback form. You can also email us directly
at internalinfodev@extremenetworks.com.
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Introduction

Structure of this Guide

Platforms and Required Software Versions
Software Required

Understanding the Command Syntax

Port Numbering

Line-Editing Keys

Command History

Introduction

This guide provides details of the command syntax for all ExtremeXOS commands in this ExtremeXOS
version.

The guide does not provide feature descriptions, explanations of the technologies, or configuration
examples. For information about the various features and technologies supported by Extreme
Networks switches, see the ExtremeXOS Concepts Guide.

This chapter includes the following sections:

e Audience

e Structure of this Guide

e Platforms and Required Software Versions
¢ Understanding the Command Syntax

e Port Numbering

e Line-Editing Keys

e Command History

Structure of this Guide

This guide documents each ExtremeXOS command.

Related commands are grouped together and organized into chapters based on their most common
usage. The chapters reflect the organization of the ExtremeXOS Concepts Guide. If a specific command
is relevant to a wide variety of functions and could be included in a number of different chapters, we
have attempted to place the command in the most logical chapter. Within each chapter, commands
appear in alphabetical order.

For each command, the following information is provided:
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e Command Syntax—The actual syntax of the command. The syntax conventions (the use of braces,
for example) are defined in the section Understanding the Command Syntax.

e Description—A brief (one sentence) summary of what the command does.
¢ Syntax Description—The definition of any keywords and options used in the command.

e Default—The defaults, if any, for this command. The default can be the default action of the
command if optional arguments are not provided, or it can be the default state of the switch (such
as for an enable/disable command).

¢ Usage Guidelines—Information to help you use the command. This may include prerequisites,
prohibitions, and related commands, as well as other information.

e Example—Examples of the command usage, including output, if relevant.

e History—The version of ExtremeXOS in which the command was introduced, and version(s) where it
was modified, if appropriate.

¢ Platform Availability—Platforms on which the command is available.

Platforms and Required Software Versions

The following table lists the Extreme Networks platforms that run ExtremeXOS software.

Table 3: ExtremeXOS Switches

Switch Series Switches

BlackDiamond X Series BlackDiamond X8

BlackDiamond 8800 Series BlackDiamond 8810 BlackDiamond 8806

Mobile Backhaul Products E4G-200 Cell Site Router E4G-400 Cell Site
Aggregation Router

Summit X150 Series Summit X150-24p Summit X150-24t Summit
X150-48t

Summit X250e Series Summit X250e-24p Summit X250e-24t Summit

X250e-24tDC Summit X250e-24x Summit
X250e-24xDC Summit X250e-48p Summit
X250e-48t Summit X250e-48tDC

Summit X350 Series Summit X350-24t Summit X350-48t
Summit X430 Series Summit X430-24t Summit X430-48t
Summit X440 Series Summit X440-8t Summit X440-8p Summit

X440-24t Summit X440-24p Summit
X440-24t-10G Summit X440-24p-10G Summit
X440-48t Summit X440-48p Summit
X440-48t-10G Summit X440-48p-10G Summit
X440-L2-24t Summit X440-1.2-48t

Summit X450a Series Summit X450a-24t Summit X450a-24tDC
Summit X450a-24x Summit X450a-24xDC
Summit X450a-48t Summit X450a-48tDC

Summit X450e Series Summit X450e-24p Summit X450e-24t Summit
X450e-48p Summit X450e-48t
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Table 3: ExtremeXOS Switches (continued)

Switch Series

Switches

Summit X460 Series

Summit X460-24x Summit X460-24t Summit
X460-24p Summit X460-48x Summit X460-48t
Summit X460-48p

Summit X480 Series

Summit X480-24x Summit X480-48x Summit
X480-48t

Summit X650 Series

Summit X650-24t Summit X650-24x

Summit X670 Series

Summit X670-48x Summit X670V-48x Summit
X670V-48t

SummitStack

All Summit family switches, except the Summit
X150, Summit X350, and Summit X440-L2 model
series.

Software Required

The tables in this section describe the software version required for each switch that runs ExtremexOS

software.

Note
4 The features available on each switch are determined by the installed feature license and
optional feature packs. For more information, see Feature License Requirements

The following table lists the BlackDiamond X8 series modules and the ExtremeXOS software version

required to support each module.

Table 4: BlackDiamond X8 Series Modules and Required Software

Module Series Name Modules Minimum ExtremeXOS Software
Version
BlackDiamond X8 BDX-MMI 15.11
BDXA-FMI10T 151
BDXA-FM20T 1517
BDXA-10G48X 1511
BDXA-40G12X 1511
BDXA-40G24X 1511

The following table lists the BlackDiamond 8000 series modules and the ExtremeXOS software version

required to support each module.
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Table 5: BlackDiamond 8000 Series Modules and Required Software

Module Series Name Modules Minimum ExtremeXOS Software
Version
MSMs 8500-MSM24 MSM-48¢c ExtremeX0S 12.3 ExtremeX0S 12.1
8900-MSM128 ExtremeX0S 12.3
c-series G24Xc G48Xc 10G4Xc ExtremeXOS 12.1 ExtremeXO0S 12.1
10G8Xc G48Tc S-10G1Xc ExtremeXOS 12.1 ExtremeXOS 12.1
S-10G2Xc S-G8Xc ExtremeXOS 12.1 ExtremeXOS 12.1
ExtremeXOS 12.5.3 ExtremeXOS
12.1
8900-G96T-c 8900-10G24X- | ExtremeXOS 12.3
C
e-series 8500-G24X-e 8500-G48T-e | ExtremeXOS 12.3 ExtremeX0S 12.3
G48Te2 ExtremeX0OS 12.1
x|-series 8900-G48X-xI 8900-G48T-x| | ExtremeXOS 12.4
8900-10G8X-xI
Xm-series 8900-40G6X-xm ExtremeX0OS 12.6

The following guidelines provide additional information on the BlackDiamond 8000 series modules

described in Table 5: BlackDiamond 8000 Series Modules and Required Software on page 62:

¢ The term BlackDiamond 8000 series modules refers to all BlackDiamond 8500, 8800, and 8900
series modules. Beginning with the ExtremeXOS 12.5 release, it does not include other modules
formerly listed as original-series modules.

¢ Module names that are not preceded with 8500 or 8900 are BlackDiamond 8800 series modules.

e The c-series, e-series, xI-series, and xm-series names are used to distinguish between groups of
modules that support different feature sets.

The following table lists the Summit family switches that run ExtremeXOS software and the minimum

ExtremeXOS software version required.

Table 6: Summit Family Switches and Required Software

Switch Series

Switches

Minimum ExtremeXOS
Software Version

Summit X150 Series

Summit X150-24t Summit
X150-24p Summit X150-48t

ExtremeX0S 12.0

Summit X250e Series Summit X250e-24t Summit ExtremeXOS 12.0 ExtremeXOS
X250e-24tDC Summit X250e-48t | 12.1 ExtremeXOS 12.0
Summit X250e-48tDC Summit ExtremeXOS 12.1 ExtremeXOS
X250e-24p Summit X250e-48p 12.0 ExtremeXOS 12.0
Summit X250e-24x Summit ExtremeXOS 12.0 ExtremeXOS
X250e-24xDC 12.1

Summit X350 Series Summit X350-24t Summit ExtremeX0OS 12.1
X350-48t

Summit X430 Series Summit X430-24T ExtremeXOS 15.3.2

Summit X430-48T

EXOS Command Reference Guide for Release 15.3.2

62



Command Reference Overview

Table 6: Summit Family Switches and Required Software (continued)

Switch Series

Switches

Minimum ExtremeXO0S
Software Version

Summit X440 Series

Summit X440-24t Summit
X440-24p

ExtremeXOS 15.1.1

Summit X440-8t Summit
X440-8p Summit X440-24t-10G
Summit X440-24p-10G Summit
X440-48t Summit X440-48p
Summit X440-48t-10G Summit
X440-48p-10G

ExtremeX0S 15.1.2

Summit X440-L2-24t Summit
X440-L2-48t

ExtremeX0S 15.2.1

X480-48x Summit X480-48t

Summit X450a Series Summit X450a-24x Summit ExtremeXOS 11.6 ExtremeXOS
X450a-24xDC Summit X450a-24t | 11.6 ExtremeXOS 11.5
Summit X450a-24tDC Summit ExtremeXOS 11.5 ExtremeXOS
X450a-48t Summit X450a-48tDC | 11.5 ExtremeXOS 11.6

Summit X450e Series Summit X450e-24p Summit ExtremeXOS 11.5 ExtremeXOS
X450e-24t Summit X450e-48p 12.5 ExtremeXOS 11.6
Summit X450e-48t ExtremeXOS 11.5

Summit X460 Series Summit X460-24x Summit ExtremeXOS 12.5
X460-24t Summit X460-24p
Summit X460-48x Summit
X460-48t Summit X460-48p

Summit X480 Series Summit X480-24x Summit ExtremeX0S12.4

Summit X650 Series

Summit X650-24t Summit
X650-24x

ExtremeXOS 12.2.2 ExtremeXOS
12.2.1

Summit X670

Summit X670-48x Summit
X670V-48x

ExtremeX0S 12.6

SummitStack

Summit family of switches except
the Summit X150 and Summit
X350 series.

ExtremeXOS 12.0

Beginning with the ExtremeX0S 12.5 release, the term Summit Family Switches includes the Summit
X150, X250e, X350, X440, X450a, X450e, X460, X480, X650, and X670 switches. It does not include
the Summit X450 switch that is sometimes referred to as the Summit X450 original switch.

A SummitStack is a combination of up to eight Summit family switches (excluding the Summit X150,
Summit X350, and Summit X440-L2 series) that are connected together with stacking cables.

The mobile backhaul routers (E4G-200 and E4G-400) both require ExtremeXOS version 15.1.

Understanding the Command Syntax

This section covers the following topics:
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e Access Levels
e Syntax Symbols
e Syntax Helper
e Object Names

e Command Shortcuts

Access Levels

When entering a command at the prompt, ensure that you have the appropriate privilege level.

Most configuration commands require you to have the administrator privilege level.

Syntax Symbols

You may see a variety of symbols shown as part of the command syntax.

These symbols explain how to enter the command, and you do not type them as part of the command
itself. The following table summarizes command syntax symbols.

Note
ExtremeXOS software does not support the ampersand (&), left angle bracket (<), or right
angle bracket (>), because they are reserved characters with special meaning in XML.

Table 7: Command Syntax Symbols

Symbol

Description

angle brackets < >

Enclose a variable or value. You must specify the variable or value. For example, in the
syntax

configure vlan <vlan_name> ipaddress <ip_address>

you must supply a VLAN name for <vlan_name> and an address for <ip_address> when
entering the command. Do not type the angle brackets and do not include spaces within
angle brackets.

square brackets [ ]

Enclose a required value or list of required arguments. One or more values or arguments
can be specified. For example, in the syntax

use image [primary | secondary]

you must specify either the primary or secondary image when entering the command. Do
not type the square brackets.
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Table 7: Command Syntax Symbols (continued)

Symbol Description
vertical bar | Separates mutually exclusive items in a list, one of which must be entered. For example, in
the syntax

configure snmp community [readonly | readwrite] <alphanumeric_string>
you must specify either the read or write community string in the command. Do not type
the vertical bar.

braces { } Enclose an optional value or a list of optional arguments. One or more values or arguments
can be specified. For example, in the syntax
reboot {time <month> <day> <year> <hour> <min> <sec>} {cancel} {msm <slot_id>} {slot
<slot-number> | node-address <node-address> | stack-topology {as-standby} }
you can specify either a particular date and time combination, or the keyword cancel to
cancel a previously scheduled reboot. (In this command, if you do not specify an argument,
the command will prompt asking if you want to reboot the switch now.) Do not type the
braces.

Syntax Helper

The CLI has a built-in syntax helper. If you are unsure of the complete syntax for a particular command,
enter as much of the command as possible and press [Tab]. The syntax helper provides a list of options
for the remainder of the command, and places the cursor at the end of the command you have entered
so far, ready for the next option.

If the command is one where the next option is a named component, such as a VLAN, access profile, or
route map, the syntax helper also lists any currently configured names that might be used as the next
option. In situations where this list might be very long, the syntax helper lists only one line of names,
followed by an ellipses (...) to indicate that there are more names than can be displayed.

Some values (such as the <node-address> used in Summit stack) are lengthy, but limited in number.
ExtremeXOS places these values into a “namespace.” This allows command completion on these
values.

The syntax helper also provides assistance if you have entered an incorrect command.

Abbreviated Syntax
Abbreviated syntax is the shortest unambiguous allowable abbreviation of a command or parameter.
Typically, this is the first three letters of the command. If you do not enter enough letters to allow the

switch to determine which command you mean, the syntax helper provides a list of the options based
on the portion of the command you have entered.

Note
@ ' When using abbreviated syntax, you must enter enough characters to make the command
unambiguous and distinguishable to the switch.
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Object Names

All named components within a category of the switch configuration, such as VLAN, must be given a
unigue object name.

Object names must begin with an alphabetical character and may contain alphanumeric characters and
underscores (), but they cannot contain spaces. The maximum allowed length for a name is 32
characters.

Object names can be reused across categories (for example, STPD and VLAN names). If the software
encounters any ambiguity in the components within your command, it generates a message requesting
that you clarify the object you specified.

Note
0 If you use the same name across categories, Extreme Networks recommends that you specify
J the identifying keyword as well as the actual name. If you do not use the keyword, the system
may return an error message.

Reserved Keywords

Keywords such as vlan, stp, and other 2nd level keywords, are determined to be reserved keywords
and cannot be used as object names. This restriction applies to the specific word (vlan) only, while
expanded versions (vlan2) can be used.

A complete list of the reserved keywords for ExtremeXOS 12.4.2 and later software is displayed in the
ExtremeXOS Concepts Guide. Any keyword that is not on this list can be used as an object name. Prior
t012.4.2, all keywords were reserved, that is, none of them could be used for naming user-created
objects such as VLANS.

Command Shortcuts

Components are typically named using the create command.

When you enter a command to configure a named component, you do not need to use the keyword of
the component. For example, to create a VLAN, enter a VLAN name:

create vlan engineering

Once you have created the VLAN with a unique name, you can then eliminate the keyword vlan from all

other commands that require the name to be entered (unless you used the same name for another
category such as STPD or EAPS). For example, instead of entering the modular switch command:

configure vlan engineering delete port 1:3,4:6

you could enter the following shortcut:

configure engineering delete port 1:3,4:6

Port Numbering
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Commands that require you to enter one or more port numbers use the parameter <port_list> in the
syntax.

The available variables differ on a stand-alone switch, modular switch, mobile backhaul routers, and
SummitStack.

Note

Le . The keyword all acts on all possible ports; it continues on all ports even if one port in the
sequence fails.

Stand-alone Switch Numerical Ranges

On Summit family switches, the port number is simply noted by the physical port number (such as 5).

Separate the port numbers by a dash to enter a range of contiguous numbers, and separate the
numbers by a comma to enter a range of non-contiguous numbers:

e x-y—Specifies a contiguous series of ports on a stand-alone switch.
e X,y—Specifies a noncontiguous series of ports on a stand-alone switch.

e x-y,a,d—Specifies a contiguous series of ports and a noncontiguous series of ports on a stand-alone
switch.

Modular Switch and SummitStack Numerical Ranges

On modular switches, such as the BlackDiamond 8800 series or a SummitStack, the port number is a
combination of the slot number and the port number.

The nomenclature for the port number is as follows:

slot:port

Example

If an I/O module that has a total of four ports is installed in slot 2 of the chassis, the following ports are
valid:

o 2]
o 22
o 23
o 24

Wildcards and combinations

You can also use wildcard combinations (*) to specify multiple modular slot and port combinations. The
following wildcard combinations are allowed:

e slot:*—Specifies all ports on a particular /0 module.

¢ slot:x-slot:y—Specifies a contiguous series of ports on a particular I/O module.
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e slot:x-y—Specifies a contiguous series of ports on a particular I/0 module.

* slota:ix-slotb:y—Specifies a contiguous series of ports that begin on one I/O module or SummitStack
node and end on another node.

Mobile Backhaul Routers

Commands operating on a <port_list> for mobile backhaul routers all use the keyword “tdm.” When the
tdm keyword is present, the <port_list> is expanded to include only time division multiplexing (TDM)
ports, omitting any Ethernet ports occurring within the <port_list> range.

Existing CLI commands without the tdm keyword continue to work as usual without any change, and
these commands omit any TDM ports that may lie within the <port_list> range.

Line-Editing Keys

The following table describes the line-editing keys available using the CLI.

Table 8: Line-Editing Keys

Key(s) Description

Left arrow or [Ctrl] + B Moves the cursor one character to the left.

Right arrow or [Ctrl] + F Moves the cursor one character to the right.

[Ctrl] + H or Backspace Deletes character to left of cursor and shifts remainder of line to left.

Delete or [Ctrl] + D Deletes character under cursor and shifts remainder of line to left.

[Ctrl] + K Deletes characters from under cursor to end of line.

Insert Toggles on and off. When toggled on, inserts text and shifts previous text to right.

[Ctrl]+ A Moves cursor to first character in line.

[Ctrl] + E Moves cursor to last character in line.

[Ctrl]+L Clears screen and movers cursor to beginning of line.

[Ctrl] + P or Up Arrow Displays previous command in command history buffer and places cursor at end
of command.

[Ctrl] + N or Down Arrow Displays next command in command history buffer and places cursor at end of
command.

[Ctrl]+U Clears all characters typed from cursor to beginning of line.

[Ctrl]+W Deletes previous word.

[Ctrl] +C Interrupts the current CLI command execution.

Command History

ExtremeXOS “remembers” all the commands you enter.

EXOS Command Reference Guide for Release 15.3.2 68



Command Reference Overview

You can display a list of these commands by using the following command:

history

If you use a command more than once, consecutively, the history will list only the first instance.
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clear account lockout

clear session

configure account

configure account encrypted

configure account password-policy char-validation
configure account password-policy history
configure account password-policy lockout-on-login-failures
configure account password-policy max-age
configure account password-policy min-length
configure banner

configure cli max-sessions

configure cli max-failed-logins

configure dns-client add

configure dns-client default-domain
configure dns-client delete

configure failsafe-account

configure idletimeout

configure safe-default-script

configure time

configure timezone

create account

delete account

disable cli prompting

disable cli space-completion

disable clipaging

disable idletimeout

enable cli prompting

enable cli space-completion

enable clipaging

enable idletimeout

history

ping

reboot

show accounts

show accounts password-policy
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show banner

show banner

show failsafe-account
show switch
traceroute
unconfigure banner

This chapter describes commands used for:

* Accessing and configuring the switch including how to set up user accounts, passwords, date and
time settings, and software licenses

¢ Managing passwords

¢ Configuring the Domain Name Service (DNS) client

e Checking basic switch connectivity

e Enabling and displaying licenses

¢ Returning the switch to safe defaults mode

ExtremeXOS supports the following two levels of management:
e User
e Administrator

A user-level account has viewing access to all manageable parameters, with the exception of:
e User account database
e SNMP community strings

A user-level account can change the password assigned to the account name and use the ping
command to test device reachability.

An administrator-level account can view and change all switch parameters. It can also add and delete
users and change the password associated with any account name. The administrator can disconnect a
management session that has been established by way of a Telnet connection. If this happens, the user
logged on by way of the Telnet connection is notified that the session has been terminated.

The DNS client in ExtremeXOS augments certain ExtremeXOS commands to accept either IP addresses
or host names. For example, DNS can be used during a Telnet session when you are accessing a device
or when using the ping command to check the connectivity of a device.

The switch offers the following commands for checking basic connectivity:
* ping
* f{raceroute

The ping command enables you to send Internet Control Message Protocol (ICMP) echo messages to a
remote IP device. The traceroute command enables you to trace the routed path between the switch
and a destination endstation.

This chapter describes commands for enabling and displaying software, security, and feature pack
licenses.
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clear account lockout

clear account [all | nane] lockout

Description

Re-enables an account that has been locked out (disabled) for exceeding the permitted number failed
login attempts. This was configured by using the configure account password-policy lockout-on-login-
failures command.

Syntax Description

all Specifies all users.

name Specifies an account name.
Default

N/A.

Usage Guidelines

This command applies to sessions at the console port of the switch as well as all other sessions.

You can re-enable both user and administrative accounts, once they have been disabled for exceeding
the 3 failed login attempts.

‘ Note
The failsafe accounts are never locked out.

This command only clears the locked-out (or disabled) condition of the account. The action of locking
out accounts following the failed login attempts remains until you turn it off by issuing the configure
account [all | <name>] password-policy lockout-on-login failures off command.

Example

The following command re-enables the account finance, which had been locked out (disabled) for
exceeding 3 consecutive failed login attempts:

clear account finance lockout

History

This command was first available in ExtremeXOS 11.2.
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Platform Availability

This command is available on all platforms.

clear session

clear session [history | sessld | all]

Description

Terminates a Telnet and/or SSH2 sessions from the switch.

Syntax Description

history Clears the chronology of sessions that were opened.

sessld Specifies a session number from show session output to terminate.
all Terminates all sessions.

Default

N/A.

Usage Guidelines

An administrator-level account can disconnect a management session that has been established by
way of a Telnet connection.

You can determine the session number of the session you want to terminate by using the show session
command. The show session output displays information about current Telnet and/or SSH2 sessions
including:

e The session number

e Thelogin date and time

e The user name

e The type of Telnet session

e Authentication information

Depending on the software version running on your switch, additional session information may be
displayed. The session number is the first number displayed in the show session output.

When invoked to the clear the session history, the command clears the information about all the
previous sessions that were logged. The information about the active sessions remains intact.
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Example

The following command terminates session 4 from the system:

clear session 4

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure account

configure account [all | nane]

Description

Configures a password for the specified account, either user account or administrative account.

Syntax Description

all Specifies all accounts (and future users).
name Specifies an account name.

Default

N/A.

Usage Guidelines
You must create a user or administrative account before you can configure that account with a
password.

Use the create account command to create a user account.

The system prompts you to specify a password after you enter this command. You must enter a
password for this command; passwords cannot be null and cannot include the following characters: “<*,
“>” and “?”.

Note

e Once you issue this command, you cannot have a null password. However, if you want to
have a null password (that is, no password on the specified account), use the create account
command.
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Passwords can have a minimum of O character and can have a maximum of 32 characters. Passwords
are case-sensitive. User names are not case-sensitive.

Note

Le If the account is configured to require a specific password format, the minimum is 8
characters. See configure account password-policy char-validation for more information.

You must have administrator privileges to change passwords for accounts other than your own.

Example

The following command defines a new password green for the account marketing:

configure account marketing

The switch responds with a password prompt:

password: green

Your keystrokes will not be echoed as you enter the new password. After you enter the password, the
switch will then prompt you to reenter it.

Reenter password: green

Assuming you enter it successfully a second time, the password is now changed.

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure account encrypted

configure account [all | nane] encrypted e-password

Description

Encrypts the password that is entered in plain text for the specified account, either user account or
administrative account.
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Syntax Description

all Specifies all accounts (and future users).

name Specifies an account name.

e-password Enter in plain text the string you for an encrypted password. See Usage
Guidelines for more information.

Default
N/A.

Usage Guidelines

You must create a user or administrative account before you can configure that account with a
password.

Use the create account account command to create a user account.

When you use this command, the following password that you specify in plain text is entered and
displayed by the switch in an encrypted format. Administrators should enter the password in plain text.
The encrypted password is then used by the switch once it encrypts the plain text password. The
encrypted command should be used by the switch only to show, store, and load a system-generated
encrypted password in configuration; this applies with the following commands: save configuration,
show configuration, and use configuration.

Note

Once you issue this command, you cannot have a null password. However, if you want to
have a null password (that is, no password on the specified account), use the create account
command.

Passwords can have a minimum of O character and can have a maximum of 32 characters. Passwords
are case-sensitive. User names are not case-sensitive.

Note

Le If the account is configured to require a specific password format, the minimum is 8
characters. See configure account password-policy char-validation for more information.

You must have administrator privileges to change passwords for accounts other than your own.

Example

The following command encrypts the password red for the account marketing:

configure account marketing encrypted red
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History

This command was first available in ExtremeXOS 11.5.

Platform Availability

This command is available on all platforms.

configure account password-policy char-validation

configure account [all | nane] password-policy char-validation [none | all-char-
groups]

Description

Requires that the user include an upper-case letter, a lower-case letter, a digit, and a symbol in the
password.

Syntax Description

all Specifies all users (and future users).

name Specifies an account name.

none Resets password to accept all formats.

all-char-groups Specifies that the password must contain at least two characters from each of

the four groups.
NOTE: The password minimum length will be 8 characters if you specify this
option.

Default
N/A.

Usage Guidelines
This feature is disabled by default.

Once you issue this command, each password must include at least two characters of each of the
following four types:

e Upper-case A-Z

* Lower-case a-z

e 0-9

c L@, #%5%"%%(0)

The minimum number of characters for these specifically formatted passwords is 8 characters and the
maximum is 32 characters.

Use the none option to reset the password to accept all formats.
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Example

The following command requires all users to use this specified format for all passwords:

configure account all password-policy char-validation all-char-groups

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

configure account password-policy history

configure account [all | nane] password-policy history [num passwords | none]

Description

Configures the switch to verify the specified number of previous passwords for the account. The user is
prevented from changing the password on a user or administrative account to any of these previously
saved passwords.

Syntax Description

all Specifies all accounts (and future users).

name Specifies an account name.

num_passwords Specifies the number of previous passwords the system verifies for each
account. The range is 1to 10 passwords.

none Resets the system to not remember any previous passwords.

Default

N/A.

Usage Guidelines

Use this command to instruct the system to verify new passwords against a list of all previously used
passwords, once an account successfully changes a password.

The limit is the number of previous passwords that the system checks against in the record to verify the
new password.

If this parameter is configured, the system returns an error message if a user attempts to change the
password to one that is saved by the system (up to the configured limit) for that account; this applies
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to both user and administrative accounts. This also applies to a configured password on the default
admin account on the switch.

The limit of previous passwords that the system checks for previous use is configurable from 1to 10.
Using the none option disables previous password tracking and returns the system to the default state
of no record of previous passwords.

Example

The following command instructs the system to verify that the new password has not been used as a
password in the previous 5 passwords for the account engineering:

configure account engineering password-policy history 5

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

configure account password-policy lockout-on-login-failures

configure account [all | nane] password-policy lockout-on-login-failures [on |

off]

Description

Disables an account after the user has 3 consecutive failed login attempts.

Syntax Description

all Specifies all users (and future users).

name Specifies an account name.

on Specifies an account name.

off Resets the password to never lockout the user.
Default

N/A.
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Usage Guidelines

If you are not working on SSH, you can configure the number of failed logins that trigger lockout, using
the configure cli max-failed-logins <num-of-logins> command.

This command applies to sessions at the console port of the switch as well as all other sessions and to
user-level and administrator-level accounts. This command locks out the user after 3 consecutive failed
login attempts; the user’s account must be specifically re-enabled by an administrator.

Using the off option resets the account to allow innumerable consecutive failed login attempts, which is
the system default. The system default is that 3 failed consecutive login attempts terminate the
particular session, but the user may launch another session; there is no lockout feature by default.

Note
1 0 J The switch does not allow to lock out of at least one administrator account.

Example

The following command enables the account finance for lockout.

After 3 consecutive failed login attempts, the account is subsequently locked out:

configure account finance password-policy lockout-on-login-failures on

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

configure account password-policy max-age

configure account [all | nane] password-policy max-age [nhum days | none]

Description

Configures a time limit for the passwords for specified accounts. The passwords for the default admin
account and the failsafe account do not age out.

Syntax Description

all Specifies all accounts (and future users).

name Specifies an account name.
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num_days Specifies the length of time that a password can be used. The range is 1to 365
days.

none Resets the password to never expire.

Default

N/A.

Usage Guidelines

The passwords for the default admin account and the failsafe account never expire.

The time limit is specified in days, from 1to 365 days. Existing sessions are not closed when the time
limit expires; it will not open the next time the user attempts to log in.

When a user logs into an account with an expired password, the system first verifies that the entered
password had been valid prior to expiring and then prompts the user to change the password.

Note
0 This is the sole time that a user with a user-level (opposed to an administrator-level) account
can make any changes to the user-level account.

Using the none option prevents the password for the specified account from ever expiring (it resets the
password to the system default of no time limit).

Example

The following command sets a 3-month time limit for the password for the account marketing:

configure account marketing password-policy max-age 90

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

configure account password-policy min-length

configure account [all | nane] password-policy min-length [num characters | none]

Description

Requires a minimum number of characters for passwords.
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Syntax Description

all Specifies all accounts (and future users).
name Specifies an account name.
num_characters Specifies the minimum number of characters required for the password. The

range is 1to 32 characters.
NOTE: If you configure the configure account password-policy char-validation
parameter, the minimum length is 8 characters.

none Resets password to accept a minimum of O characters.
NOTE: If you configure the configure account encrypted parameter, the
minimum length is 8 characters.

Default
N/A.

Usage Guidelines

Use this command to configure a minimum length restriction for all passwords for specified accounts.

This command affects the minimum allowed length for the next password; the current password is
unaffected.

The minimum password length is configurable from 1to 32 characters. Using the none option disables
the requirement of minimum password length and returns the system to the default state (password
minimum is O by default).

Note

Le If the account is configured to require a specific password format, the minimum is 8
characters. See configure account password-policy char-validation for more information.

Example

The following command requires a minimum of 8 letters for the password for the account
management:

configure account management password-policy min-length 8

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.
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configure banner

configure banner { after-login | { before-login } { acknowledge } | before-login
{acknowledge} save-to-configuration}

Description

Configures the banner string to be displayed for CLI screens.

Syntax Description

after-login Specifies that a banner be displayed after login.

before-login Specifies that a banner be displayed before login.

acknowledge Require acknowledgement of the banner before login.

save-to-configuration Save the before login banner to the configuration file as well as non-volatile
memory.

Default

N/A.

Usage Guidelines

Use this command to configure two types of banners:
e A banner for a CLI session that displays before login
e A banner for a CLI session that displays after login

If no optional parameters are specified, the command defaults to configuring a banner that is displayed
before the CLI session login prompt.

For each CLI session banner, you can enter up to 24 rows of 79-column text.

Press [Return] at the beginning of a line to terminate the command and apply the banner. To clear the
banner, press [Return] at the beginning of the first line.

Note

Lg The system does not wait for a keypress when you use SSH for access; this only applies to the
serial console login sessions and Telnet sessions.

To disable the acknowledgement feature, use the configure banner command omitting the
acknowledge parameter.

To display any configured banners, use the show banner command.

To unconfigure one or more configured banners, use the unconfigure banner command.
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Example

# show banner

Before-Login banner:
E =

**** configure banner before-login acknowledge

Rk =

Acknowledge: Enabled
Save to > Non-volatile memory only
# show banner

Before-Login banner:
*hkk

**** configure banner before-login acknowledge save-to-configuration
*Khkk

Acknowledge: Enabled
Save to : Configuration file and non-volatile memory

History

This command was first available in ExtremeX0OS 10.1.
The acknowledge parameter was added in ExtremeXOS 11.5.

The after-login option was added in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.

configure cli max-sessions

configure cli max-sessions num of - sessi ons

Description

Limits number of simultaneous CLI sessions on the switch.

Syntax Description

num-of-sessions Specifies the maximum number of concurrent sessions permitted. The range
isltole.

Default

The default is eight sessions.
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Usage Guidelines

The value must be greater than O; the range is 1to 16.

Example

The following command limits the number of simultaneous CLI sessions to ten:

configure cli max-sessions 10

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure cli max-failed-logins

configure cli max-failed-logins num of -1 ogi ns

Description

Establishes the maximum number of failed logins permitted before the session is terminated.

Syntax Description

num-of-logins Specifies the maximum number of failed logins permitted; the range is 1to 10.

Default

The default is three logins.

Usage Guidelines

The value must be greater than O; the range is 1to 10.

Example

The following command sets the maximum number of failed logins to five:

configure cli max-failed-logins 5
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History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure dns-client add

configure dns-client add [domain-suffix donmai n_nane | name-server ip_address {vr
vr_nanmel}]

Syntax Description

domain-suffix Specifies adding a domain suffix.
domain_name Specifies a domain name.
name-server Specifies adding a name server.
ip_address Specifies an IP address for the name server.
vr Specifies use of a virtual router.

r Note

this feature in the ExtremeXOS Concepts Guide, Feature License
Requirements

‘ User-created VRs are supported only on the platforms listed for

Vr_name Specifies a virtual router.

Description

Adds a domain suffix to the domain suffix list or a name server to the available server list for the DNS
client.

Default
N/A.

Usage Guidelines

The domain suffix list can include up to six items.
If the use of all previous names fails to resolve a name, the most recently added entry on the domain
suffix list will be the last name used during name resolution. This command will not overwrite any

exiting entries. If a null string is used as the last suffix in the list, and all other lookups fail, the name
resolver will attempt to look up the name with no suffix.

Up to eight DNS name servers can be configured. The default value for the virtual router used by the
DNS client option is VR-Default.
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Example

The following command configures a domain name and adds it to the domain suffix list:

configure dns-client add domain-suffix xyz_inc.com

The following command specifies that the switch use the DNS server 10.1.2.1:

configure dns-client add name-server 10.1.2.1

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure dns-client default-domain

configure dns-client default-domain domai n_namne

Description

Configures the domain that the DNS client uses if a fully gualified domain name is not entered.

Syntax Description

domain_name Specifies a default domain name.

Default
N/A.

Usage Guidelines
The default domain name will be used to create a fully qualified host name when a domain name is not
specified.

For example, if the default domain name is set to “food.com” then when a command like “ping dog” is
entered, the ping will actually be executed as “ping dog.food.com”.
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Example

The following command configures the default domain name for the server:

configure dns-client default-domain xyz_inc.com

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure dns-client delete

configure dns-client delete [domain-suffix donai n_nane | name-server ip_address
{vr vr_nane}]

Description

Deletes a domain suffix from the domain suffix list or a name server from the available server list for the
DNS client.

Syntax Description

domain-suffix Specifies deleting a domain suffix.

domain_name Specifies a domain name.

name-server Specifies deleting a name server.

ip_address Specifies an IP address for the name server.

vr Specifies deleting a virtual router.
NOTE: User-created VRs are supported only on the platforms listed for this
feature in the ExtremeXOS Concepts Guide, Feature License Requirements

Vr_name Specifies a virtual router.

Default

N/A.

Usage Guidelines

Specifying a domain suffix removes an entry from the domain suffix list.

If the deleted item was not the last entry in the list, all items that had been added later are moved up in
the list. If no entries in the list match the domain name specified, an error message will be displayed.
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The default value for the virtual router used by the DNS client option is VR-Default.

Example

The following command deletes a domain name from the domain suffix list:

configure dns-client delete domain-suffix xyz_inc.com

The following command removes a DNS server from the list:

configure dns-client delete name-server 10.1.2.1

History

This command was first available in ExtremeXOS 10.1.

Platform Availability

This command is available on all platforms.

configure failsafe-account

configure failsafe-account {[deny | permit] [all | control | serial | ssh {vr vr-
nane} | telnet {vr vr-nanme}]}

Description

Configures a name and password for the failsafe account, or restricts access to specified connection
types.

Syntax Description

deny Prohibits failsafe account usage over the specified connection type(s).

permit Allows a failsafe account to be used over the specified connection type(s).

all Specifies all connection types.

control Specifies internal access between nodes in a SummitStack or between
MSMs/MMs in a chassis.

serial Specifies access over the switch console port.

ssh Specifies access using SSH on specified or all virtual routers.

telnet Specifies access using Telnet on specified or all virtual routers.
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Default

The failsafe account is always configured.

The default connection types over which failsafe account access is permitted are the same as if “permit
all” is configured.

Usage Guidelines

The failsafe account is the account of last resort to access your switch.

If you use the command with no parameters, you are prompted for the failsafe account name and
prompted twice to specify the password for the account. The password does not appear on the display
at any time. You are not required to know the current failsafe account and password in order to change
it.

If you use the command with the permit or deny parameter, the permitted connection types are altered
as specified.

The failsafe account or permitted connection types are immediately saved to NVRAM on all MSMs/MMs
or active nodes in a SummitStack.

Note

e The information that you use to configure the failsafe account cannot be recovered by
Extreme Networks. Technical support cannot retrieve passwords or account names for this
account. Protect this information carefully.

Once you enter the failsafe account name, you are prompted to enter the password. Once you
successfully log in to the failsafe account, you are logged in to an admin-level account.

Example

The following example restricts usage of the failsafe account to the series console port and to access
between MSMs.

e BD-8810.1# configure failsafe-account deny all

e BD-8810.2 # configure failsafe-account permit serial

e BD-8810.3 # configure failsafe-account permit control
e BD-88104 #

History

This command was first available in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.
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configure idletimeout

configure idletimeout m nutes

Description

Configures the time-out for idle console, SSH2, and Telnet sessions.

Syntax Description

minutes Specifies the time-out interval, in minutes. Range is 1to 240 (1 minute to 4
hours).

Default

The default time-out is 20 minutes.

Usage Guidelines

This command configures the length of time the switch will wait before disconnecting idle console,
SSH2, or Telnet sessions.

The idletimeout feature must be enabled for this command to have an effect (the idletimeout feature is
enabled by default).

Example

The following command sets the time-out for idle login and console sessions to 10 minutes:

configure idletimeout 10

History

This command was first available in ExtremeX0S 10.1.

Platform Availability

This command is available on all platforms.

configure safe-default-script

configure safe-default-script
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Description

Allows you to change management access to your device and to enhance security.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

This command runs an interactive script that prompts you to choose to enable or disable SNMP, Telnet,
and enabled ports.

Refer to Use Safe Defaults Mode in the Extreme Networks XOS Concepts Guide for complete
information on the safe default mode.

Once you issue this command, the system presents you with the following interactive script:

Telnet is enabled by default. Telnet is unencrypted and has been the target of
security exploits in the past.

Would you like to disable Telnet? [y/N]:

SNMP access is enabled by default. SNMP uses no encryption, SNMPv3 can be
configured to eliminate this problem.

Would you like to disable SNMP? [y/N]:

All ports are enabled by default. In some secure applications, it maybe more
desirable for the ports to be turned off.

Would you like unconfigured ports to be turned off by default? [y/N]:
Changing the default failsafe account username and password is highly
recommended. If you choose to do so, please remember the username and
password as this information cannot be recovered by Extreme Networks.
Would you like to change the failsafe account username and password

now? [y/N]:

Would you like to permit failsafe account access via the management port?
Ly/N]:

Since you have chosen less secure management methods, please remember to
increase the security of your network by taking the following actions:

* change your admin password

change your failsafe account username and password

change your SNMP public and private strings

consider using SNMPv3 to secure network management traffic

* % X

Example

The following command reruns the interactive script to configure management access:

configure safe-default-script
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History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

configure time

configure time nonth day year hour nin sec

Description

Configures the system date and time.

Syntax Description

month Specifies the month. The range is 1-12.

day Specifies the day of the month. The range is 1-31.

year Specifies the year in the YYYY format.The range is 2003 to 2036.
hour Specifies the hour of the day. The range is O (midnight) to 23 (11 pm).
min Specifies the minute. The range is 0-59.

sec Specifies the second. The range is 0-59.

Default

N/A.

Usage Guidelines

The format for the system date and time is as follows:

mm dd yyyy hh mm ss

The time uses a 24-hour clock format. You cannot set the year earlier than 2003 or past 2036. You have
the choice of inputting the entire time/date string. If you provide one item at a time and press [Tab],
the screen prompts you for the next item. Press <cr> to complete the input.
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Example

The following command configures a system date of February 15, 2002 and a system time of 8:42 AM
and 55 seconds:

configure time 02 15 2002 08 42 55

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure timezone

configure timezone {name tz_nane} GMI_of fset {autodst {name dst_tinezone_I| D}
{dst _offset} {begins [every floatingday | on absol uteday] {at tine_of _day} {ends
[every floatingday | on absol uteday] {at tine_of _day}}} | noautodst}

Description
Configures the Greenwich Mean Time (GMT) offset and Daylight Saving Time (DST) preference.

Syntax Description

tz_name Specifies an optional name for this timezone specification. May be up to six
alphabetic characters in length. The default is an empty string.

GMT _offset Specifies a Greenwich Mean Time (GMT) offset, in + or - minutes.
autodst Enables automatic Daylight Saving Time.
dst-timezone-ID Specifies an optional name for this DST specification. May be up to six

characters in length. The default is an empty string.

dst_offset Specifies an offset from standard time, in minutes. Value is in the range of 1to
60. Default is 60 minutes.

floatingday Specifies the day, week, and month of the year to begin or end DST each
year. Format is:
week day mont h where:
week is specified as [first | second | third | fourth | last] or 1-5. day is specified
as [sunday | monday | tuesday | wednesday | thursday | friday | saturday] or
1-7 (where 1is Sunday). nont h is specified as [january | february | march |
april | may | june | july | august | september | october | november | december]
or 1-12.
Default for beginning is second sunday march; default for ending is first
sunday november.
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absoluteday Specifies a specific day of a specific year on which to begin or end DST.
Format is:
nont h day year where:
nont h is specified as 1-12. day s specified as 1-31. year is specified as
2003-2035.
The year must be the same for the begin and end dates.

time_of day Specifies the time of day to begin or end Daylight Saving Time. May be
specified as an hour (0-23) or as hour:minutes. Default is 2:00.

noautodst Disables automatic Daylight Saving Time.

Default

Autodst, beginning every second Sunday in March, and ending every first Sunday in November.

Usage Guidelines

Network Time Protocol (NTP) server updates are distributed using GMT time.

To properly display the local time in logs and other timestamp information, the switch should be
configured with the appropriate offset to GMT based on geographic location.

The gmt_offset is specified in +/- minutes from the GMT time.

Automatic DST changes can be enabled or disabled. The default configuration, where DST begins on
the second Sunday in March at 2:00 AM and ends the first Sunday in November at 2:00 AM, applies to
most of North America (beginning in 2007), and can be configured with the following syntax: configure
timezone <gmt_offst> autodst.

The starting and ending date and time for DST may be specified, as these vary in time zones around the
world.

e Use the every keyword to specify a year-after-year repeating set of dates (for example, the last
Sunday in March every year)

e Use the on keyword to specify a non-repeating, specific date for the specified year. If you use this
option, you will need to specify the command again every year.

e The begins specification defaults to every second sunday march.
¢ The ends specification defaults to every first sunday november.

e The ends date may occur earlier in the year than the begins date. This will be the case for countries
in the Southern Hemisphere.

e |f you specify only the starting or ending time (not both) the one you leave unspecified will be reset
to its default.

e Thetime_of day specification defaults to 2:00.

¢ The timezone IDs are optional. They are used only in the display of timezone configuration
information in the show switch command.

To disable automatic DST changes, re-specify the GMT offset using the noautodst option: configure
timezone <gmt_offst> noautodst.
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Greenwich Mean Time offsets

NTP updates are distributed using GMT time. To properly display the local time in logs and other
timestamp information, the switch should be configured with the appropriate offset to GMT based on
geographical location. configure timezone on page 94 describes the GMT offsets.

GMT Offset GMT Offset Common Time Zone References Cities
in Hours in Minutes
+0:00 +0 GMT - Greenwich Mean London, England; Dublin, Ireland;
UT or UTC - Universal (Coordinated) Edinburgh, Scotland; Lisbon, Portugal;
WET - Western European Reykjavik, Iceland; Casablanca, Morocco
-1:00 -60 WAT - West Africa Cape Verde Islands
-2:.00 -120 AT - Azores Azores
-3:00 -180 Brasilia, Brazil; Buenos Aires, Argentina;
Georgetown, Guyana;
-4:00 -240 AST - Atlantic Standard Caracas; La Paz
-5:00 -300 EST - Eastern Standard Bogota, Columbia; Lima, Peru; New York,
NY, Trevor City, Ml USA
-6:00 -360 CST - Central Standard Mexico City, Mexico
-7:00 -420 MST - Mountain Standard Saskatchewan, Canada
-8:00 -480 PST - Pacific Standard Los Angeles, CA, Cupertino, CA, Seattle,
WA USA
-9:00 -540 YST - Yukon Standard
-10:00 -600 AHST - Alaska-Hawaii Standard
CAT - Central Alaska
HST - Hawaii Standard
-11:00 -660 NT - Nome
-12:00 -720 IDLW - International Date Line West
+1:00 +60 CET - Central European Paris, France; Berlin, Germany; Amsterdam,
FWT - French Winter The Netherlands; Brussels, Belgium;
MET - Middle European Vienna, Austria; Madrid, Spain; Rome, Italy;
MEWT - Middle European Winter Bern, Switzerland; Stockholm, Sweden;
SWT - Swedish Winter Oslo, Norway
+2:00 +120 EET - Eastern European, Russia Zone 1 Athens, Greece; Helsinki, Finland; Istanbul,
Turkey; Jerusalem, Israel; Harare,
Zimbabwe
+3:00 +180 BT - Baghdad, Russia Zone 2 Kuwait; Nairobi, Kenya; Riyadh, Saudi
Arabia; Moscow, Russia; Tehran, Iran
+4:00 +240 ZP4 - Russia Zone 3 Abu Dhabi, UAE; Muscat; Tblisi; Volgograd;
Kabul
+5:00 +300 ZP5 - Russia Zone 4
+5:30 +330 IST - India Standard Time New Delhi, Pune, Allahabad, India
+6:00 +360 ZP6 - Russia Zone 5
+7:00 +420 WAST - West Australian Standard
+8:00 +480 CCT - China Coast, Russia Zone 7
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GMT Offset GMT Offset Common Time Zone References Cities
in Hours in Minutes
+9:00 +540 JST - Japan Standard, Russia Zone 8
+10:00 +600 EAST - East Australian Standard
GST - Guam Standard
Russia Zone 9
+11.00 +660
+12:00 +720 IDLE - International Date Line East Wellington, New Zealand; Fiji, Marshall
NZST - New Zealand Standard Islands
NZT - New Zealand

For name creation guidelines and a list of reserved names, see Object Names in the ExtremeXOS

Concepts Guide.

Example

The following command configures GMT offset for Mexico City, Mexico and disables automatic DST:

configure timezone -360 noautodst

The following four commands are equivalent, and configure the GMT offset and automatic DST
adjustment for the US Eastern timezone, with an optional timezone 1D of EST:

configure timezone name EST -300 autodst name EDT 60 begins every second
sunday march at 2:00 ends every first sunday november at 2:00
configure timezone name EST -300 autodst name EDT 60 begins every 1 1 4 at

2:00 ends every 5 1 10 at 2:00

configure timezone name EST -300 autodst name EDT

configure timezone -300 autodst

The following command configures the GMT offset and automatic DST adjustment for the Middle

European timezone, with the optional timezone ID of MET:

configure timezone name MET 60 autodst name MDT begins every last sunday

march at 1 ends every last sunday october at 1

The following command configures the GMT offset and automatic DST adjustment for New Zealand.
The ending date must be configured each year because it occurs on the first Sunday on or after March

5:

configure timezone name NZST 720 autodst name NZDT 60 begins every first

sunday october at 2 ends on 3/16/2002 at 2

History

This command was first available in ExtremeX0S 10.1.
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Platform Availability

This command is available on all platforms.

create account

create account [admin | user | lawful-intercept] account-nane {encrypted
passwor d}

Description

Creates a new user account.

Syntax Description

admin Specifies an access level for account type admin.
user Specifies an access level for account type user.
lawful-intercept Specifies lawful intercept account type.
account - nane Specifies a new user account name.
encrypted Specifies the encrypted option.
passwor d Specifies a user password.
Default
N/A.

User Account Levels

By default, the switch is configured with two accounts with the access levels shown in the table below.

Account Name Access Level

admin This user can access and change all manageable parameters. The admin account
cannot be deleted.

user This user can view (but not change) all manageable parameters, with the following
exceptions: This user cannot view the user account database. This user cannot view the
SNMP community strings. This user cannot view SSL settings.
This user has access to the ping command.

lawful-intercept This user has the special lawful-intercept privilege.
E Note
0 Only a single lawful-intercept account can exist at any one time on the
system.

You can use the default names (admin and user), or you can create new names and passwords for the
accounts. Default accounts do not have passwords assigned to them. For name creation guidelines and
a list of reserved names, see Object Names in the ExtremeXOS Concepts Guide.
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Usage Guidelines

The switch can have a total of 16 user accounts.
The system must have one administrator account.

When you use the encrypted keyword, the following password that you specify in plain text is entered
and displayed by the switch in an encrypted format. Administrators should not use the encrypted
option and should enter the password in plain text. The encrypted option is used by the switch after
encrypting the plain text password. The encrypted option should be used by the switch only to show,
store, and load a system-generated encrypted password in configuration; this applies with the
following commands: save configuration, show configuration, and use configuration.

The system prompts you to specify a password after you enter this command and to reenter the
password. If you do not want a password associated with the specified account, press [Enter] twice.

You must have administrator privileges to change passwords for accounts other than your own. User
names are not case-sensitive. Passwords are case-sensitive. User account names must have a minimum
of 1 character and can have a maximum of 32 characters. Passwords must have a minimum of O
characters and can have a maximum of 32 characters.

Note
0 ' If the account is configured to require a specific password format, the minimum is eight
characters. See configure account password-policy char-validation for more information.

Example

The following command creates a new account named John2 with administrator privileges:

create account admin John2

History

This command was first available in ExtremeX0OS 10.1.

The encrypted option was added in ExtremeXOS 11.5.

Platform Availability

This command is available on all platforms.

delete account

delete account nane

Description

Deletes a specified user account.
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Syntax Description

name Specifies a user account name.

Default
N/A.

Usage Guidelines

Use the show accounts command to determine which account you want to delete from the system.

The show accounts output displays the following information in a tabular format:
* The user name

e Access information associated with each user

e User login information

e Session information

Depending on the software version running on your switch and the type of switch you have, additional
account information may be displayed.

You must have administrator privileges to delete a user account. The system must have one
administrator account; the command will fail if an attempt is made to delete the last administrator
account on the system.

To ensure security, change the password on the default account, but do not delete it. The changed
password will remain intact through configuration uploads and downloads.

If you must delete the default account, first create another administrator-level account.

Example

The following command deletes account John2:

delete account John2

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

disable cli prompting

disable cli prompting
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Description

Disables CLI prompting for the session.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

Use this command to have all CLI user prompts automatically continue with the default answer.
This applies to the current session only.
To re-enable CLI prompting for the session, use the enable cli prompting command.

To view the status of CLI prompting on the switch, use the show management command.

Example

The following command disables prompting:

disable cli prompting

History

This command was first available in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.

disable cli space-completion

disable cli space-completion

Description

Disables the ExtremeXOS feature that completes a command automatically with the spacebar. If you
disable this feature, the [Tab] key can still be used for auto-completion.
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Syntax Description

This command has no arguments or variables.

Default
Disabled.

Usage Guidelines

None.

Example

The following command disables using the spacebar to automatically complete a command:

disable cli space-completion

History

This command was first available in ExtremeX0S 10.1.

Platform Availability

This command is available on all platforms.

disable clipaging

disable clipaging

Description

Disables pausing at the end of each show screen.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

The command line interface (CLI) is designed for use in a VT100 environment.
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Most show command output will pause when the display reaches the end of a page. This command
disables the pause mechanism and allows the display to print continuously to the screen.

CLI paging is only active on a per-shell session basis. In other words, when you enable or disable CLI
paging from within the current configuration, it only affects that session. For new or existing sessions,
paging is enabled by default. This setting cannot be saved.

To view the status of CLI paging on the switch, use the show management command. The show
management command displays information about the switch including the enable/disable state for
CLI paging.

Example

The following command disables clipaging and allows you to print continuously to the screen:

disable clipaging

History

This command was first available in ExtremeX0S 10.1.

Platform Availability

This command is available on all platforms.

disable idletimeout

disable idletimeout

Description

Disables the timer that disconnects idle sessions from the switch.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Timeout 20 minutes.

Usage Guidelines

When idle time-outs are disabled, console sessions remain open until the switch is rebooted or until you
logoff.
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Telnet sessions remain open until you close the Telnet client.

If you have an SSH2 session and disable the idle timer, the SSH2 connection times out after 61 minutes
of inactivity.

To view the status of idle time-outs on the switch, use the show management command. The show
management command displays information about the switch including the enable/disable state for
idle time-outs.

Example

The following command disables the timer that disconnects all sessions to the switch:

disable idletimeout

History

This command was first available in ExtremeXOS 10.1.

Platform Availability

This command is available on all platforms.

enable cli prompting

enable cli prompting

Description

Enables CLI prompting for the session.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

Use this command to enable CLI prompting from a disabled state.

To view the status of CLI prompting on the switch, use the show management command.
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Example

The following command enables prompting:

enable cli prompting

History

This command was first available in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.

enable cli space-completion

enable cli space-completion

Description

Enables the ExtremeXOS feature that completes a command automatically with the spacebar. The
[Tab] key can also be used for auto-completion.

Syntax Description

This command has no arguments or variables.

Default
Disabled.

Usage Guidelines

CLI space auto completion cannot be enabled while CLI scripting is enabled with the enable cli scripting
command.

Example

The following command enables using the spacebar to automatically complete a command:

enable cli space-completion

History

This command was first available in ExtremeX0S 10.1.
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Platform Availability

This command is available on all platforms.

enable clipaging

enable clipaging

Description

Enables the pause mechanism and does not allow the display to print continuously to the screen.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

The command line interface (CLI) is designed for use in a VT100 environment.
Most show command output will pause when the display reaches the end of a page.

To view the status of CLI paging on the switch, use the show management command. The show
management command displays information about the switch including the enable/disable state for
CLI paging.

If CLI paging is enabled and you use the show tech command to diagnose system technical problems,
the CLI paging feature is disabled.

CLI paging is only active on a per-shell session basis. In other words, when you enable or disable CLI
paging from within the current configuration, it only affects that session. For new or existing sessions,
paging is enabled by default. This setting cannot be saved.

Example

The following command enables clipaging and does not allow the display to print continuously to the
screen;

enable clipaging

History

This command was first available in ExtremeX0S 10.1.
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Platform Availability

This command is available on all platforms.

enable idletimeout

enable i1dletimeout

Description

Enables a timer that disconnects Telnet, SSH2, and console sessions after a period of inactivity (20
minutes is default).

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Timeout 20 minutes.

Usage Guidelines

You can use this command to ensure that a Telnet, Secure Shell (SSH2), or console session is
disconnected if it has been idle for the required length of time.

This ensures that there are no hanging connections.

To change the period of inactivity that triggers the timeout for a Telnet, SSH2, or console session, use
the configure timezone command.

To view the status of idle timeouts on the switch, use the show management command. The show
management command displays information about the switch including the enable/disable state for
idle timeouts. You can configure the length of the timeout interval.

Example

The following command enables a timer that disconnects any Telnet, SSH2, and console sessions after
20 minutes of inactivity:

enable i1dletimeout

History

This command was first available in ExtremeX0S 10.1.
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Platform Availability

This command is available on all platforms.

history

history

Description

Displays a list of all the commands entered on the switch.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

ExtremeXOS software “remembers” all the commands you entered on the switch.

Use the history command to display a list of these commands.

Example

The following command displays all the commands entered on the switch:

history

If you use a command more than once, consecutively, the history will only list the first instance.

History

This command was first available in ExtremeXOS 10.1.

Platform Availability

This command is available on all platforms.

ping

ping {count count {start-size start-size} | continuous {start-size start-size} |
{start-size start-size {end-size end-size}}} {udp} {dont-fragment} {ttl ttl} {tos
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tos} {interval interval } {vr vrid} {ipv4 host | ipv6 host} {from} {with record-
route}

Description

Enables you to send User Datagram Protocol (UDP) or Internet Control Message Protocol (ICMP) echo
messages or to a remote IP device.

Syntax Description

count Specifies the number of ping requests to send.

start-size Specifies the size, in bytes, of the packet to be sent, or the starting size if
incremental packets are to be sent.

continuous Specifies that UDP or ICMP echo messages to be sent continuously. This
option can be interrupted by pressing [Ctrl} + C.

end-size Specifies an end size for packets to be sent.

udp Specifies that the ping request should use UDP instead of ICMP.

dont-fragment Sets the IP to not fragment the bit.

ttl Sets the TTL value.

tos Sets the TOS value.

interval Sets the time interval between sending out ping requests.

vr Specifies the virtual route to use for sending out the echo message. If not

specified, VR-Default is used.
NOTE: User-created VRs are supported only on the platforms listed for this
feature in the ExtremeXOS Concepts Guide, Feature License Requirements

ipv4 Specifies IPv4 transport.

ipvb Specifies IPv6 transport.
NOTE: If you are contacting an IPv6 link local address, you must specify the
VLAN you are sending the message from: ping ipv6 | i nk-1 ocal
addr ess %vl an_nane host .

host Specifies a host name or IP address (either v4 or v6).

from Uses the specified source address. If not specified, the address of the
transmitting interface is used.

with record-route Sets the traceroute information.

Default
N/A.

Usage Guidelines

The ping command is used to test for connectivity to a specific host.

You use the ipv6 variable to ping an IPv6 host by generating an ICMPv6 echo request message and
sending the message to the specified address. If you are contacting an IPv6 link local address, you must
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specify the VLAN you sending the message from, as shown in the following example (you must include
the % sign): ping ipv6 | i nk-1 ocal address %vl an_nane host .

The ping command is available for both the user and administrator privilege level.

When the IPv6 host ping fails, the following error message displays:

Error: cannot determine outgoing interface. Link local address must be of
form LLA%vI an_nane.

Example
The following command enables continuous ICMP echo messages to be sent to a remote host:

ping continuous 123.45.67.8

History

This command was first available in ExtremeX0OS 10.1.
The IPv6 variable was added in ExtremeXOS 11.2.

IPv6 error message modified in ExtremeXOS 15.2.

Platform Availability

This command is available on all platforms.

reboot

For modular switches:

reboot {time nonth day year hour mn sec} {cancel} {msm slot_id} {slot slot-
nunber | node-address node- address | stack-topology {as-standby} }

For Summit series switches and SummitStack:

reboot {[time non day year hour min sec] | cancel} {slot sl ot-nunber | node-
address node- address | stack-topology {as-standby}}

Description

Reboots the switch, SummitStack, or the module in the specified slot at a specified date and time.
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Syntax Description

time Specifies a reboot date in mm dd yyyy format and reboot time in hh mm ss
format.

cancel Cancels a previously scheduled reboot.

msm Specifies rebooting the MSM module. NOTE: This variable is available only on
modular switches.

slot_id Specifies the slot--A or B--for an MSM module. NOTE: This variable is
available only on modular switches.

slot-number Specifies the slot number currently being used by the active stack node that

is to be rebooted NOTE: This variable is available only on SummitStack.

node-address

Specifies the MAC address of the SummitStack node to be rebooted NOTE:
This variable is available only on Summit X250e and X450 series switches,
and SummitStack.

stack-topology

Specifies that the entire SummitStack is to be rebooted whether or not nodes
are active NOTE: This variable is available only on Summit X250e and X450
series switches and SummitStack.

as-standby Specifies that all stack nodes that are to be rebooted are to operate as if
configured to not be master-capable NOTE: This variable is available only on
Summit X250e and X450 series switches and SummitStack.

Default

N/A.

Usage Guidelines

If you do not specify a reboot time, the switch will reboot immediately following the command, and any
previously scheduled reboots are cancelled.

Prior to rebooting, the switch returns the following message:

Do you want to save configuration changes to primary and reboot?
(y - save and reboot, n - reboot without save, <cr> - cancel command)

To cancel a previously scheduled reboot, use the cancel option.

Modular switches only

The modules that can be rebooted are management switch fabric modules (MSM)/management

modules (MM).

BlackDiamond 8800 series switches only

On the BlackDiamond 8800 series switches, if your default BootROM image becomes corrupted, you
can force the MSM to boot from an alternate BootROM image by inserting a sharp object into the “A”
and “R” holes on the MSM and applying slight pressure.
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Refer to the hardware documentation for information on the MSM.

The reboot MSM option on the BlackDiamond 8800 series switches affects the entire module.

Summit X250e and X450 series switches and SummitStack only.

The reboot command used without any parameters on the master node reboots all members of the
same active topology to which the master node belongs.

This version can only be used on the master node.

The reboot slot <slot-number> command can be used on any active node. The command will reboot
the active node that is currently using the specified slot number in the same active topology as the
issuing node. This variation cannot be used on a node that is not in stacking mode.

The reboot node-address <node-address> command can be used on any node whether or not the node
is in stacking mode. It will reboot the node whose MAC address is supplied.

The reboot stack-topology {as-standby} command reboots every node in the stack topology. The
command can be issued from any node whether or not the node is in stacking mode. If the as-standby
option is used, every node in the stack topology restarts with master-capability disabled. This option is
useful when manually resolving a dual master situation.

Example

The following command reboots the switch at 8:00 AM on April 15, 2005:

reboot time 04 15 2005 08 00 00

History

This command was first available in ExtremeX0S 10.1.
The alternate BootROM image was added in ExtremeXOS 11.1.

The slot, node-address, stack-topology, and as-standby options were added in ExtremeXOS 12.0.

Platform Availability

This command is available on all platforms.

show accounts

show accounts

Description

Displays user account information for all users on the switch.
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Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

You need to create a user account using the create account command before you can display user
account information.

To view the accounts that have been created, you must have administrator privileges.

This command displays the following information in a tabular format:

e User Name—The name of the user. This list displays all of the users who have access to the switch.
¢ Access—This may be listed as R/W for read/write or RO for read only.

¢ | ogin OK—The number of logins that are okay.

¢ Failed—The number of failed logins.

¢ Accounts locked out—Account configured to be locked out after three consecutive failed login
attempts (using the configure account password-policy lockout-on-login-failures command).

r

e Note
1 J This command does not show the failsafe account.

Example

The following command displays user account information on the switch:

show accounts pppuser

Output from this command looks similar to the following:

User Name Access LoginOK Failed
admin R/7W 3 1
user RO 0 0
dbackman R/W 0 0
ron* RO 0 0
nocteam RO 0 0

(*) - Account locked

The following command displays the lawful intercept account distinguished by the "R/L" displayed in
the Access column:

* (Private) X250e-24t.9 # show accounts
User Name Access LoginOK Failed
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admin R/W 6
user RO 0
myLluser R/7L N/ZA

History

This command was first available in ExtremeXOS 11.0.

Lawful intercept output was added in ExtremeXOS 15.3.2.

Platform Availability

This command is available on all platforms.

show accounts password-policy

NZA

show accounts password-policy

Description

Displays password policy information for all users on the switch.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

To view the password management information, you must have administrator privileges.

The show accounts password-policy command displays the following information in a tabular format:

¢ Global password management parameters applied to new accounts upon creation:
*  Maximum age—The maximum number of days for the passwords to remain valid.

* History limit—The number of previous password that the switch scans prior to validating a new

password.

¢ Minimum length—The minimum number of characters in passwords.
* (Character validation—The passwords must be in the specific format required by the configure

account password-policy char-validation command.

* Lockout on login failures—If enabled, the system locks out users after 3 failed login attempts.

* Accounts locked out—Number of accounts locked out.

¢ User Name—The name of the user. This list displays all of the users who have access to the switch.
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e Password Expiry Date—Date the password for this account expires; may be blank.
¢ Password Max. age—The number of days originally allowed to passwords on this account; may

show None.

e Password Min. length—The minimum number of characters required for passwords on this account;

may show None.

e Password History Limit—The number of previous passwords the system scans to disallow
duplication on this account; may show None.

Example

The following command displays the password management parameters configured for each account

on the switch:

show accounts password-policy

Output from this command looks similar to the following:

Password Max. age : None
Password History limit : None
Password Min. length = None
Password Character Validation : Disabled

Accts. lockout on login failures: Disabled

Accounts locked out

User Name Password
Expiry Max. age Min.
Date
admin

user
test Apr-17-2005

- No

Password Password Password Flags
len History

Limit
None None -
None None -—
32 9 C-—-

Flags: (C) Password character validation enabled, (L) Account locked out
(1) Account lockout on login failures enabled

History

This command was first available in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

show banner

show banner { after-login | before-login }
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Description

Displays the user-configured banners.

Syntax Description

after-login Specifies the banner that is displayed after login.
before-login Specifies the banner that is displayed before login.
Default

N/A.

Usage Guidelines

Use this command to display specific configured CLI banners.

If no keywords are specified, all configured banners are displayed. To display a specific banner, use the

before-login or after-login keyword.

Example

The following command displays the configured CLI switch banners:

show banner

Output from this command varies depending on your configuration; the following is one example:

Before-login banner:

Extreme Networks Summit X450 Switch

HHHH RS I I S A Y
Unauthorized Access is strictly prohibited.

Violators will be prosecuted

HHHHHHHHH
Acknowledge: Enabled

After-login banner:

Press any key to continue

History

This command was first available in ExtremeX0OS 10.1.

The after-login option was added in ExtremeX0OS 12.5.

Platform Availability

This command is available on all platforms.
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show banner

show banner { after-login | before-login }

Description

Displays the user-configured banners.

Syntax Description

after-login Specifies the banner that is displayed after login.
before-login Specifies the banner that is displayed before login.
Default

N/A.

Usage Guidelines

Use this command to display specific configured CLI banners.

If no keywords are specified, all configured banners are displayed. To display a specific banner, use the
before-login or after-login keyword.

Example

The following command displays the configured CLI switch banners:

show banner

Output from this command varies depending on your configuration; the following is one example:

Before-login banner:

Extreme Networks Summit X450 Switch
B e
Unauthorized Access is strictly prohibited.

Violators will be prosecuted

HAHHHH AR A R R A AR
Acknowledge: Enabled

After-login banner:

Press any key to continue

History

This command was first available in ExtremeXOS 10.1.

The after-login option was added in ExtremeXOS 12.5.

EXOS Command Reference Guide for Release 15.3.2 n7



Commands for Accessing the Switch

Platform Availability

This command is available on all platforms.

show failsafe-account

show failsafe-account

Description

Displays whether the user configured a username and password for the failsafe account or shows the
configured connection type access restrictions.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

Use this command to view the failsafe account configuration.

The command shows the access permissions and whether or not the user configured a username and
password. It does not show the configured username or password.

Example

The following command displays the failsafe account configuration.

show failsafe-account

Output from this command looks similar to the following when a failsafe account username and
password have been configured with all connections types permitted for failsafe account access:

BD-8810.7 # show failsafe-account
User-Specified Failsafe Account Username and Password are in effect for these
connection types:
- Serial Console
- Control Fabric (inter-node)
- Mgmt VR Telnet
- Mgmt VR SSH
- User VR Telnet
- User VR SSH
BD-8810.8 #
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History

This command was first available in ExtremeXOS 12.0.

Platform Availability

This command is available on all platforms.

show switch

show switch {detail}

Description

Displays the current switch information.

On a SummitStack, this command displays the Master and Backup node information if executed on the
Master, and displays the current node and the Master node information if executed on any other node.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

The show switch command displays:
¢ sysName, sysLocation, sysContact
* MAC address
e System type
e System health check
e Recovery mode
e Watchdog state
e Current date, time, system boot time, and time zone configuration
¢ Any scheduled reboot information
e Systemup time
e Master and Backup information (available only on modular switches and SummitStack)
e Current state (available only on stand-alone switches)
+ OPERATIONAL
* OPERATIONAL (OverHeat)
* FAILED
* Software image information (primary/secondary image and version)
¢ Configuration information (primary/secondary configuration and version)
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This information may be useful for your technical support representative if you have a problem.

On a SummitStack, the System UpTime may be useful when manually resolving the dual master
situation. For more information, see the “Eliminating a Dual Master Situation Manually” section in the
ExtremeXOS Concepts Guide

Depending on the software version running on your switch, additional or different switch information

may be displayed.

On a stack the following additional information will be available:

e System Type
e System UpTime

¢ Details of Master and Backup, or current node and Master

Example

The following command displays current switch information

show switch

Output from this command on the modular switches looks similar to the following

SysName:

SyslLocation:
SysContact:
System MAC:
System Type:

SysHealth check:

Recovery Mode:

System Watchdog:

Current Time:
Timezone:

Boot Time:
Boot Count:
Next Reboot:
System UpTime:
Slot:

Current State:
Image Selected:
Image Booted:
Primary ver:
Secondary ver:

Config Selected:

Config Booted:
primary.cfg

BD-8810Rack3

support@extremenetworks.com, +1 888 257 3000
00:04:96:1D:00:CO

BD-8810

Enabled (Normal)

All

Enabled

Fri Feb 13 02:25:24 1925

[Auto DST Disabled] GMT Offset: O minutes, name is UTC.
Wed Feb 11 21:39:56 1925

159

None scheduled

1 day 4 hours 45 minutes 28 seconds

MSM-A * MSM-B

MASTER BACKUP (In Sync)
secondary secondary
primary primary
12.0.0.4 12.0.0.4
12.0.0.4 12.0.0.4

primary.cfg primary.cfg
primary.cfg primary.cfg
Created by ExtremeXO0S version 11.6.0.30

574246 bytes saved on Wed Jul 30 19:39:55 1924

Output from this command on the stand-alone Summit family switch looks similar to the following:

SysName:

X450a-24tdc
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SyslLocation:

SysContact: support@extremenetworks.com, +1 888 257 3000
System MAC: 00:04:96:26:6B:EC

System Type: X450a-24tdc

SysHealth check: Enabled (Normal)

Recovery Mode: All

System Watchdog: Enabled

Current Time: Wed Apr 25 21:17:18 2012

Timezone: [Auto DST Disabled] GMT Offset: O minutes, name is UTC.
Boot Time: Wed Apr 25 21:13:54 2012

Boot Count: 951

Next Reboot: None scheduled

System UpTime: 3 minutes 24 seconds

Current State: OPERATIONAL

Image Selected: secondary

Image Booted: secondary

Primary ver: 12.0.0.4

Secondary ver: 12.0.0.4

Config Selected: primary.cfg

Config Booted: Factory Default

primary.cfg Created by ExtremeXOS version 12.0.0.4

156281 bytes saved on Mon Apr 23 17:10:11 2012

The show switch detail command displays the same information shown above.

Output from this command on a stack looks similar to the following:

SysName: Stack

SyslLocation:

SysContact: support@extremenetworks.com, +1 888 257 3000
System MAC: 02:04:96:27:B7:41

System Type: X450e-24p (Stack)

SysHealth check: Enabled (Normal)

Recovery Mode: All

System Watchdog: Enabled

Current Time: Tue Jan 30 14:22:41 2007

Timezone: [Auto DST Disabled] GMT Offset: O minutes, name is UTC.
Boot Time: Mon Jan 29 21:51:38 2007

Boot Count: 317

Next Reboot: None scheduled

System UpTime: 16 hours 31 minutes 3 seconds

Slot: Slot-4 * Slot-5

Current State: MASTER BACKUP (In Sync)
Image Selected: secondary secondary

Image Booted: secondary secondary
Primary ver: 12.0.0.10 12.0.0.10
Secondary ver: 12.0.0.13 12.0.0.13
Config Selected: primary.cfg

Config Booted: primary.cfg

primary.cfg Created by ExtremeXOS version 12.0.0.10

139108 bytes saved on Fri Jan 26 22:56:40 2007
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History

This command was first available in ExtremeX0OS 10.1.

This command was updated to support stacking in ExtremeXO0S 12.0 and the System Type was added
to the output from this version.

Platform Availability

This command is available on all platforms.

traceroute

traceroute {vr vrid} {ipv4 host} {ipv6 host} {ttl nunber} {from fron} {[port
port] | icmp}

Description

Enables you to trace the routed path between the switch and a destination endstation.

Syntax Description

vr Specifies a virtual router.
NOTE: User-created VRs are supported only on the platforms listed for this
feature in the ExtremeXOS Concepts Guide, Feature License Requirements

vrid Specifies which virtual router.
NOTE: User-created VRs are supported only on the platforms listed for this
feature in the ExtremeXOS Concepts Guide, Feature License Requirements

ipv4 Specifies IPv4 transport.

ipv6 Specifies IPv6 transport.

host Specifies the host of the destination endstation.

ttl number Configures the switch to trace up to the time-to-live number of the switch.
from from Uses the specified source address in the ICMP packet. If not specified, the

address of the transmitting interface is used.

port port Specifies the UDP port number.

icmp Configures the switch to send ICMP echo messages to trace the routed path
between the switch and a destination endstation.

Default
N/A.

Usage Guidelines

Use this command to trace the routed path between the switch and a destination endstation.
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Each router along the path is displayed.

Example

The following command enables the traceroute function to a destination of 123.45.67.8:

traceroute 123.45.67.8

The following is sample output that displays when the traceroute fails:

traceroute to 10.209.10.37, 30 hops max

1 0.0.0.0 * lu * lu * lu
--— Packet Response/Error Flags ---

(*) No response, (IN) ICMP network unreachable, ('H) ICMP host unreachable,
(1P) ICMP protocol unreachable, ('F) ICMP fragmentation needed,

(1S) ICMP source route failed, (lu) Transmit error, network unreachable,
(If) Transmit error, fragmentation needed, (!t) General transmit error

History

This command was first available in ExtremeXOS 10.1.
The IPv6 variable was added in ExtremeXOS 11.2.

The display when the command fails was added in ExtremeXOS 11.4.

Platform Availability

This command is available on all platforms.

unconfigure banner

unconfigure banner { after-login | before-login }

Description

Unconfigures a specified banner from CLI screens.

Syntax Description

after-login Specifies the banner that is displayed after login.
before-login Specifies the banner that is displayed before login.
Default

N/A.
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Usage Guidelines

Use this command to unconfigure one of two different types of banners:
e (LI session before login
e (Ll session after login

If no optional parameters are specified, all configured banners are erased. To delete a specific banner,
the before-login or after-login keyword must be used.

Banners can also be cleared by configuring a banner with only a <ret> or \n character.

Example

The following command clears the after-login banner, Welcome to the switch:

unconfigure banner after-login [Return]

History

This command was first available in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.
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NTP

PTP

SNMP

Telnet

TFTP

System Redundancy with Dual Management Modules Installed, Modular Switches Only
Power Supply Management

SNTP

clear cdp counters

clear cdp neighbor

clear network-clock ptp counters
configure cdp device-id

configure cdp frequency

configure cdp hold-time

configure node priority

configure ntp local-clock none
configure ntp local-clock stratum
configure ntp restrict-list
configure ntp server/peer add
configure ntp server/peer delete
configure power led motion-detector
configure power monitor
configure power supply

configure snmp access-profile
configure snmp add community
configure snmp add trapreceiver
configure snmp delete community
configure snmp delete trapreceiver
configure snmp sysContact
configure snmp sysLocation
configure snmp sysName
configure snmpv3 add access
configure snmpv3 add community
configure snmpv3 add filter
configure snmpv3 add filter-profile



Commands for Managing the Switch

configure snmpv3 add group user
configure snmpv3 add mib-view
configure snmpv3 add notify
configure snmpv3 add target-addr
configure snmpv3 add target-params
configure snmpv3 add user

configure snmpv3 add user clone-from
configure snmpv3 delete access
configure snmpv3 delete community
configure snmpv3 delete filter
configure snmpv3 delete filter-profile
configure snmpv3 delete group user
configure snmpv3 delete mib-view
configure snmpv3 delete notify
configure snmpv3 delete target-addr
configure snmpv3 delete target-params
configure snmpv3 delete user
configure snmpv3 engine-boots
configure snmpv3 engine-id
configure snmpv3 target-addr retry
configure snmpv3 target-addr timeout
configure sntp-client

configure sntp-client update-interval
configure ssh2 access-profile
configure telnet access-profile
configure telnet port

configure telnet vr

configure web http access-profile
create network-clock ptp

create ntp key

create snmp trap

delete network-clock ptp

delete ntp key

disable auto-provision

disable cdp ports

disable dhcp vilan

disable network-clock ptp

disable network-clock ptp boundary unicast-negotiation
disable ntp broadcast-server

disable snmp access

disable snmp access vr

disable snmp community
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disable snmp traps

disable snmpv3

disable sntp-client

disable telnet

disable watchdog

enable auto-provision

disable ntp

disable ntp authentication

disable ntp broadcast-client
disable ntp broadcast-server
disable ntp vlan

enable cdp ports

enable dhcp vian

enable network-clock ptp

enable network-clock ptp unicast-negotiation
enable network-clock ptp end-to-end transparent
enable snmp access

enable snmp access vr

enable snmp community

enable snmp traps

enable snmpv3

enable sntp-client

enable telnet

enable watchdog

enable ntp

enable ntp authentication

enable ntp broadcast-client
enable ntp broadcast-server
enable ntp vian

exit

logout

quit

show access-list counters process
show auto-provision

show checkpoint-data

show dhcp-client state

show management

show network-clock ptp

show network-clock ptp (datasets)
show network-clock ptp (interface)

show network-clock ptp end-to-end-transparent ports

show network-clock ptp boundary unicast-master
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show network-clock ptp boundary unicast-slave
show network-clock ptp counters
show node

show ntp

show ntp association

show ntp association statistics
show ntp key

show ntp restrict-list

show ntp server

show ntp sys-info

show ntp vilan

show odometers

show power

show power budget

show power controller

show power led motion-detector
show session

show snmp

show snmp vr_name

show snmpv3 access

show snmpv3 community

show snmpv3 context

show snmpv3 counters

show snmpv3 engine-info

show snmpv3 extreme-target-addr-ext
show snmpv3 filter

show snmpv3 filter-profile

show snmpv3 group

show snmpv3 mib-view

show snmpv3 notify

show snmpv3 target-addr

show snmpv3 target-params
show snmpv3 user

show sntp-client

telnet

telnet msm

telnet slot

tftp

tftp get

tftp put

This chapter describes commands for:
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¢ Configuring Network Time Protocol (NTP) on the switch

e Configuring Precision Time Protocol (PTP) on the switch

¢ Configuring Simple Network Management Protocol (SNMP) parameters on the switch
e Managing the switch using Telnet

e Transferring files using the Trivial File Transfer Protocol (TFTP)

e Configuring system redundancy

¢ Displaying power management statistics on the switch

e Configuring Simple Network Time Protocol (SNTP) on the switch

e Configuring power visualization

NTP

NTP is a protocol for synchronizing clocks of servers or network entities using a TCP/IP-based network
that has coherent variable latency.

It is designed particularly to resist the effects of variable latency by using a jitter buffer. NTP provides a
coordinated Universal Time Clock (UTC). However, no information about time zones or daylight saving
time is transmitted. NTP uses a hierarchical, semi-layered system of levels of clock sources. Each level
of this hierarchy is termed a stratum and is assigned a layer number starting with O (zero) at the top.
The stratum level defines its distance from the reference clock and exists to prevent cyclical
dependencies in the hierarchy.

PTP

IEEE1588v2 (also known as Precision Time Protocol, PTP) is an industry-standard protocol that enables
the precise transfer of frequency and time to synchronize clocks over packet-based Ethernet networks.

The locally available clock on each network device is synchronized with a grandmaster clock in the
network. The devices are synchronized by exchange of timestamps with sub-nanoseconds granularity,
to deliver very high accuracies of synchronization needed to ensure the stability of base station
frequency and handovers. The timestamps between master and slave devices are exchanged through
PTP event packets. The IPv4/UDP transport mechanism is used for PTP packets in ExtremeXOS 1588v2
implementation.

SNMP

Any network manager running SNMP can manage the switch, if the Management Information Base
(MIB) is installed correctly on the management station.

Each network manager provides its own user interface to the management facilities.

The following SNMP parameters can be configured on the switch:

e Authorized trap receivers—An authorized trap receiver can be one or more network management
stations on your network. The switch sends SNMP traps to all trap receivers. Entries in this list can
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be created, modified, and deleted using the RMON2 trapDestTable MIB table, as described in RFC
2021, and the SNMPv3 tables.

¢ SNMP INFORM—SNMP INFORM allows for confirmation of a message delivery. When an SNMP
manager receives an INFORM message from an SNMP agent, it sends a confirmation response back
to the agent. If the message has not been received and therefore no response is returned, the
INFORM message is resent. You can configure the number of retries to be made and the interval
between retries.

e  SNMP access control—This feature allows the administrator to restrict SNMP access by using the
access control list (ACL) and implementing an ACL policy. The administrator can configure an ACL
policy to either permit or deny a specific list of IP address and subnet masks.

e Authorized managers—An authorized manager can be either a single network management station,
or a range of addresses (for example, a complete subnet) specified by a prefix and a mask.

e Community strings—The community strings allow a simple method of authentication between the
switch and the remote network manager. The default read-only community string is public. The
default read-write community string is private. The community strings for all authorized trap
receivers must be configured on the switch for the trap receiver to receive switch-generated traps.

e System contact (optional)—The system contact is a text field that enables you to enter the name of
the person(s) responsible for managing the switch.

e System name (optional)—The system name enables you to enter a name that you have assigned to
this switch. The default name is the model name of the switch (for example, BD-1.2).

e System location (optional)—Using the system location field, you can find the location of the switch.

Note
@ If you specify volatile storage when configuring SNMP parameters, that configuration is not
saved across a switch reboot.

Telnet

Telnet allows you to access the switch remotely using TCP/IP through one of the switch ports or a
workstation with a Telnet facility.

If you access the switch via Telnet, you will use the command line interface (CLI) to manage the switch
and modify switch configurations.

TFTP

ExtremeXOS supports the Trivial File Transfer Protocol (TFTP) based on RFCI1350.

TFTP is a method used to transfer files from one network device to another. The ExtremeXOS TFTP
client is a command line application used to contact an external TFTP server on the network. For
example, ExtremeXOS uses TFTP to download software image files, switch configuration files, and
access control lists (ACLs) from a server on the network to the switch.

EXOS Command Reference Guide for Release 15.3.2 130



Commands for Managing the Switch

System Redundancy with Dual Management Modules Installed,
Modular Switches Only

If you install two MSMs/MMs in a modular switch, one assumes the role of primary and the other
assumes the role of backup.

The primary MSM/MM provides all of the switch management functions including bringing up and
programming the 1/0 modules, running the bridging and routing protocols, and configuring the switch.
The primary also keeps synchronized with the backup MSM/MM in case the backup MSM/MM needs to
take over the management functions if the primary MSM/MM fails.

Power Supply Management

On modular switches, ExtremeXOS monitors and manages power consumption on the switch by
periodically checking the power supply units (PSUs) and testing them for failures.

To determine the health of the PSU, ExtremeXOS checks the voltage, current, and temperature of the
PSU.

The power management capability of ExtremeXOS:

¢ Protects the system from overload conditions

e Monitors all installed PSUs, even installed PSUs that are disabled

e Enables and disables PSUs as required

¢ Powers up or down I/O modules based on available power and required power resources

e Logs power resource changes, including power budget, total available power, redundancy, and so
on

e Detects and isolates faulty PSUs

On Summit family switches, ExtremeXOS reports when the PSU has power or has failed. Summit family
switches support an internal power supply with a range of 90V to 240V AC power as well as an
external redundant power supply. The Extreme Networks External Power System (EPS) allows you to
add a redundant power supply to the Summit family switch to protect against a power supply failure.
The EPS consists of a tray (EPS-T) that holds one or two EPS-160 power supplies. The EPS-160
provides 100V to 240V AC power. Each EPS-160 power supply provides one-to-one redundancy to an
attached Summit family switch.

SNTP

ExtremeXOS supports the client portion of the Simple Network Time Protocol (SNTP) Version 3 based
on RFC1769.

SNTP can be used by the switch to update and synchronize its internal clock from a Network Time
Protocol (NTP) server. When enabled, the switch sends out a periodic query to the indicated NTP
server, or the switch listens to broadcast NTP updates. In addition, the switch supports the configured
setting for Greenwich Mean time (GMT) offset and the use of Daylight Saving Time.
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clear cdp counters

configure cdp counters {ports ports_list }

Description

Clears the CDP counter statistics.

Syntax Description

ports Specifies the ports to clear.
ports_list Specifies the port list.
Default

N/A.

Usage Guidelines

Use this command to clear the CDP counter statistics.

Example

The following command clears the CDP ports counters:

clear cdp counters

History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on all platforms.

clear cdp neighbor

clear cdp neighbor [device id device_id | all]

Description

Clears the CDP neighbor information.
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Syntax Description

device id Specifies the Device Identifier to be used in CDP.
device-id Specifies the Device Identifier of neighbor.

all Specifies all CDP neighbors.

Default

N/A.

Usage Guidelines

Use this command to clear the CDP neighbor information.

Example

The following command clears all CDP neighbor associations:

clear cdp neighbor all

History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on all platforms.

clear network-clock ptp counters

clear network-clock ptp [boundary | ordinary] vlan [vl an_nanme {i pv4_address
[unicast-master | unicast-slave]} | all] counters

Description

This command clears the accumulated PTP packet counters. The clear can be performed on the
following groups:

Per unicast-master or unicast-slave peer on a clock port
Peers on a clock port

Peers on all clock ports

Note
0 This command is available only for Boundary and Ordinary clocks.
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Syntax Description

network-clock External Clock for Ethernet synchronization
ptp Precise Time Protocol

boundary Boundary clock

ordinary Ordinary clock

vlan VLAN

all All VLAN

i pv4_addr ess Peer IP address

unicast-master IP addresses that are masters to the local clock
unicast-slave IP addresses that are slaves to the local clock
counters PTP message counts

Default

N/A.

Usage Guidelines

Use this command to clear the accumulated PTP packet counters.

Example

N/A.

History

This command was first available in ExtremeXOS 15.2.

Platform Availability

This command is only available boundary and ordinary clocks on cell site routers (E4G-200 and
E4G-400).

Note
1 0 j PTP commands can be used only with the Network Timing feature pack

configure cdp device-id

configure cdp device-id [device_id | system-mac]

Description
Configures the device ID only in CDP.
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Syntax Description

device-id Unique device Identifier to be used in CDP. The default is MAC Address.
system-mac Device Identifier will be system MAC address.

Default

MAC address.

Usage Guidelines

Use this command to configure the Device ID. If you do not configure it, the MAC address is used as the
Device ID. This configuration of device ID is only used in the CDP .

Example

The following command configures the device ID as the MAC address:

configure cdp device-id system-mac

History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on all platforms.

configure cdp frequency

configure cdp frequency seconds

Description

Enables CDP on a port.

Syntax Description

seconds Specifies the transmit frequency in seconds. The range is 5,254 seconds. The
default value is 60 seconds.

Default

60 seconds.
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Usage Guidelines
Example

The following command configures the CDP frequency as two minutes:

configure cdp frequency 120

History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on all platforms.

configure cdp hold-time

configure cdp hold-time seconds

Description

Configures the hold time of the neighbor information .

Syntax Description

seconds Duration in seconds that receiver must keep this packet. The range is 10-255
and the default is 180 seconds.

Default

60 seconds.

Usage Guidelines

Use this command to configure the hold time of the neighbor information for which a receiving device
should hold information before discarding it.

Example

The following command configures the CDP hold time as two minutes:

configure cdp hold-time 120
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History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on all platforms.

configure node priority

configure node slot slot_id priority node_pri

Description

Configures the priority of the node.

Syntax Description

slot_id Specifies the slot of the node. A is for the MSM/MM installed in slot A. B is for
the MSM/MM installed in slot B.

node_pri Specifies the priority of the node. The default O gives MSM-A a higher priority
over MSM-B. The range is 1to 100; O means you have not configured a node
priority.

Default

Default node priority is O.

Usage Guidelines

Use this command to configure the priority of the node. The lower the number, the higher the priority.

The node priority is part of the selection criteria for the primary node. The following list describes the

parameters used to determine the primary node:

¢ Node state—The node state must be STANDBY to participate in leader election and to be selected
primary. If the node is in the INIT, DOWN, or FAIL states, the node will not participate in leader
election.

e Configuration priority—This is a user assigned priority. The configured priority is compared only
after the node meets the minimum thresholds in each category for it to be healthy. Required
processes and devices must not fail.

e Software health—This represents the percent of processes available.

e Health of secondary hardware components—This represents the health of switch components, such
as the power supplies, fans, and so forth.

¢ Slot ID—The MSM/MM slot where the node is installed (MSM-A or MSM-B).

If you do not configure any priorities, MSM-A has a higher priority than MSM-B.

EXOS Command Reference Guide for Release 15.3.2 137



Commands for Managing the Switch

Example

The following command configures a priority of 2 for MSM-B:

configure node slot B priority 2

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available only on modular switches.

configure ntp local-clock none

configure ntp local-clock none

Description

Removes the internal local clock from the clock source list.

Syntax Description
N/A.

Default
N/A.

Usage Guidelines
N/A.

Example

The following command removes the internal local clock from the clock source list:

configure ntp local-clock none

History

This command was first available in ExtremeX0S 12.7.
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Platform Availability

This command is available on all platforms.

configure ntp local-clock stratum

configure ntp local-clock stratum

Description

Configures the internal local clock with a stratum number. The stratum number defines the distance
from the reference clock. The lower the number, the closer the switch is to the reference clock.

Syntax Description

st rat um nunber Specifies the distance from the reference clock from 2 through 16, with 2
being closest and 16 being the farthest away.

Default
The local clock is disabled by default.

Usage Guidelines

The internal local clock is configured as a clock source with a given stratum number. Because the local
clock is not as reliable as an external clock source with GPS or CDMA, the stratum number should be
higher than the stratum number of the external clock source to allow the system to acquire the most
reliable clock information from the clock source lists.

Example

The following command configures the local clock with a stratum number of 3:

configure ntp local-clock stratum 3

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

configure ntp restrict-list

configure ntp restrict-list [add | delete] network {nask} [permit | deny]
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Description

Restricts a host or block of client IP addresses from getting NTP service. When NTP is enabled over a
VLAN, an NTP server is configured, or a broadcast NTP server is in a VLAN, the VLAN's IP block or NTP
server's IP address is automatically added into the system with a permit action.

Syntax Description

add Restricts a client from getting NTP service.

delete Removes a client from the restrict list.

net wor k Specifies a host or block of IP addresses.

mask Specifies the subnet mask of the network.

permit Specifies that a particular block of client IP addresses is permitted to get NTP
service.

deny Specifies that a particular block of client IP addresses is denied NTP service.

Default

All addresses are denied by default.

Usage Guidelines
N/A.

Example

The following command restricts a block of client IP addresses from getting NTP service:

configure ntp restrict-list add 132.25.82.3 deny

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

configure ntp server/peer add

configure ntp [server | peer] add [i p_address | host_nane] {key keyi d} {option
[burst | initial-burst]}
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Description

Configures an NTP server or peer.

Syntax Description

i p_address Specifies the IP address of the NTP server or peer.

host _name Specifies the host name of the NTP server or peer.

keyid Specifies the key ID as a value from 1to 65534.

burst Follows the same burst mechanism when an NTP server is reachable.

initial-burst Allows the system to send six burst packets when an NTP server becomes
unreachable (discovered but unreachable).

Default
N/A.

Usage Guidelines

The initial-burst option is useful when a fast time synchronization is required at the initial stage.

Example

The following command adds an NTP server named “Missouri” with key 5 and an initial burst:

configure ntp server add 134.20.16.35 Missouri key 5 option initial-burst

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

configure ntp server/peer delete

configure ntp [server | peer] delete [i p_address | host_nane]

Description

Removes an NTP server or peer from external clock source lists.
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Syntax Description

i p- addr ess Specifies the IP address of the NTP server or peer.
host - nane Specifies the host name of the NTP server or peer.
Default

N/A.

Usage Guidelines
N/A.

Example

The following command removes an NTP peer from external clock source lists:

configure ntp peer delete

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

configure power led motion-detector

configure power led motion-detector [disable | enable {timeout seconds}]

Description

Configures the motion detector to control LEDs depending on motion near the front of the switch.

Syntax Description

disable Disables the motion detector.

enable Enables motion detector.

seconds Specifies the number of seconds before the LEDs are turned off after motion
is detected. The rangeis 1to 600.

Default
The default is disable
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The default number of seconds is 180.

Usage Guidelines

Use this command to enable or disable the motion detector to control the port LEDs.

* When the motion detector is enabled, the LEDs are turned on only when motion is detected. The
length of time in seconds that they remain turned on is configurable.

¢ When the motion detector is disabled, the LEDs are always turned on.

To view the status and timeout settings, use the show power led motion-detector command.

Example

The following command configures the LEDs to turn on when motion is detected and turn off 60
seconds after motion is detected:

configure power led motion-detector enable timeout 60

History

This command was first available in ExtremeX0S 12.6.

Platform Availability

This command is available on the Summit X670 switch.

configure power monitor

configure power monitor poll-interval [off | seconds] change-action [none | [log
| log-and-trap | trap] change-threshold watts]

Description

Configures the power visualization, which periodically polls for input power usage.

Syntax Description

seconds Input power usage poll interval in seconds. If zero is configured, then the
input power measurement is disabled.

change-action The action to be taken whenever the power is increased or decreased by the
configured threshold power value (none, log, log-and-trap, or trap).

watts The power value in watts for the change threshold. The default value is 2
watts.
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Default

The default poll interval is 60 seconds.
The default change action is none.

The default change threshold is 2 watts.

Usage Guidelines

Use this command to configure change actions to be taken when input power usage is increased or
decreased by the configured threshold power value. The polling interval is also configurable, with a
default value of 60 seconds.

e Note
Input power usage values are only estimates.

Example

The following command configures a polling interval of 10 seconds, a change action of log-and-trap,
and a change threshold of 3 watts.

configure power monitor poll-interval 10 change-action log-and-trap change-
threshold 3

History

This command was first available in ExtremeXOS 15.1.

Platform Availability

This command is available on the Summit X460 switch, the E4G-400 switch, the BlackDiamond X8
series switches, and the BlackDiamond 8800 series switches.

configure power supply

configure power supply ps_num {auto | on}

Description

Configures a power supply for either automatic power management, or forced on, regardless of the
impact to the total available system power.
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Syntax Description

ps_num Specifies the slot number of the installed power supply unit (PSU) to which this command
applies.
auto Specifies that ExtremeXOS determines the enabled or disabled state of the PSU to maximize

total system power. This is the default.

on Specifies that the PSU be enabled even if ExtremeXOS determines it should be disabled. This
action may reduce the total available system power and may result in one or more I/0 modules
powering down.

Default

The default setting is auto; ExtremeXOS either enables or disables the PSU in order to maximize total
system power.

Usage Guidelines
If a switch has PSUs with a mix of both 220V AC and 110V AC inputs, ExtremeXOS maximizes system
power by automatically taking one of two possible actions:

e |f all PSUs are enabled then all PSUs must be budgeted at 110V AC to prevent overload of PSUs with
110V AC inputs.

OR

e |fthe PSUs with 10OV AC inputs are disabled, then the PSUs with 220V AC inputs can be budgeted
with a higher output per PSU.

ExtremeXOS computes the total available power using both methods and automatically uses the PSU
configuration that provides the greatest amount of power to the switch. The following table lists
combinations where ExtremeXOS maximizes system power by disabling the PSUs with 10V AC inputs.

Table 9: PSU Combinations Where 110V PSUs Are Disabled

Number of PSUs with 220VAC Inputs Number of PSUs with 1TOVAC Inputs
2 1
3 1
3 2
4 1
4 2
5 1

Table 10: BlackDiamond X8 Series PSU Combinations Where 110V PSUs Are Disabled

Number of PSUs with 220VAC Inputs Number of PSUs with 110VAC Inputs
1 1
2 1
3 1
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Table 10: BlackDiamond X8 Series PSU Combinations Where 110V PSUs Are Disabled

(continued)
Number of PSUs with 220VAC Inputs Number of PSUs with 1TOVAC Inputs
3 2
4 1
4 2
4 3
5 1
5 2
5 3
6 1
6 2

For all other combinations of 220V AC and 110V AC PSUs, ExtremeXOS maximizes system power by
enabling all PSUs and budgeting each PSU at 110V AC.

In addition to the PSU, you can specify the following options:

e auto—Specifies that ExtremeXOS determines the enabled or disabled state of the PSU to maximize
total system power. This is the default.

e on—Specifies that the PSU be enabled even if ExtremeXOS determines it should be disabled. This
action may reduce the total available system power and may result in one or more I/O modules
powering down.

You can override automatic power supply management to enable a PSU with 110V AC inputs that
ExtremeXOS disables if the need arises, such as for a planned maintenance of 220V AC circuits. If the
combination of AC inputs represents one of those listed in in the table above, you can turnon a
disabled PSU using the configure power supply <ps_num> on command.

Note
If you override automatic power supply management, you may reduce the available power
and cause one or more /0 modules to power down.

To resume using automatic power supply management on a PSU, use the configure power supply
<ps_num> auto command. The setting for each PSU is stored as part of the switch configuration.

To display power supply status and power budget information use the show power and show power
budget commands.

Example

The following command configures the PSU in slot 1to be forced on when either 110V AC or 220V AC
power input is present, overriding automatic power management:

configure power supply 1 on

EXOS Command Reference Guide for Release 15.3.2 146



Commands for Managing the Switch

The switch displays the following message:

In a mixed environment of 110V and 220V AC inputs, power management may
automatically disable 110V supplies to maximize the system power budget.
By specifying "on", you wish to override power management and enable the

specified power supply.

This may cause the system power budget to decrease

and one or more 1/0 cards may be powered off as a result.
Are you sure you want to continue? (y/n)

Enter y to continue.

History

This command was first available in ExtremeXOS 11.3.

Platform Availability

This command is available only on modular switches.

configure snmp access-profile

configure snmp access-profile [ access_profile {readonly | readwrite} | [[add
rule ] [Ffirst | [[before | after] previous_rule]]] | delete rule | none ]

Description

Configures SNMP to use an ACL policy or ACL rule for access control.

Syntax Description

access_profile

Specifies an ACL policy.

readonly Specifies that access granted by the specified policy is read only.
readwrite Specifies that access granted by the specified policy is read/write.
add Specifies that an ACL rule is to be added to the SNMP application.
rule Specifies an ACL rule.

first Specifies that the new rule is to be added before all other rules.
before Specifies that the new rule is to be added before a previous rule.
after Specifies that the new rule is to be added after a previous rule.

previous_rule

Specifies an existing rule in the application.

delete

Specifies that the named rule is to be deleted.

none

Specifies that all the rules or a policy file is to be deleted.
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Default
SNMP access is enabled by default, with no ACL policies.

Usage Guidelines

You must be logged in as administrator to configure SNMP parameters. You can restrict SNMP access

in the following ways:

¢ Implement an ACL policy. You create an ACL policy file that permits or denies a specific list of IP
addresses and subnet masks for SNMP. You must create the ACL policy file before you can use this

command. If the ACL policy file does not exist on the switch, the switch returns an error message
indicating that the file does not exist.

In the ACL policy file for SNMP, the source-address field is the only supported match condition. Any
other match conditions are ignored.

Use the none option to remove a previously configured ACL policy.

e Addan ACL rule to the SNMP application through this command. Once an ACL is associated with
SNMP, all the packets that reach an SNMP module are evaluated with this ACL and appropriate
action (permit or deny) is taken, as is done using policy files.

The permit or deny counters are also updated accordingly, regardless of whether the ACL is
configured to add counters. To display counter statistics, use the show access-list counters process
snmp command.

Only the following match conditions and actions are copied to the client memory. Others that may
be in the rule are not copied.

Match conditions
e Source-address—IPv4 and IPv6

Actions

e Permit
¢ Deny

When adding a new rule, use the first, before, and after previous_rule parameters to position it within
the existing rules.

If the SNMP traffic does not match any of the rules, the default behavior is permit. To deny SNMP traffic
that does not match any of the rules, add a deny all rule at the end or the rule list.

Creating an ACL Policy File

To create an ACL policy file, use the edit policy command. For more information about creating and
implementing ACL policy files, see Policy Manager and ACLs in the ExtremeXOS Concepts Guide.
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If you attempt to implement a policy that does not exist, an error message similar to the following
appears:

Error: Policy /config/MyAccessProfile.pol does not exist on file system

If this occurs, make sure the policy you want to implement exists. To confirm the existence of the
policies, use the configure snmp add community command. If the policy does not exist, create the ACL
policy file.

Viewing SNMP Information

To display the current management configuration, including SNMP access related information, whether
SNMP access is enabled or disabled, and whether any ACL or rules are configured for SNMP, use the
following command:

show management

Example

The following command applies the ACL policy file MyAccessProfile_2 to SNMP:

configure snmp access-profile MyAccessProfile_2

The following command applies the ACL rule DenyAccess to SNMP as the first rule in the list:

configure snmp access-profile add DenyAccess first

The following command deletes the ACL rule DenyAccess from the SNMP application:

configure snmp access-profile delete DenyAccess

To delete the use of all the ACL rules or a policy file by SNMP, use the following command:

configure snmp access-profile none
History

This command was first available in ExtremeXOS 11.6.

Support for individual ACL rules was added in ExtremeXOS 12.5.
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Platform Availability

This command is available on all platforms.

configure snmp add community

configure snmp add community [readonly | readwrite] al phanuneric_string

Description

Adds an SNMP read or read/write community string.

Syntax Description

readonly Specifies read-only access to the system.

readwrite Specifies read and write access to the system.

al phanuneri c_string Specifies an SNMP community string name. See “Usage Guidelines” for more
information.

Default

The default read-only community string is public. The default read/write community string is private.

Usage Guidelines

Community strings provide a simple method of authentication between a switch and a remote network
manager. Read community strings provide read-only access to the switch. The default read-only
community string is public. Read-write community strings provide read and write access to the switch.
The default read/write community string is private. Sixteen read-only and sixteen read/write
community strings can be configured on the switch, including the defaults.

An authorized trap receiver must be configured to use the correct community strings on the switch for
the trap receiver to receive switch-generated traps. In some cases, it may be useful to allow multiple
community strings so that all switches and trap receivers are not forced to use identical community
strings. The configure snmp add community command allows you to add multiple community strings in
addition to the default community string.

An SNMP community string can contain up to 32 characters.

Extreme Networks recommends that you change the defaults of the community strings. To change the
value of the default read/write and read-only community strings, use the configure snmp delete
community command.
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Example

The following command adds a read/write community string with the value extreme:

configure snmp add community readwrite extreme

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure snmp add trapreceiver

configure snmp add trapreceiver [ip_address | ipv6_address] community [[hex
hex_comunity_nanme] | comunity_nanme] {port port_nunber} {from [src_ip_address |
src_i pv6_address]} {vr vr_nane} {mode trap_node}

Description

Adds the IP address of a trap receiver to the trap receiver list and specifies which SNMPv1/v2c traps are
to be sent.

Syntax Description

i p_address Specifies an SNMP trap receiver IPv4 address.

i pv6_addr ess Specifies an SNMP trap receiver IPv6 address

hex_comruni ty_nane Specifies that the trap receiver is to be supplied as a colon separated string of
hex octets.

conmuni ty_nane Specifies the community string of the trap receiver to be supplied in ASCI
format.

port_nunber Specifies a UDP port to which the trap should be sent. Default is 162.

src_i p_address Specifies the IPv4 address of a VLAN to be used as the source address for the
trap.

src_i pv6_address Specifies the IPv6 address of a VLAN to be used as the source address for the
trap.

vr_nane Specifies the name of the virtual router.

trap_node Specifies the mode of the traps:enhanced—Contains extra varbinds at the
end.standard—Does not contain extra varbinds.

Default

Trap receivers are in enhanced mode by default, and the version is SNMPv2c by default.
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Usage Guidelines

The IP address can be unicast, multicast, or broadcast.

An authorized trap receiver can be one or more network management stations on your network.
Authorized trap receivers must be configured on the switch for the trap receiver to receive switch-
generated traps. The switch sends SNMP traps to all trap receivers configured to receive the specific
trap group.

To view the SNMP trap receivers configured on the switch, use the show management command. The
show management command displays information about the switch including the destination and
community of the SNMP trap receivers configured on the switch.

Example

The following command adds the IP address 10.101.0.100 as a trap receiver with community string
purple:

configure snmp add trapreceiver 10.101.0.100 community purple

The following command adds the IP address 10.101.0.105 as a trap receiver with community string
green, using port 3003:

configure snmp add trapreceiver 10.101.0.105 community green port 3003

The following command adds the IP address 10.101.0.105 as a trap receiver with community string blue,
and IP address 10.101.0.25 as the source:

configure snmp add trapreceiver 10.101.0.105 community blue from 10.101.0.25

History

This command was first available in ExtremeX0OS 10.1.
The virtual router parameter was added in ExtremeXOS 12.3.

IPv6 support was added in ExtremeX0S 12.4.

Platform Availability

This command is available on all platforms.

configure snmp delete community

configure snmp delete community [readonly | readwrite] [all |
al phanumeric_string]
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Description

Deletes an SNMP read or read/write community string.

Syntax Description

readonly Specifies read-only access to the system.

readwrite Specifies read and write access to the system.

all Specifies all of the SNMP community stings.

al phanumeric_string Specifies an SNMP community string name. See “Usage Guidelines” for more
information.

Default

The default read-only community string is public. The default read/write community string is private.

Usage Guidelines
You must have at least one community string for SNMP access. If you delete all of the community
strings on your system, you will no longer have SNMP access, even if you have SNMP enabled.

The community strings allow a simple method of authentication between the switch and the remote
network manager. There are two types of community strings on the switch. Read community strings
provide read-only access to the switch. The default read-only community string is public. read/write
community strings provide read and write access to the switch. The default read/write community
string is private. Sixteen read-only and sixteen read-write community strings can be configured on the
switch, including the defaults. The community string for all authorized trap receivers must be
configured on the switch for the trap receiver to receive switch-generated traps. SNMP community
strings can contain up to 32 characters.

For increased security, Extreme Networks recommends that you change the defaults of the read/write
and read-only community strings.

Use the configure snmp add commands to configure an authorized SNMP management station.

Example

The following command deletes a read/write community string named extreme;

configure snmp delete community readwrite extreme

History

This command was first available in ExtremeX0OS 10.1.
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Platform Availability

This command is available on all platforms.

configure snmp delete trapreceiver

configure snmp delete trapreceiver [[i p_address | ipv6_address] {port_nunber} |
all]

Description

Deletes a specified trap receiver or all authorized trap receivers.

Syntax Description

i p_address Specifies an SNMP trap receiver IPv4 address.
i pv6_address Specifies an SNMP trap receiver IPv6 address.
port _nunber Specifies the port associated with the receiver.
all Specifies all SNMP trap receiver IP addresses.
Default

The default port number is 162.

Usage Guidelines

Use this command to delete a trap receiver of the specified IPv4 or IPv6 address, or all authorized trap
receivers.

This command deletes only the first SNMPv1/v2c¢ trap receiver whose IP address and port number
match the specified value.

Example

The following command deletes the trap receiver 10.101.0.100 from the trap receiver list:

configure snmp delete trapreceiver 10.101.0.100

The following command deletes entries in the trap receiver list for 10.101.0.100, port 9990:

configure snmp delete trapreceiver 10.101.0.100 9990

Any entries for this IP address with a different community string will not be affected.
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History

This command was first available in ExtremeX0OS 10.1.

IPv6 support was added in ExtremeX0S 12.4

Platform Availability

This command is available on all platforms.

configure snmp sysContact

configure snmp syscontact sysCont act

Description

Configures the name of the system contact.

Syntax Description

sysCont act An alphanumeric string that specifies a system contact name.

Default
N/A.

Usage Guidelines

The system contact is a text field that enables you to enter the name of the person(s) responsible for
managing the switch. A maximum of 255 characters is allowed.

To view the name of the system contact listed on the switch, use the show switch command. The show
switch command displays switch statistics including the name of the system contact.

Example

The following command defines FredJ as the system contact:

configure snmp syscontact fredj

The following output from the show switch command displays FredJ as the system contact:

SysName: engineeringlab
SysLocation: englab
SysContact: FredJ
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History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure snmp sysLocation

configure snmp syslocation syslLocation

Description

Configures the location of the switch.

Syntax Description

sysLocati on An alphanumeric string that specifies the switch location.

Default
N/A.

Usage Guidelines

Use this command to indicate the location of the switch. A maximum of 255 characters is allowed.

To view the location of the switch on the switch, use the show switch command. The show switch
command displays switch statistics including the location of the switch.

Example

The following command configures a switch location name on the system:

configure snmp syslocation englab

The following output from the show switch command displays englab as the location of the switch:

SysName: engineeringlab
SysLocation: englab
SysContact: FredJ

History

This command was first available in ExtremeX0OS 10.1.

EXOS Command Reference Guide for Release 15.3.2 156



Commands for Managing the Switch

Platform Availability

This command is available on all platforms.

configure snmp sysName

configure snmp sysname sysName

Description

Configures the name of the switch.

Syntax Description

sysNanme An alphanumeric string that specifies a device name.

Default

The default sysName is the model name of the device (for example, BlackDiamond8800).

Usage Guidelines

You can use this command to change the name of the switch. A maximum of 32 characters is allowed.
The sysName appears in the switch prompt. On a SummitStack, the sysName appears in the prompt of
all active nodes in the stack when there is a master node present in the stack.

To view the name of the system listed on the switch, use the show switch command. The show switch
command displays switch statistics including the name of the system.

Example

The following command names the switch:

configure snmp sysname engineeringlab

The following output from the show switch command displays engineeringlab as the name of the
switch:

SysName: engineeringlab
SysLocation: englab
SysContact: FredJ

History

This command was first available in ExtremeXOS 10.1.
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Platform Availability

This command is available on all platforms.

configure snmpv3 add access

configure snmpv3 add access [[hex hex_group_name] | group_nane] {sec-model
[snmpvl | snmpv2c | usm]} {sec-level [noauth | authnopriv | priv]} {read-view
[[hex hex_read_vi ew_nane] | read_vi ew _nane]} {write-view [[hex
hex_wite_view name]] | wite_vi ew nane]} {notify-view [[hex

hex_notify_view nam]] | notify_view nane]} {volatile}

Description

Creates (and modifies) a group and its access rights.

Syntax Description

hex_gr oup_nane Specifies the group name to add or modify. The value is to be supplied as a

colon separated string of hex octets.

gr oup_nane

Specifies the group name to add or modify. The value is to be supplied in
ASCII format.

sec-model Specifies the security model to use.

snmpvl Specifies the SNMPv1 security model.

snmpv2c Specifies the SNMPv2c¢ security model.

usm Specifies the SNMPv3 User-based Security Model (USM).

sec-level Specifies the security level for the group.

noauth Specifies no authentication (and implies no privacy) for the security level.
authnopriv Specifies authentication and no privacy for the security level.

priv Specifies authentication and privacy for the security level.

read-view Specifies the read view name:hex_read_view_name—Specifies a hex value

supplied as a colon separated string of hex octetsread_view_name—Specifies
an ASCII value

write-view

Specifies the write view name:hex_write_view_name—Specifies a hex value
supplied as a colon separated string of hex octetswrite view_name—
Specifies an ASCII value

notify-view

Specifies the notify view name:hex_notify view _name—Specifies a hex value
supplied as a colon separated string of hex octetsnotify_view_name—
Specifies an ASCII value

volatile

Specifies volatile storage.

Default

The default values are:
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e sec-model—USM

* sec-level—noauth

* read view name—defaultUserView

e write view name— "

¢ notify view name—defaultNotifyView
* non-volatile storage

Usage Guidelines

Use this command to configure access rights for a group. All access groups are created with a unique
default context, 7, as that is the only supported context.

Use more than one character when creating unique community strings and access group names.

A number of default groups are already defined. These groups are: admin, initial, viv2c_ro, viv2c_rw.

e The default groups defined are viv2c_ro for security name viv2c_ro, viv2c_rw for security name
viv2c_rw, admin for security name admin, and initial for security names initial, initialmd5, initialsha,
initialmd5Priv and initialshaPriv.

e The default access defined are admin, initial, viv2c_ro, viv2c_rw, and viv2cNotifyGroup.

Example

In the following command, access for the group defaultROGroup is created with all the default values:
security model usm, security level noauth, read view defaultUserView, no write view, notify view
defaultNotifyView, and storage nonvolatile.

configure snmpv3 add access defaultROGroup

In the following command, access for the group defaultROGroup is created with the values: security
model USM, security level authnopriv, read view defaultAdminView, write view defaultAdminView,
notify view defaultAdminView, and storage nonvolatile.

configure snmpv3 add access defaultROGroup sec-model usm sec-level authnopriv
read-view defaultAdminView write-view defaultAdminView notify-view
defaultAdminView

History

This command was first available in ExtremeX0S 10.1.

The hex_read_view_name, hex_write_view_name, and hex_notify_view_name parameters were
added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.
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configure snmpv3 add community

configure snmpv3 add community [[hex hex_community_i ndex] | comunity_i ndex]
[encrypted name comrunity_nane | name [[hex hex_conmmuni ty_nane] | community_nane]
{store-encrypted} ] user [[hex hex_user_nanme] | user_nane] {tag [[hex
transport_tag] | transport_tag]} {volatile}

Description
Adds an SNMPv3 community entry.

Syntax Description

hex_comuni ty_i ndex Specifies the row index in the snmpCommunity table as a hex value supplied
as a colon separated string of hex octets.

comuni ty_i ndex Specifies the row index in the snmpCommunity Table as an ASCII value.

hex_comuni ty_nane Specifies the community name as a hex value supplied as a colon separated
string of hex octets

comuni ty_nane Specifies the community name as an ASCII value.

hex_user _name Specifies the USM user name as a hex value supplied as a colon separated
string of hex octets.

user _namne Specifies the USM user name as an ASCI| value.

tag Specifies the tag used to locate transport endpoints in

SnmpTargetAddrTable. When this community entry is used to authenticate
v1/v2c messages, this tag is used to verify the authenticity of the remote
entity.hex_transport_tag—Specifies a hex value supplied as a colon separated
string of hex octetstransport_tag—Specifies an ASCIl value

volatile Specifies volatile storage.

Default
N/A.

Usage Guidelines

Use this command to create or modify an SMMPv3 community in the community MIB.

Example

X450a-24t.4 # configure snmp add community readonly extreme store-encrypted
X450a-24t.7 # show snmpv3 community

Community Index : extreme

Community Name : hys{fnj (encrypted)

Security Name > vlv2c_ro

Context EnginelD : 80:00:07:7c:03:00:04:96:27:b6:63
Context Name :
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Transport Tag :

Storage Type : NonVolatile

Row Status : Active

X450a-24t.8 # configure snmp add community readwrite extremel23
X450a-24t.9 show snmpv3 community

Community Index extreme
Community Name hys{fnj (encrypted)
Security Name vlv2c_ro

Context EnginelD : 80:00:07:7c:03:00:04:96:27:b6:63
Context Name
Transport Tag

Storage Type NonVolatile

Row Status Active
Community Index extremel23
Community Name extremel23
Security Name viv2c_rw

Context EnginelD : 80:00:07:7c:03:00:04:96:27:b6:63
Context Name

Transport Tag

Storage Type : NonVolatile

Row Status : Active

X450a-24t.10 # show configuration *'snmp*
#

# Module snmpMaster configuration.

#

configure snmpv3 add community extreme encrypted name hys{fnj user vlv2c_ro
configure snmpv3 add community extremel23 name extremel23 user vilv2c_rw
The following command creates an entry with the community index comm_index,
community name comm_public, and user (security) name vlv2c_user:

configure snmpv3 add community comm_index name comm_public user vlv2c_user

History

This command was first available in ExtremeX0S. 10.1.

The hex_community_index, hex_community_name, hex_user_name, and hex_transport_tag
parameters were added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 add filter

configure snmpv3 add filter [[hex hex_profile_nane] | profile_nanme] subtree
object _identifier {/subtree_mask} type [included | excluded] {volatile}

Description

Adds a filter to a filter profile.
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Syntax Description

hex_profil e_nane Specifies the filter profile that the current filter is added to. The value is to be
supplied as a colon separated string of hex octets.

profil e_name Specifies the filter profile that the current filter is added to in ASCII format.

object identifier Specifies a MIB subtree.

subtree_mask Specifies a hex octet string used to mask the subtree. For example, f7a
indicates 1.1.1.1.0.1.1.1.1.0.1.0.

included Specifies that the MIB subtree defined by object identifier/mask is to be
included.

excluded Specifies that the MIB subtree defined by object identifier/mask is to be
excluded.

volatile Specifies volatile storage.

Default

The default values are:

e mask value—empty string (all 1s)
e type—included

e storage—non-volatile

Usage Guidelines

Use this command to create a filter entry in the snmpNotifyFilterTable. Each filter includes or excludes
a portion of the MIB. Multiple filter entries comprise a filter profile that can eventually be associated
with a target address. Other commands are used to associate a filter profile with a parameter name,
and the parameter name with a target address.

This command can be used multiple times to configure the exact filter profile desired.

Example

The following command adds a filter to the filter profile profl that includes the MIB subtree 1.3.6.1.4.1/f0:

configure snmpv3 add filter profl subtree 1.3.6.1.4.1/f0 type included

History

This command was first available in ExtremeX0OS 10.1.

The hex_profile_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.
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configure snmpv3 add filter-profile

configure snmpv3 add filter-profile [[hex hex_profile_nane] | profil e_nane] param
[[hex hex_param name]] | param nane] {volatile}

Description

Associates a filter profile with a parameter name.

Syntax Description

hex_profil e_nane Specifies the filter profile name. The value is to be supplied as a colon
separated string of hex octets.

profil e_nanme Specifies the filter profile name in ASCII format.

hex_par am nane Specifies a parameter name to associate with the filter profile. The value to
follow is to be supplies as a colon separated string of hex octets.

par am name Specifies a parameter name to associate with the filter profile in ASCII format.

volatile Specifies volatile storage.

Default

The default storage type is non-volatile.

Usage Guidelines

Use this command to add an entry to the snmpNotifyFilterProfileTable. This table associates a filter
profile with a parameter name. The parameter name is associated with target addresses, and the filter
profile is associated with a series of filters, so, in effect, you are associating a series of filters with a
target address.

Example

The following command associates the filter profile profl with the parameter name P1:

configure snmpv3 add filter-profile profl param P1

History

This command was first available in ExtremeX0S 10.1.

The hex_profile_name and hex_param_name parameters were added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.
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configure snmpv3 add group user

configure snmpv3 add group [[hex hex_group_nane] | group_nane] user [[hex
hex_user _nanme] | user_nane] {sec-model [snmpvl] snmpv2c | usm]} {volatile}

Description

Adds a user name (security name) to a group.

Syntax Description

hex_gr oup_nane Specifies the group name to add or modify. The value is to be supplied as a
colon separated string of hex octets.

group_nane Specifies the group name to add or modify in ASCII format.

hex_user _name Specifies the user name to add or modify. The value to follow is to be supplies
as a colon separated string of hex octets.

user _name Specifies the user name to add or modify in ASCII format.

sec-model Specifies the security model to use.

snmpv1l Specifies the SNMPv1 security model.

snmpv2c Specifies the SNMPv2c¢ security model.

usm Specifies the SNMPv3 User-based Security Model (USM).

volatile Specifies volatile storage.

Default

The default values are:
e sec-model—USM
* non-volatile storage

Usage Guidelines

Use this command to associate a user name with a group.
As per the SNMPv3 RFC, a security name is model independent while a username is model dependent.
For simplicity, both are assumed to be same here. User names and security names are handled the

same. In other words, if a user is created with the user name username, the security name value is the
same, username.

Every group is uniquely identified by a security name and security model. So the same security name
can be associated to a group name but with different security models.
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Example

The following command associates the user userV1to the group defaultRoGroup with SNMPv1 security:

configure snmpv3 add group defaultRoGroup user userV1l sec-model snmpvl

The following command associates the user userv3 with security model USM and storage type volatile
to the access group defaultRoGroup:

configure snmpv3 add group defaultRoGroup user userV3 volatile

History

This command was first available in ExtremeXOS 10.1.

The hex_group_name and hex_user_name parameters were added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 add mib-view

configure snmpv3 add mib-view [[hex hex_vi ew_nanme] | vi ew_name] subtree
object _identifier {subtree_nmask} {type [included | excluded]} {volatile}

Description
Adds (and modifies) a MIB view.

Syntax Description

hex_vi ew_name Specifies the MIB view name to add or modify. The value is to be supplies as a
colon separated string of hex octets.

Vi ew_name Specifies the MIB view name to add or modify in ASCII format.

obj ect _identifier Specifies a MIB subtree.

subtree_mask Specifies a hex octet string used to mask the subtree. For example, f7a
indicates 1.1.1.1.0.1.1.1.1.0.1.0.

included Specifies that the MIB subtree defined by subtree/mask is to be included.

excluded Specifies that the MIB subtree defined by subtree/mask is to be excluded.

volatile Specifies volatile storage.
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Default

The default mask value is an empty string (all 1s). The other default values are included and non-
volatile.

Usage Guidelines

Use this command to create a MIB view into a subtree of the MIB. If the view already exists, this
command modifies the view to additionally include or exclude the specified subtree.

In addition to the created MIB views, there are three default views. They are: defaultUserView,
defaultAdminView, and defaultNotifyView.

Example

The following command creates the MIB view allIMIB with the subtree 1.3 included as non-volatile:

configure snmpv3 add mib-view alIMIB subtree 1.3

The following command creates the view extremeMib with the subtree 1.3.6.1.4.1.1916 included as non-
volatile:

configure snmpv3 add mib-view extremeMib subtree 1.3.6.1.4.1.1916

The following command creates a view vrrpTrapNewMaster which excludes VRRP notification .1and
the entry is volatile:

configure snmpv3 add mib-view vrrpTrapNewMaster 1.3.6.1.2.1.68.0.1/ff8 type
excluded volatile

History

This command was first available in ExtremeX0OS 10.1.

The hex_view_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 add notify

configure snmpv3 add notify [[hex hex_notify_name] | notify_name] tag [[hex
hex_tag] | tag] {type [trap | inform]}{volatile}
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Description
Adds an entry to the snmpNotifyTable.

Syntax Description

hex_notify_nane Specifies the notify name to add. The value is to be supplied as a colon
separated string of hex octets.

notify_nane Specifies the notify name to add in ASCII format.

hex_t ag Specifies a string identifier for the notifications to be sent to the target. The
value is supplied as a colon separated string of octets.

tag Specifies a string identifier for the notifications to be sent to the target in
ASCII format.

trap Specifies an unconfirmed notification.

inform Specifies a confirmed notification.

volatile Specifies volatile storage. By specifying volatile storage, the configuration is

not saved across a switch reboot.

Default

The default storage type is non-volatile.

The default type is trap.

Usage Guidelines

Use this command to add an entry to the snmpNotifyTable. When a notification is to be sent, this table
is examined. For the target addresses that have been associated with the tags present in the table,
notifications are sent based on the filters also associated with the target addresses.

Example

The following command sends notifications to addresses associated with the tag typel:

configure snmpv3 add notify N1 tag typel

History

This command was first available in ExtremeX0OS 10.1.
The hex_notify_name and hex_tag parameters were added in ExtremeXOS 11.0.

The INFORM option was added in ExtremeX0OS 12.5.3.
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Platform Availability

This command is available on all platforms.

configure snmpv3 add target-addr

configure snmpv3 add target-addr [[hex hex_addr_name] | addr_nane] param [[hex
hex_param nanme] [paramnanme ] ipaddress [ ip_address | ipv4-with-mask

ip_and_tmask ] | [ ipv6_address | ipv6-with-mask i pv6_and_tmask ]] {transport-
port port_nunber} {from [src_i p_address | src_i pv6_address]} {vr vr_nane} {tag-

list tag |list} {volatile}

Description

Adds and configures an SNMPv3 target address and associates filtering, security, and notifications with

that address.

Syntax Description

hex_addr _name

Specifies a string identifier for the target address. The value is to be supplied
as a colon separated string of hex octets.

addr _nane

Specifies a string identifier for the target address in ASCI| format.

hex_par am name

Specifies the parameter name associated with the target. The value is to be
supplied as a colon separated string of hex octets.

par am name

Specifies the parameter name associated with the target in ASCII format.

i p_address

Specifies an SNMPv3 target IPv4 address.

ipv4-with-mask

Specify IPv4 address with hexadecimal mask.

i p_and_t mask

Specifies the IPv4 address and hexadecimal mask in form A.B.C.D/NN...

i pv6_addr ess

Specifies an SNMPv3 target IPv6 address.

ipv6-with-mask

Specify IPv6 address with hexadecimal mask.

i pv6_and_t mask

Specifies an IPv6 address and hexadecimal mask in form A:B:C:D:E:F:G:H/
NN...

port _nunber

Specifies a UDP port. Default is 162.

src_i p_address

Specifies the IPv4 address of a VLAN to be used as the source address for the
trap.

src_i pv6_address

Specifies the IPv6 address of a VLAN to be used as the source address for the
trap.

Vr_nane Specifies the name of the virtual router.

tag-list Specifies a list of comma separated string identifiers for the notifications to be
sent to the target.

volatile Specifies volatile storage. By specifying volatile storage, the configuration is

not saved across a switch reboot.
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Default

The default values are:
e transport-port—port 162
e non-volatile storage

If you do not specify tag-list the single tag defaultNotify, a pre-defined value in the snmpNotifyTable is
used.

Usage Guidelines

Use this command to create an entry in the SNMPv3 snmpTargetAddressTable. The param parameter
associates the target address with an entry in the snmpTargetParamsTable, which specifies security
and storage parameters for messages to the target address, and an entry in the
snmpNotifyFilterProfileTable, which specifies filter profiles to use for notifications to the target address.
The filter profiles are associated with the filters in the snmpNotifyFilterTable.

The list of tag-lists must match one or more of the tags in the snmpNotifyTable for the trap to be sent
out.

Example

The following command specifies a target address of 10.203.0.22 with the name Al, and associates it
with the security parameters and target address parameter P1:

configure snmpv3 add target-addr Al param Pl ipaddress 10.203.0.22

The following command specifies a target address of 10.203.0.22 with the name Al, and associates it
with the security parameters and target address parameter P1, and the notification tags typel and
type2:

configure snmpv3 add target-addr Al param P1 ipaddress 10.203.0.22 from
10.203.0.23 tag-list typel,type2

History

This command was first available in ExtremeX0S 10.1.
The virtual router, IP address and hexadecimal mask parameters were added in ExtremeXOS 12.3.
IPv6 support was added in ExtremeX0S 12.4.

The 1Pv4-with-mask and IPv6-with-mask keywords were added in ExtremeXOS 15.3.2.

Platform Availability

This command is available on all platforms.
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configure snmpv3 add target-params

configure snmpv3 add target-params [[hex hex_param nane] | paramnanme ] user
[[hex hex_user_nane] | user_nanme ] mp-model [snmpvl | snmpv2c | snmpv3] sec-model
[snmpvl | snmpv2c | usm] {sec-level [noauth | authnopriv | priv]} {volatile}

Description
Adds and configures SNMPv3 target parameters.

Syntax Description

hex_par am nane Specifies the parameter name associated with the target. The value is to be
supplied as a colon separated string of hex octets.

par am _nane Specifies the parameter name associated with the target in ASCII format.

hex_user _name Specifies a user name. The value is to be supplied as a colon separated string
of hex octets.

user _name Specifies a user name in ASCII format.

mp-model Specifies a message processing model; choose from SNMPv1, SNMPv2, or
SNMPV3.

sec-model Specifies the security model to use.

snmpvl Specifies the SNMPv1 security model.

snmpv2c Specifies the SNMPv2c¢ security model.

usm Specifies the SNMPv3 User-based Security Model (USM).

sec-level Specifies the security level for the group.

noauth Specifies no authentication (and implies no privacy) for the security level.

authnopriv Specifies authentication and no privacy for the security level.

priv Specifies authentication and privacy for the security level.

volatile Specifies volatile storage. By specifying volatile storage, the configuration is
not saved across a switch reboot.

Default

The default values are:
* sec-level—noauth
e non-volatile storage

Usage Guidelines

Use this command to create an entry in the SNMPv3 snmpTargetParamsTable. This table specifies the
message processing model, security level, security model, and the storage parameters for messages to
any target addresses associated with a particular parameter name.
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To associate a target address with a parameter name, see the command configure snmpv3 add target-
addr.

Example

The following command specifies a target parameters entry named P1, a user name of guest, message
processing and security model of SNMPv2c, and a security level of no authentication:

configure snmpv3 add target-params Pl user guest mp-model snmpv2c sec-model
snmpv2c sec-level noauth

History

This command was first available in ExtremeXOS 10.1.

The hex_param_name and hex_user_name parameters were added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 add user

configure snmpv3 add user [[hex hex_user_nanme] | user_nane] {authentication [md5
| sha] [hex hex_aut h_password | aut h_password]} {privacy {des | 3des | aes {128 |
192 | 256}} [[hex hex_priv_password] | priv_password]} }volatile}

Description
Adds (and modifies) an SNMPv3 user.

Syntax Description

hex_user _name Specifies the user name to add or modify. The value is to be supplied as a
colon separated string of hex octets.

user _name Specifies the user name to add or modify in ASCII format.

MD5 Specifies RSA Data Security, Inc. MD5 Message-Digest Algorithm
authentication.

SHA Specifies SHA authentication.

authentication Specifies the authentication password or hex string to use for generating the

authentication key for this user.

privacy Specifies the privacy password or hex string to use for generating the privacy
key for this user.

des Specifies the use of the 56-bit DES algorithm for encryption. This is the
default.
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3des Specifies the use of the 168-bit 3DES algorithm for encryption.

aes Specifies the use of the AES algorithm for encryption.

128 Specifies the use of the 128-bit AES algorithm for encryption.

192 Specifies the use of the 192-bit AES algorithm for encryption.

256 Specifies the use of the 256-bit AES algorithm for encryption.

volatile Specifies volatile storage. By specifying volatile storage, the configuration is
not saved across a switch reboot.

Default

The default values are:

e authentication—no authentication
® privacy—no privacy

* non-volatile storage

Usage Guidelines

Use this command to create or modify an SNMPv3 user configuration.

The default user names are: admin, initial, initialmd5, initialsha, initialmd5Priv, initialshaPriv. The initial
password for admin is password. For the other default users, the initial password is the user name.

If hex is specified, supply a 16 octet hex string for RSA Data Security, Inc. MD5 Message-Digest
Algorithm, or a 20 octet hex string for SHA.

You must specify authentication if you want to specify privacy. There is no support for privacy without
authentication.

Note
e 3DES, AES 192, and AES 256 bit encryptions are proprietary implementations and may not
work with some SNMP managers.

Example

The following command configures the user guest on the local SNMP Engine with security level noauth
(no authentication and no privacy):

configure snmpv3 add user guest

The following command configures the user authMD5 to use RSA Data Security, Inc. MD5 Message-
Digest Algorithm authentication with the password palertyu:

configure snmpv3 add user authMD5 authentication md5 palertyu
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The following command configures the user authShapriv to use SHA authentication with the hex key
shown below, the privacy password palertyu, and volatile storage:

configure snmpv3 add user authShapriv authentication sha hex
01:03:04:05:01:05:02:fF:ef:cd:12:99:34:23:ed:-ad:ff:ea:cb:11 privacy palertyu
volatile

History

This command was first available in ExtremeX0S 10.1.
The hex_user_name parameter was added in ExtremeXOS 11.0.

Support for 3DES and AES was added in ExtremeXOS 12.3.

Platform Availability

This command is available on all platforms.

configure snmpv3 add user clone-from

configure snmpv3 add user [[hex hex_user_nanme] | user_nane] clone-from [[hex
hex_user_nanme] | user_nane]

Description

Creates a new user by cloning from an existing SNMPv3 user.

Syntax Description

hex_user _nane Specifies the user name to add or to clone from. The value is to be supplies
a colon separated string of hex octets.

as

user _narme Specifies the user name to add or to clone from in ASCII format.

Default
N/A.

Usage Guidelines

Use this command to create a new user by cloning an existing one. After you have successfully clone
the new user, you can modify its parameters using the following command:

configure snmpv3 add user [[hex <hex_user_name>] | <user_name>]
{authentication [md5 | sha] [hex <hex_auth_password> | <auth_password>]}
{privacy {des | 3des | aes {128 | 192 | 256}} [[hex <hex_priv_password>] |
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<priv_password>]} }{volatile}

Users cloned from the default users will have the storage type of non-volatile. The default names are:

admin, initial, initialmd5, initialsha, initialmd5Priv, initialshaPriv.

Example

The following command creates a user cloneMD5 with same properties as the default user initalmd5. All

authorization and privacy keys will initially be the same as with the default user initialmd5.

configure snmpv3 add user cloneMD5 clone-from initialmd5

History

This command was first available in ExtremeXOS 10.1.

The hex_user_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 delete access

configure snmpv3 delete access [all-non-defaults | {[[hex hex_group_nane] |

group_nane] {sec-model [snmpvl | snmpv2c | usm] sec-level [noauth | authnopriv |

priv]}}]

Description

Deletes access rights for a group.

Syntax Description

all-non-defaults Specifies that all non-default (non-permanent) security groups are to be
deleted.

hex_gr oup_nane Specifies the group name to be deleted. The value is to be supplies as a colon
separated string of hex octets.

group_nane Specifies the group name to be deleted in ASCII format.

sec-model Specifies the security model to use.

snmpvl Specifies the SNMPv1 security model.

snmpv2c Specifies the SNMPv2c security model.

usm Specifies the SNMPv3 User-based Security Model (USM).
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sec-level Specifies the security level for the group.

noauth Specifies no authentication (and implies no privacy) for the security level.
authnopriv Specifies authentication and no privacy for the security level.

priv Specifies authentication and privacy for the security level.

Default

The default values are:
e sec-model—USM
* sec-level—noauth

Usage Guidelines

Use this command to remove access rights for a group. Use the all-non-defaults keyword to delete all
the security groups, except for the default groups. The default groups are: admin, initial, viv2c_ro,
viv2c rw.

Deleting an access will not implicitly remove the related group to user association from the
VACMSecurityToGroupTable. To remove the association, use the following command:

configure snmpv3 delete group {[[hex <hex_group_name>] |
<group_name>]} user [all-non-defaults | {[[hex <hex_user_name>] |
<user_name>] {sec-model [snmpvl]|snmpv2c]usm]}}]

Example

The following command deletes all entries with the group name userGroup:

configure snmpv3 delete access userGroup

The following command deletes the group userGroup with the security model snmpv1and security
level of authentication and no privacy (authnopriv):

configure snmpv3 delete access userGroup sec-model snmpvl sec-level authnopriv

History

This command was first available in ExtremeX0S 10.1.

The hex_group_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.
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configure snmpv3 delete community

configure snmpv3 delete community [all-non-defaults | {[[[hex hex_conmunity_i ndex]
| comunity_index} | {name [[hex hex_comunity_nanme] | comunity_nane}]

Description

Deletes an SNMPv3 community entry.

Syntax Description

all-non-defaults Specifies that all non-default community entries are to be removed.

hex_communi ty_i ndex Specifies the row index in the snmpCommunityTable. The value is to be
supplied as a colon separated string of hex octets.

conmuni ty_i ndex Specifies the row index in the snmpCommunityTable in ASCII format.

hex_comuni ty_nane Specifies the community name. The value is to be supplied as a colon
separated string of hex octets.

conmuni ty_nane Specifies the community name in ASCII format.

Default

The default entries are public and private.

Usage Guidelines

Use this command to delete an SMMPv3 community in the community MIB.

Example

The following command deletes an entry with the community index comm_index:

configure snmpv3 delete community comm_index

The following command creates an entry with the community name (hex) of EA:12:CD:CF:AB:11:3C:

configure snmpv3 delete community name hex EA:12:CD:CF:AB:11:3C
History

This command was first available in ExtremeXOS 10.1.

The hex_community_index and hex_community_name parameters were added in ExtremeXxOS 11.0.
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Platform Availability

This command is available on all platforms.

configure snmpv3 delete filter

configure snmpv3 delete filter [all | [[hex hex_profile_nanme] | profil e_nane]
{subtree object_identifier}]]

Description

Deletes a filter from a filter profile.

Syntax Description

all Specifies all filters.

hex_profile_nane Specifies the filter profile of the filter to delete. The value is to be supplied as a
colon separated string of hex octets.

profil e_name Specifies the filter profile of the filter to delete in ASCII format.

object _identifier Specifies the MIB subtree of the filter to delete.

Default

N/A.

Usage Guidelines

Use this command to delete a filter entry from the snmpNotifyFilterTable. Specify all to remove all
entries. Specify a profile name to delete all entries for that profile name. Specify a profile name and a
subtree to delete just those entries for that filter profile and subtree.

Example

The following command deletes the filters from the filter profile profl that reference the MIB subtree
136141

configure snmpv3 delete filter profl subtree 1.3.6.1.4.1

History

This command was first available in ExtremeXOS 10.1.

The hex_profile_name parameter was added in ExtremeXOS 11.0.
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Platform Availability

This command is available on all platforms.

configure snmpv3 delete filter-profile

configure snmpv3 delete filter-profile [all |[[hex hex_profile_name] |
profil e_name] {param[[hex hex_param nane] | param nane}]]

Description

Removes the association of a filter profile with a parameter name.

Syntax Description

all Specifies all filter profiles.

hex_profile_nane Specifies the filter profile name to delete. The value is to be supplied as a
colon separated string of hex octets.

profil e_name Specifies the filter profile name to delete in ASCII format.

hex_par am nane Specifies to delete the filter profile with the specified profile name and
parameter name. The value is to be supplied as a colon separated string of
hex octets.

par am nanme Specifies to delete the filter profile with the specified profile name and

parameter name in ASCII format.

Default

The default storage type is non-volatile.

Usage Guidelines

Use this command to delete entries from the snmpNotifyFilterProfileTable. This table associates a filter
profile with a parameter name. Specify all to remove all entries. Specify a profile name to delete all
entries for that profile name. Specify a profile name and a parameter name to delete just those entries
for that filter profile and parameter name.

Example

The following command deletes the filter profile profl with the parameter name P1:

configure snmpv3 delete filter-profile profl param P1

History

This command was first available in ExtremeX0S 10.1.
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The hex_profile_name and hex_param_name parameters were added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 delete group user

configure snmpv3 delete group {[[hex hex_group_nane] | group_nane]} user [all-
non-defaults | {[[hex hex_user_nanme] | user_nane] {sec-model [snmpvl]snmpv2c]|

usm]}}1]

Description

Deletes a user name (security name) from a group.

Syntax Description

hex_group_nane Specifies the group name to delete or modify. The value is to be supplied as a
colon separated string of hex octets.

gr oup_nane Specifies the group name to delete or modify in ASCII format.

all-non-defaults Specifies that all non-default (non-permanent) users are to be deleted from
the group.

hex_user _nane Specifies the user name to delete or modify. The value is to be supplied as a

colon separated string of hex octets.

user _name Specifies the user name to delete or modify in ASCII format.
sec-model Specifies the security model to use.

snmpvl Specifies the SNMPv1 security model.

snmpv2c Specifies the SNMPv2c security model.

usm Specifies the SNMPv3 User-based Security Model (USM).
Default

The default value for sec-model is USM.

Usage Guidelines

Use this command to remove the associate of a user name with a group.
As per the SNMPv3 RFC, a security name is model independent while a username is model dependent.
For simplicity, both are assumed to be same here. User names and security names are handled the

same. In other words, if a user is created with the user name username, the security name value is the
same, username.
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Every group is uniquely identified by a security name and security model. So the same security name
can be associated to a group name but with different security models.

The default groups are: admin, initial, viv2c_ro, viv2c_rw.

The default users are: admin, initial, initialmd>5, initialsha, initialmd5Priv, initialshaPriv.

Example

The following command deletes the user guest from the group UserGroup for the security model
SNMpPV2C:

configure snmpv3 delete group UserGroup user guest sec-model snmpv2c

The following command deletes the user guest from the group userGroup with the security model USM:

configure snmpv3 delete group userGroup user guest

History

This command was first available in ExtremeXOS 10.1.

The hex_group_name and the hex_user_name parameters were added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 delete mib-view

configure snmpv3 delete mib-view [all-non-defaults | {[[hex hex_vi ew nane] |
vi ew_nane] {subtree object _identifier}}]

Description

Deletes a MIB view.

Syntax Description

all-non-defaults Specifies that all non-default (non-permanent) MIB views are to be deleted.

hex_vi ew_name Specifies the MIB view to delete. The value is to be supplied as a colon
separated string of hex octets.

Vi ew_nane Specifies the MIB view name to delete in ASCII format.

obj ect _identifier Specifies a MIB subtree.
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Default
N/A.

Usage Guidelines

Use this command to delete a MIB view. Views which are being used by security groups cannot be
deleted. Use the all-non-defaults keyword to delete all the MIB views (not being used by security
groups) except for the default views. The default views are: defaultUserView, defaultAdminView, and
defaultNotifyView.

Use the configure snmpv3 add mib-view command to remove a MIB view from its security group, by
specifying a different view.

Example

The following command deletes all views (only the permanent views will not be deleted):

configure snmpv3 delete mib-view all-non-defaults

The following command deletes all subtrees with the view name AdminView:

configure snmpv3 delete mib-view AdminView

The following command deletes the view AdminView with subtree 1.3.6.1.2.1.2

configure snmpv3 delete mib-view AdminView subtree 1.3.6.1.2.1.2

History

This command was first available in ExtremeX0OS 10.1.

The hex_view_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 delete notify

configure snmpv3 delete notify [{[[[hex hex_notify_nane] | notify_nanme]} | all-
non-defaults]

Description

Deletes an entry from the snmpNotifyTable.
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Syntax Description

hex_notify_nane

Specifies the notify name to add. The value is to be supplied as a colon
separated string of hex octets.

notify_name

Specifies the notify name to add in ASCII format.

all-non-defaults

Specifies that all non-default (non-permanent) notifications are to be deleted.

Default
N/A.

Usage Guidelines

Use this command to delete an entry from the snmpNotifyTable. When a notification is to be sent, this
table is examined. For the target addresses that have been associated with the tags present in the
table, notifications will be sent, based on the filters also associated with the target addresses.

Example

The following command removes the N1 entry from the table:

configure snmpv3 delete notify N1

History

This command was first available in ExtremeXOS 10.1.

The hex_notify_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 delete target-addr

configure snmpv3 delete target-addr [{[[hex hex_addr_nane] | addr_nane]} | all]

Description

Deletes SNMPv3 target addresses.
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Syntax Description

hex_addr _nane

Specifies an identifier for the target address. The value is to be supplied as a
colon separated string of hex octets.

addr _nane Specifies a string identifier for the target address.
all Specifies all target addresses.

Default

N/A.

Usage Guidelines

Use this command to delete an entry in the SNMPv3 snmpTargetAddressTable.

Example

The following command deletes target address named AT:

configure snmpv3 delete target-addr Al

History

This command was first available in ExtremeX0OS 10.1.

The hex_addr_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 delete target-params

configure snmpv3 delete target-params [{[[hex hex_param nanme] | param nane]} |

all]

Description

Deletes SNMPv3 target parameters.

Syntax Description

hex_par am nane

Specifies the parameter name associated with the target. The value is to be
supplied as a colon separated string of hex octets.

par am narme

Specifies the parameter name associated with the target in ASCII format.
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Default
N/A.

Usage Guidelines

Use this command to delete an entry in the SNMPv3 snmpTargetParamsTable. This table specifies the
message processing model, security level, security model, and the storage parameters for messages to

any target addresses associated with a particular parameter name.

Example

The following command deletes a target parameters entry named P1:

configure snmpv3 delete target-params P1

History

This command was first available in ExtremeX0S 10.1.

The hex_param_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 delete user

configure snmpv3 delete user [all-non-defaults | [[hex hex_user_nane] |
user _name]]

Description

Deletes an existing SNMPv3 user.

Syntax Description

all-non-defaults Specifies that all non-default (non-permanent) users are to be deleted.

hex_user _name Specifies the user name to delete. The value is to be supplied as a colon
separated string of hex octets.

user _name Specifies the user name to delete.

Default

N/A.
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Usage Guidelines

Use this command to delete an existing user.

Use the all-non-defaults keyword to delete all users, except for the default users. The default user
names are: admin, initial, initialmd5, initialsha, initialmd5Priv, initialshaPriv.

Deleting a user will not implicitly remove the related group to user association from the
VACMSecurityToGroupTable. To remove the association, use the following command:

configure snmpv3 delete group {[[hex hex_group_nane] | group_nane]}
user [all-non-defaults | {[[hex hex_user_nane] | user_nane] {sec-model
[snmpvl]snmpv2cusm]}}]

Example

The following command deletes all non-default users:

configure snmpv3 delete user all-non-defaults

The following command deletes the user guest:

configure snmpv3 delete user guest

History

This command was first available in ExtremeX0OS 10.1.

The hex_user_name parameter was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure snmpv3 engine-boots

configure snmpv3 engine-boots (1-2147483647)

Description
Configures the SNMPv3 Engine Boots value.

Syntax Description

(1-2147483647) Specifies the value of engine boots.
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Default
N/A.

Usage Guidelines

Use this command if the Engine Boots value needs to be explicitly configured. Engine Boots and Engine
Time will be reset to zero if the Engine ID is changed. Engine Boots can be set to any desired value but
will latch on its maximum, 2147483647.

Example

The following command configures Engine Boots to 4096:

configure snmpv3 engine-boots 4096

History

This command was first available in ExtremeX0S 10.1.

Platform Availability

This command is available on all platforms.

configure snmpv3 engine-id

configure snmpv3 engine-id hex_engine_id

Decription
Configures the SNMPv3 snmpEnginelD.

Syntax Description

hex_engi ne_id Specifies the colon delimited hex octet that serves as part of the
snmpEnginelD (5-32 octets).

Default
The default snmpEnginelD is the device MAC address.

Usage Guidelines

Use this command if the snmpEnginelD needs to be explicitly configured. The first four octets of the ID
are fixed to 80:00:07:7C,which represents Extreme Networks Vendor ID. Once the snmpEnginelD is
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changed, default users will be reverted back to their original passwords/keys, while non-default users
will be reset to the security level of no authorization, no privacy.

In a chassis, the snmpEnginelD will be generated using the MAC address of the MSM/MM with which
the switch boots first. For MSM/MM hitless failover, the same snmpEnginelD will be propagated to both
of the MSMs/MMs.

Example

The following command configures the snmpEnginelD to be 80:00:07:7C:00:0a:1c:3e:11:

configure snmpv3 engine-id 00:0a:1c:3e:11

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

configure snmpv3 target-addr retry

configure snmpv3 target-addr [[hex hex_addr_nanme] | addr_nane] retry retry_count

Description
Configures SNMPv3 INFORM notification retries.

Syntax Description

hex_addr _name Specifies a address name in hexadecimal format.

addr _nane Specifies the address name in ASCII format.

retry_count Specifies the maximum number of times to resend an SNMPv3 inform.
Default

The retry default is 3.

Usage Guidelines

Use this command to configure the number of times an SNMPv3 INFORM message is to be resent to
the (notification responder) manager when a response has not been received.
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Example

The following command configures a retry count of 5 for the target address Al:

configure snmpv3 target-addr Al retry 5

History

This command was first available in ExtremeXOS 12.5.3.

Platform Availability

This command is available on all platforms.

configure snmpv3 target-addr timeout

configure snmpv3 target-addr [[hex hex_addr_name] | addr_nane] timeout
ti meout _val

Description
Configures the SNMPv3 INFORM notification timeout.

Syntax Description

hex_addr _name Specifies the address name in hexadecimal format.
addr _nanme Specifies the address name in ASCII format.

ti meout _val Specifies the number of seconds.

Default

The timeout value default is 15 seconds.

Usage Guidelines

Use this command to configure how many seconds to wait for a response before resending an SNMPv3
INFORM.

Example

The following command configures a timeout value of 20 seconds for the target address Al:

configure snmpv3 target-addr Al timeout 20
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History

This command was first available in ExtremeX0S 12.5.3.

Platform Availability

This command is available on all platforms.

configure sntp-client

configure sntp-client [primary | secondary] host-nanme-or-ip {vr vr_nane}

Description

Configures an NTP server for the switch to obtain time information.

Syntax Description

primary Specifies a primary server name.

secondary Specifies a secondary server name.

host - nane-or-ip Specifies a host name or IPv4 address or IPv6 address.

vr Specifies use of a virtual router.NOTE: User-created VRs are supported only

on the platforms listed for this feature in the ExtremeXOS Concepts Guide,
Feature License Requirements

vr_name Specifies the name of a virtual router.

Default
N/A.

Usage Guidelines

Queries are first sent to the primary server. If the primary server does not respond within 1 second, or if
it is not synchronized, the switch queries the second server. If the switch cannot obtain the time, it
restarts the query process. Otherwise, the switch waits for the sntp-client update interval before
querying again.

Example

The following command configures a primary NTP server:

configure sntp-client primary 10.1.2.2
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The following command configures the primary NTP server to use the management virtual router
VR-Mgmt:

configure sntp-client primary 10.1.2.2 vr VR-Mgmt

History

This command was first available in ExtremeX0S 10.1.

The vr <vr_name> option was added in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

configure sntp-client update-interval

configure sntp-client update-interval update-interval

Description

Configures the interval between polls for time information from SNTP servers.

Syntax Description

updat e-i nt erval Specifies an interval in seconds.

Default

64 seconds.

Usage Guidelines

None.

Example

The following command configures the interval timer:

configure sntp-client update-interval 30

History

This command was first available in ExtremeX0OS 10.1.
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Platform Availability

This command is available on all platforms.

configure ssh2 access-profile

configure ssh2 access-profile [ access_profile | [[add rule ] [First | [[before |
after] previous_rule]]] | delete rule | none ]

Description

Configures SSH2 to use an ACL policy or ACL rule for access control.

Syntax Description

access_profile Specifies an ACL policy.

add Specifies that an ACL rule is to be added to the Telnet application
rule Specifies an ACL rule

first Specifies that the new rule is to be added before all other rules.
before Specifies that the new rule is to be added before a previous rule.
after Specifies that the new rule is to be added after a previous rule
previous_rule Specifies an existing rule in the application

delete Specifies that one particular rule is to be deleted.

none Specifies that all the rules or a policy file is to be deleted.
Default

N/A.

Usage Guidelines

You must be logged in as administrator to configure SSH2 parameters.

¢ Implement an ACL policy file that permits or denies a specific list of IP addresses and subnet masks
for the SSH2 port. You must create the ACL policy file before you can use this command. If the ACL
policy file does not exist on the switch, the switch returns an error message indicating that the file
does not exist.

In the ACL policy file for SSH2, the “source-address” field is the only supported match condition.
Any other match conditions are ignored.

Use the none option to remove a previously configured ACL.
Policy files can also be configured using the following command:

enable ssh2 {access-profile [<access_profile> | nonel} {port <tcp_port_number>} {vr [<vr_name> |
all | default]}
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e Addan ACL rule to the SSH2 application through this command. Once an ACL is associated with
SSH2, all the packets that reach an SSH2 module are evaluated with this ACL and appropriate action
(permit or deny) is taken, as is done using policy files.

The permit or deny counters are also updated accordingly regardless of whether the ACL is
configured to add counters. To display counter statistics, use the show access-list counters process
ssh2 command.

Only the following match conditions and actions are copied to the client memory. Others that may
be in the rule are not copied.

Match conditions

e Source-address—IPv4 and IPv6

Actions

e Permit
e Deny

When adding a new rule, use the first, before, and after previous_rule parameters to position it within
the existing rules.

If the SSH2 traffic does not match any of the rules, the default behavior is permit. To deny SSH2 traffic
that does not match any of the rules, add a deny all rule at the end or the rule list.

Creating an ACL Policy File

To create an ACL policy file, use the edit policy command. For more information about creating and
implementing ACL policy files, see Policy Manager and ACLs in the ExtremeXOS Concepts Guide.

If you attempt to implement a policy that does not exist on the switch, an error message similar to the

following appears:

Error: Policy /config/MyAccessProfile.pol does not exist on file system

If this occurs, make sure the policy you want to implement exists on the switch. To confirm the policies
on the switch, use the configure snmp add community command. If the policy does not exist, create the
ACL policy file.

Example

The following command applies the ACL MyAccessProfile_2 to SSH2:
configure ssh2 access-profile MyAccessProfile_2

The following command copies the ACL rule, DenyAccess to the SSH2 application in first place:

configure ssh2 access-profile add DenyAccess first
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The following command removes the association of a single rule from the SSH2 application:

configure ssh2 access-profile delete DenyAccess

The following command removes the association of all ACL policies and rules from the SSH2
application:

configure ssh2 access-profile none

History

This command was first available in ExtremeX0S 12.5.

Platform Availability

This command is available on all platforms.

configure telnet access-profile

configure telnet access-profile [ access_profile | [[add rule ] [Ffirst | [[before
| after] previous_rule]]] | delete rule | none ]

Description

Configures Telnet to use an ACL policy or ACL rule for access control.

Syntax Description

access_profile Specifies an ACL policy.

add Specifies that an ACL rule is to be added to the Telnet application.
rule Specifies an ACL rule.

first Specifies that the new rule is to be added before all other rules.
before Specifies that the new rule is to be added before a previous rule.
after Specifies that the new rule is to be added after a previous rule.
previous_rule Specifies an existing rule in the application.

delete Specifies that one particular rule is to be deleted.

none Specifies that all the rules or a policy file is to be deleted.
Default

Telnet is enabled with no ACL policies and uses TCP port 23.
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Usage Guidelines

You must be logged in as administrator to configure Telnet parameters.

You can restrict Telnet access in the following ways:

¢ |Implement an ACL policy file that permits or denies a specific list of IP addresses and subnet masks
for the Telnet port. You must create the ACL policy file before you can use this command. If the ACL
policy file does not exist on the switch, the switch returns an error message indicating that the file
does not exist.

In the ACL policy file for Telnet, the “source-address” field is the only supported match condition.
Any other match conditions are ignored.

Use the none option to remove a previously configured ACL.

e Addan ACL rule to the Telnet application through this command. Once an ACL is associated with
Telnet, all the packets that reach a Telnet module are evaluated with this ACL and appropriate
action (permit or deny) is taken, as is done using policy files.

The permit or deny counters are also updated accordingly regardless of whether the ACL is
configured to add counters. To display counter statistics, use the show access-list counters process
telnet command.

Only the following match conditions and actions are copied to the client memory. Others that may
be in the rule are not copied.

Match conditions
e Source-address—IPv4 and IPv6

Actions

e Permit
e Deny

When adding a new rule, use the first, before, and after previous_rule parameters to position it within
the existing rules.

If the Telnet traffic does not match any of the rules, the default behavior is permit. To deny Telnet
traffic that does not match any of the rules, add a deny all rule at the end or the rule list.

Creating an ACL Policy File

To create an ACL policy file, use the edit policy command. For more information about creating and
implementing ACL policy files, see Policy Manager and ACLs in the ExtremeXOS Concepts Guide.

If you attempt to implement a policy that does not exist on the switch, an error message similar to the
following appears:

Error: Policy /config/MyAccessProfile.pol does not exist on file system
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If this occurs, make sure the policy you want to implement exists on the switch. To confirm the policies
on the switch, use the configure snmp add community command. If the policy does not exist, create the
ACL policy file.

Viewing Telnet Information

To display the status of Telnet, including the current TCP port, the virtual router used to establish a
Telnet session, and whether ACLs are controlling Telnet access, use the following command:

show management

Example

The following command applies the ACL policy MyAccessProfile_2 to Telnet:

configure telnet access-profile MyAccessProfile_2

The following command applies the ACL rule DenyAccess to the Telnet application in the first position
in the list:

configure telnet access-profile add DenyAccess first

The following command removes the association of a single ACL rule from the Telnet application:

configure telnet access-profile delete DenyAccess

The following command removes the association of an ACL policy or all ACL rules from the Telnet
application:

configure telnet access-profile none

History

This command was first available in ExtremeXOS 11.2

Support for ACL rules for Telnet was added in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.

configure telnet port
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configure telnet port [portno | default]

Description

Configures the TCP port used by Telnet for communication.

Syntax Description

portno Specifies a TCP port number. The default is 23. The range is 1 through 65535.
The following TCP port numbers are reserved and cannot be used for Telnet
connections: 22, 80, and 1023.

default Specifies the default Telnet TCP port number. The default is 23.

Default

The switch listens for Telnet connections on Port 23.

Usage Guidelines

You must be logged in as administrator to configure the Telnet port.

The portno range is 1 through 65535. The following TCP port numbers are reserved and cannot be used
for Telnet connections: 22, 80, and 1023. If you attempt to configure a reserved port, the switch displays
an error message similar to the following:

configure telnet port 22
Error: port number is a reserved port

If this occurs, select a port number that is not a reserved port.

The switch accepts IPv6 connections.

Example

The following command changes the port used for Telnet to port 85:

configure telnet port 85

The following command returns the port used for Telnet to the default port of 23:

configure telnet port default

History

This command was first available in ExtremeX0OS 10.1.
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Support for IPv6 connections was added in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

configure telnet vr

configure telnet vr [all | default | vr_nane]

Description

Configures the virtual router used on the switch for listening for Telnet connections.

Syntax Description

all Specifies to use all virtual routers for Telnet connections.

default Specifies to use the default virtual router for Telnet connections. The default
router is VR-Mgmt.

vr_nane Specifies the name of the virtual router to use for Telnet connections.
NOTE: User-created VRs are supported only on the platforms listed for this
feature in the ExtremeXOS Concepts Guide, Feature License
RequirementsDefault

The default is all.

Usage Guidelines

You must be logged in as administrator to configure the virtual router.

The switch accepts IPv6 connections.

If you specify all, the switch listens on all of the available virtual routers for Telnet connections.

The vr_name specifies the name of the virtual router to use for Telnet connections.

If you specify a virtual router name that does not exist, the switch displays an error message similar to

the following:

configure telnet vr vr-ttt
N

%% Invalid input detected at "~" marker.
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Example

The following command configures the switch to listen for and receive Telnet requests on all virtual

routers:

configure telnet vr all

History

This command was first available in ExtremeXOS 11.0.

Support for IPv6 was added in ExtremeXOS 11.2.

Platform Availability

This command is available on all platforms.

configure web http access-profile

configure web http access-profile [[[add rule ] [First | [[before | after]

previous_rule]]] | delete rule | none ]

Description

Configures HTTP to use an ACL rule for access control.

Syntax Description

add Specifies that an ACL rule is to be added to the Telnet application
rul e Specifies an ACL rule

first Specifies that the new rule is to be added before all other rules.
before Specifies that the new rule is to be added before a previous rule.
after Specifies that the new rule is to be added after a previous rule

previ ous_rul e

Specifies an existing rule in the application

delete Specifies that one particular rule is to be deleted.

none Specifies that all the rules or a policy file is to be deleted.
Default

N/A.

Usage Guidelines

You must be logged in as administrator to configure HTTP parameters.
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Use this command to restrict HTTP access by adding an ACL rule to the HTTP application. Once an ACL
is associated with HTTP, all the packets that reach a HTTP module are evaluated with this ACL and
appropriate action (permit or deny) is taken, as is done using policy files.

The permit or deny counters are also updated accordingly regardless of whether the ACL is configured
to add counters. To display counter statistics, use the This command is available on all platforms. http
command.

Only the following match conditions and actions are copied to the client memory. Others that may be
in the rule are not copied.

Match conditions

e Source-address—IPv4 and IPv6

Actions

e Permit
e Deny

When adding a new rule, use the first, before, and after previous_rule parameters to position it within
the existing rules.

If the SNMP traffic does not match any of the rules, the default behavior is permit. To deny SNMP traffic
that does not match any of the rules, add a deny all rule at the end or the rule list.

Example

The following command copies the ACL rule, DenyAccess to the HTTP application in first place:

configure web http access-profile add DenyAccess first

The following command removes the association of the ACL rule DenyAccess from the HTTP
application:

configure web http access-profile delete DenyAccess

The following command removes the association of all ACL rules from the HTTP application:

configure web http access-profile none

History

This command was first available in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.
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create network-clock ptp

create network-clock ptp [boundary | ordinary] {domain donai n_nunber} | end-to-
end-transparent]

Description

Creates PTP clock instance and defines the mode of operation.

Syntax Description

boundary Create the clock instance as a boundary clock.

ordinary Create the clock instance as an ordinary clock.
domain_number PTP domain number (default O, range O to 255).
end-to-end- Create the clock instance as an end-to-end transparent clock.
transparent

Default

The PTP domain number defaults to O for boundary and ordinary clock instances.

Usage Guidelines

Use this command to create a PTP clock instance, and administratively configure the mode of
operation of PTP on this instance. You can provision a boundary or ordinary clock instance to
synchronize the node with another node with the most precise clock. In boundary clock configuration,
the device synchronizes with the grand-master, or another boundary clock, and operates as a master
clock for downstream nodes. In ordinary clock configuration, the device synchronizes with the grand-
master, or another boundary clock, and acts as a slave. The ordinary clock is by default in the slave-only
mode of operation, and does not propagate the clock downstream. The ordinary clock cannot have
more than one clock port.

The end-to-end-transparent clock can be provisioned to correct for the residence delay incurred by
PTP event packets passing through the switch (referred as residence time).

Note

You can create a maximum of two clock instances in the switch—one boundary clock and one

0 end-to-end transparent clock, or one ordinary clock and one end-to-end transparent clock.
The boundary and ordinary clock instances cannot be simultaneously provisioned in the
switch.

After you enable a boundary clock, you cannot create an ordinary clock. However, you can delete the
boundary clock instance and create a new one in order to change the domain number. To create an
ordinary clock instance in the switch that has the boundary clock instance enabled, delete the boundary
clock instance, save the configuration and reboot the switch. After the reboot, you can create and
enable the ordinary clock instance.
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Similarly, to create and enable a boundary clock in a switch that has an ordinary clock enabled, delete
the ordinary clock instance, save the configuration and reboot the switch. After the reboot you can
create and enable a boundary clock.

The following message is displayed when you create the boundary clock instance in a device with no
prior clock instances:

Warning: The ordinary clock cannot be created after enabling the boundary
clock. A delete followed by save and reboot are required to create the
ordinary clock.

After you enable a boundary clock instance, if you delete the instance and try to create an ordinary
clock instance, the above message is displayed as an error, and the ordinary clock instance is not
created.

Example

The following command creates an ordinary clock on domain 5:

create network-clock ptp ordinary domain 5

The following command creates a boundary clock on default domain (domain 0):

create network-clock ptp boundary domain O

The following command creates an end-to-end transparent clock:

create network-clock ptp end-to-end-transparent

History

This command was first available in ExtremeXOS 15.1.

The ordinary clock parameter was added in ExtremeXOS 15.1 Revision 2.

Platform Availability
This command is available on the cell site routers (E4G-200 and E4G-400).

Note
e PTP commands can be used only with the Network Timing feature pack.

create ntp key

create ntp key keyid md5 key_string
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Description

Enables an NTP key for an NTP session.

Syntax Description

keyid Specifies the key ID as a value from 1to 65534.

key_string Specifies an alphanumeric key string, from 5 to 32 numbers or characters, or a
combination of both.

Default
N/A.

Usage Guidelines
N/A.

Example

The following command enables an NTP key using RSA Data Security, Inc. MD5 Message-Digest
Algorithm encryption on the switch:

enable ntp key 1 md5 oklahoma

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

create snmp trap

create snmp trap severity severity event Event Nane nsg

Description

Creates and sends an SNMP trap containing the information defined in the command.
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Syntax Description

severity Specifies one of the eight severity levels defined in the ExtremeXOS software.
Enter one of the following values: critical, error, warning, notice, info, debug-
summary, debug-verbose, debug-data.

Event Nare Specifies the event name. Enter a name using alphanumeric characters.
neg Specifies a message. Enter the message using alphanumeric characters.
Default

N/A.

Usage Guidelines

None.

Example

The following example sends a trap of severity info for event AAA with the message user XYZ logged
in:

create snmp trap severity info event AAA "user XYZ logged in"

History

This command was first available in ExtremeXOS 12.4.

Platform Availability

This command is available on all platforms.

delete network-clock ptp

delete network-clock ptp [boundary | ordinary | end-to-end-transparent]

Description

Delete a PTP clock instance.

Syntax Description

boundary Delete the boundary clock instance.

ordinary Delete the ordinary clock instance.

end-to-end-transparent Delete the End-to-End transparent clock instance.
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Usage Guidelines

Use this command to delete a PTP boundary, ordinary, or end-to-end transparent clock instance. We
recommend that you delete the ordinary or boundary clock instance before you delete the end-to-end
transparent clock instance.

Example

The following commands delete an ordinary clock, boundary clock and end-to-end transparent clock:

delete network-clock ptp ordinary
delete network-clock ptp boundary
delete network-clock ptp end-to-end-transparent

History

This command was first available in ExtremeXOS 15.1.

The ordinary clock parameter was added in ExtremeX0S 15.1 Revision 2.

Platform Availability
This command is available on the cell site routers (E4G-200 and E4G-400).

Note
‘ PTP commands can be used only with the Network Timing feature pack.

delete ntp key

delete ntp key [keyid | all]

Description

Deletes an NTP key; it cannot be used for outgoing or incoming NTP sessions.

Syntax Description

keyid Specifies the key ID as a value from 1to 65534.
all Deletes all keys.

Default

N/A.
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Usage Guidelines
N/A.

Example

The following command deletes NTP key 5 on the switch:

delete ntp key 5

The following command deletes all NTP keys on the switch:

delete ntp key all

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

disable auto-provision

disable auto-provision

Description

Disables the auto provision capability.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

Use this command to disable the auto provision capability.

To display the status of auto provision on the switch, use the show auto-provision command.
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Example

The following command disables the auto provision capability:

disable auto-provision

The following message is displayed:

X450a-24t.12 # disable auto-provision
This setting will take effect at the next reboot of this switch.

History

This command was first available in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.

disable cdp ports

disable cdp ports [port_list | all]

Description
Disables CDP on a port.

Syntax Description

port_list Specifies the list of ports to disable CDP on.
all Specifies that you disable CDP on all ports.
Default

Enabled.

Usage Guidelines
Example

The following command disables CDP on all ports on the switch:

disable cdp ports all
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History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on all platforms.

disable dhcp vlan

disable dhcp vlan [vlan_narme | all]

Description

Disables the generation and processing of DHCP packets on a VLAN to obtain an IP address for the
VLAN from a DHCP server.

Syntax Description

vl an_nane Specifies a VLAN name.
all Specifies all VLANs
Default

Disabled for all VLANS.

Usage Guidelines

None.

Example

The following command disables the generation and processing of DHCP packets on a VLAN named
accounting:

disable dhcp vlan accounting

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.
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disable network-clock ptp

disable network-clock ptp [boundary | ordinary] {{vlan} vl an_nane}

Description

Disable PTP on a particular clock instance, or on a specified vlan port (clock port) of the clock instance.

Syntax Description

boundary Boundary clock instance.
ordinary Ordinary clock instance.
vlan_name vlan name.

Default

PTP is disabled by default on a clock instance.

Usage Guidelines

Use this command to disable PTP on a clock instance.

Example

The following example disables the ordinary clock:

disable network-clock ptp ordinary

The following example disables the clock port Ipbk-transit on the boundary clock:

disable network-clock ptp boundary vlan lIpbk-transit

History

This command was first available in ExtremeXOS 15.1.

Platform Availability
This command is available on the cell site routers (E4G-200 and E4G-400).

Note
‘ PTP commands can be used only with the Network Timing feature pack.
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disable network-clock ptp boundary unicast-negotiation

disable network-clock ptp [boundary | ordinary] unicast-negotiation {vlan}
vl an_nane

Description

Disable unicast negotiation property in the specified clock port. The unicast negotiation disabled clock
port rejects the unicast signaling requests from other clock slaves.

Syntax Description

boundary Boundary clock.
ordinary Ordinary clock.
vlan_name VLAN name.
all All VLANS.
Default

N/A.

Usage Guidelines

The unicast negotiation feature is currently unsupported, and this command is retained to provide
configuration compatibility to previous releases.

Example

Example output not yet available and will be provided in a future release.

History

This command was first available in ExtremeXOS 15.1.

Platform Availability
This command is available on the cell site routers (E4G-200 and E4G-400).

Note
‘ PTP commands can be used only with the Network Timing feature pack.

disable ntp broadcast-server

disable ntp {vlan} vl an- nane broadcast-server
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Description

Prevents NTP from sending broadcast messages to a VLAN.

Syntax Description

vl an- nane Specifies the name of a particular VLAN.

Default
NTP does not send broadcast messages to a VLAN by default.

Usage Guidelines
N/A.

Example
The following command prevents NTP from sending broadcast messages to a VLAN called

“Northwest”:

disable ntp vlan Northwest broadcast-server

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

disable snmp access

disable snmp access {snmp-vlv2c | snmpv3}

Description
Selectively disables SNMP on the switch.

Syntax Description

snmp-vilv2c Specifies SNMPv1/v2c access only.

snmpv3 Specifies SNMPv3 access only.
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Default
Enabled.

Usage Guidelines

Disabling SNMP access does not affect the SNMP configuration (for example, community strings).
However, if you disable SNMP access, you will be unable to access the switch using SNMP.

This command allows you to disable either all SNMP access, v1/v2c access only, or v3 access only.

To allow access, use the following command:

enable snmp access {snmp-vlv2c | snmpv3}

Example

The following command disables all SNMP access on the switch:

disable snmp access

History

This command was first available in ExtremeX0OS 10.1.

SNMPv3 was added to ExtremeXOS 12.2. It was also included in ExtremeXOS 11.6.4 and 12.1.2.

Platform Availability

This command is available on all platforms.

disable snmp access vr

disable snmp access vr [vr_nanme | all]

Description

Selectively disables SNMP access on virtual routers.

Syntax Description

Vr_nane Specifies the virtual router name.

all Specifies all virtual routers.
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Default

Enabled on all virtual routers.

Usage Guidelines

Use this command to disable SNMP access on any or all virtual routers.

When SNMP access is disabled on a virtual router, the incoming SNMP request is dropped and an EMS
message is logged.

To enable SNMP access on virtual routers use the enable snmp access vr command.

To display the SNMP configuration and statistics on a specified virtual router, use the show snmp
Vr_name command.

Example

The following command disables SNMP access on the virtual router vr-finance:

disable snmp access vr vr-finance

History

This command was first available in ExtremeXOS 12.4.2.

Platform Availability

This command is available on all platforms.

disable snmp community

disable snmp community al phanumeric-community-string

Description

Disables SNMP community strings on the switch.

Syntax Description

al phanumeri c- communi ty-  Specifies the SNMP community string name.
string

Default
N/A.
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Usage Guidelines

This command allows the administrator to disable an snmp community. It sets the rowStatus of the
community to NotInService. When disabled, SNMP access to the switch using the designated

community is not allowed.

Example

The following command disables the community string named extreme:

disable snmp community extreme

History

This command was first available in ExtremeX0OS 12.1.

Platform Availability

This command is available on all platforms.

disable snmp traps

disable snmp traps

Description

Prevents SNMP traps from being sent from the switch.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

This command does not clear the SNMP trap receivers that have been configured. The command
prevents SNMP traps from being sent from the switch even if trap receivers are configured.

To view if SNMP traps are being sent from the switch, use the show management command. The show
management command displays information about the switch including the enabled/disabled state of

SNMP traps being sent.
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Example

The following command prevents SNMP traps from being sent from the switch to the trap receivers:

disable snmp traps

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

disable snmpv3

disable snmpv3 [default-group | default-user]

Description

Selectively disables SNMPv3 default-group or default-user access on the switch.

Syntax Description

default-group Specifies SNMPv3 default-group.
default-user Specifies SNMPv3 default-user.
Default

Enabled.

Usage Guidelines

This command is used to disable SNMPv3 default-group or default-user access.

Disabling SNMPv3 default-group access removes access to default-users and user-created users who
are part of the default-group. The user-created authenticated SNMPv3 users (who are part of a user-
created group) are able to access the switch. By disabling default-users access, the end-user is not able
to access the switch/MIBs using SNMPv3 default-user.

The default groups are: admin, initial, viv2c_ro, viv2c_rw.

The default users are: admin, initial, initialmd>5, initialsha, initialmd5Priv, initialshaPriv.
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Example

The following command disables the default group on the switch:

disable snmp default-group

History

This command was available in ExtremeX0OS 12.2.

It was also included in ExtremeXOS 11.6.4 and ExtremeX0S 12.1.2.

Platform Availability

This command is available on all platforms.

disable sntp-client

disable sntp-client

Description
Disables the SNTP client.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

SNTP can be used by the switch to update and synchronize its internal clock from a Network Time
Protocol (NTP) server. After the SNTP client has been enabled, the switch sends out a periodic query to
the indicated NTP server, or the switch listens to broadcast NTP updates. In addition, the switch
supports the configured setting for Greenwich Mean Time (GMT) offset and the use of Daylight Savings
Time (DST).

Example

The following command disables the SNTP client:

disable sntp-client
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History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

disable telnet

disable telnet

Description

Disables external Telnet services on the system.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

You must be logged in as an administrator to enable or disable Telnet.

Note

Lg Telnet sessions between MSMs/MMs or the nodes of a stack are not affected by this
— command.

Example

With administrator privilege, the following command disables external Telnet services on the switch:

disable telnet

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.
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disable watchdog

disable watchdog

Description

Disables the system watchdog timer.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

The watchdog timer monitors the health of the switch hardware and software events. For example, the
watchdog timer reboots the switch if the system cannot reset the watchdog timer. This can be caused
by a long CPU processing loop, any unhandled exception, or a hardware problem with the
communication channel to the watchdog. In most cases, if the watchdog timer expires, the switch
captures the current CPU status and posts it to the console and the system log. In some cases, if the
problem is so severe that the switch is unable to perform any action, the switch reboots without
logging any system status information prior to reboot.

This command takes affect immediately.
The watchdog settings are saved in the configuration file.

To display the watchdog state of your system, use the show switch command.

Example

The following command disables the watchdog timer:

disable watchdog

History

This command was first available in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.
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enable auto-provision

enable auto-provision

Description

Enables the auto provision capability.

Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

Use this command to enable the switch to obtain the IP address, gateway and config file via DHCP.
Following is the mandatory DHCP option configuration used for auto provision to work:
Standard Option:

IP address

Subnet mask

Gateway

Option 60:

Vendor identifier option

Option 43:

TFTP server 1P address

Configuration file name

Optional DHCP option
SNMP trap receiver IP address

To display the status of auto provision on the switch, use the show auto-provision command.

Example

The following command enables the auto provision capability:

enable auto-provision

The following message is displayed:

X450a-24t.12 # enable auto-provision
This setting will take effect at the next reboot of this switch.
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History

This command was first available in ExtremeXOS 12.5.

Platform Availability

This command is available on all platforms.

disable ntp

disable ntp

Description
Disables NTP globally on the switch.

Syntax Description
N/A.

Default
NTP is disabled by default.

Usage Guidelines
N/A.

Example

The following command disables NTP globally on the switch:

disable ntp

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

disable ntp authentication

disable ntp authentication
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Description

Disables NTP authentication globally on the switch.

Syntax Description
N/A.

Default
NTP authentication is disabled by default.

Usage Guidelines

If authentication is disabled, NTP will not use any authentication mechanism to a server or from clients.
To use authentication for a specific server, enable NTP authentication globally and then configure an
RSA Data Security, Inc. MD5 Message-Digest Algorithm key index for the specific server.

Example

The following command disables NTP authentication globally on the switch:

disable ntp authentication

History

This command was first available in ExtremeX0OS 12.7.

Platform Availability

This command is available on all platforms.

disable ntp broadcast-client

disable ntp broadcast-client

Description

Disables an NTP broadcast client on the switch.

Syntax Description
N/A.
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Default
An NTP broadcast client is enabled by default.

Usage Guidelines

If the broadcast client function is enabled, the system can receive broadcast-based NTP messages and

process them only if a VLAN is enabled for NTP and the VLAN is active.

Example

The following command disables an NTP broadcast client on the switch:

disable ntp broadcast client

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

disable ntp broadcast-server

disable ntp {vlan} vl an- nane broadcast-server

Description

Prevents NTP from sending broadcast messages to a VLAN.

Syntax Description

vl an- nane Specifies the name of a particular VLAN.

Default
NTP does not send broadcast messages to a VLAN by default.

Usage Guidelines
N/A.
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Example

The following command prevents NTP from sending broadcast messages to a VLAN called
“Northwest”:

disable ntp vlan Northwest broadcast-server

History

This command was first available in ExtremeX0OS 12.7.

Platform Availability

This command is available on all platforms.

disable ntp vian

disable ntp [{vlan} vl an-nane | all]

Description
Disables NTP on a VLAN.

Syntax Description

disable Disables NTP on a VLAN.

vl an- nane Specifies the name of a particular VLAN on which to enable or disable NTP.
all Enables or disables NTP on all VLANSs.

Default

NTP is disabled on all VLANs by default.

Usage Guidelines
N/A.

Example

The following command disables NTP on all VLANS:

disable ntp vlan all
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History

This command was first available in ExtremeX0OS 12.7.

Platform Availability

This command is available on all platforms.

enable cdp ports

enable cdp ports [port_list | all]

Description
Enables CDP on a port.

Syntax Description

port_list Specifies the list of ports to enable CDP on.
all Specifies that you enable CDP on all ports.
Default

Enabled.

Usage Guidelines
Example

The following command enables CDP on all ports on the switch:

enable cdp ports all

History

This command was first available in ExtremeXOS 15.4.

Platform Availability

This command is available on all platforms.

enable dhcp vian

enable dhcp vlan [vlan_name | all]
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Description

Enables the generation and processing of DHCP packets on a VLAN to obtain an IP address for the
VLAN from a DHCP server.

Syntax Description

vl an_nane Specifies a VLAN name.
all Specifies all VLANSs.
Default

Disabled for all VLANS.

Usage Guidelines

None.

Example

The following command enables the generation and processing of DHCP packets on a VLAN named
accounting:

enable dhcp vlan accounting

History

This command was first available in ExtremeX0S 10.1.

Platform Availability

This command is available on all platforms.

enable network-clock ptp

enable network-clock ptp [boundary | ordinary] {{vlan} vl an_nane}

Description

Enable PTP on a particular clock instance, or on a specified vlan port (clock port) of the clock instance.
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Syntax Description

boundary Boundary clock instance.
ordinary Ordinary clock instance.
vlan_name vlan name.

Default

PTP is disabled by default on a clock instance.

Usage Guidelines

Use this command to enable PTP on the clock instance or on the specified VLAN (clock port).

Example

enable network-clock ptp boundary
enable network-clock ptp ordinary

History

This command was first available in ExtremeXOS 15.1.

Platform Availability
This command is available on the cell site routers (E4G-200 and E4G-400).

Note
‘ PTP commands can be used only with the Network Timing feature pack.

enable network-clock ptp unicast-negotiation

enable network-clock ptp [boundary | ordinary] unicast-negotiation {vlan}
vl an_nane]

Description

Enable unicast negotiation property in the specified clock port. The unicast negotiation enabled clock
port responds to the unicast signaling requests from other clock slaves.
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Syntax Description

boundary Boundary clock.
ordinary Ordinary clock.
vlan_name VLAN name.
Default

N/A.

Usage Guidelines

The unicast negotiation feature is currently not supported, and this command is retained to provide
configuration compatibility to previous releases.

Example

Example output not yet available and will be provided in a future release.

History

This command was first available in ExtremeXOS 15.1.

Platform Availability
This command is available on the cell site routers (E4G-200 and E4G-400).

Note
fi PTP commands can be used only with the Network Timing feature pack.

enable network-clock ptp end-to-end transparent

[enable] network-clock ptp end-to-end-transparent ports port_|i st

Description

Enable PTP end-to-end-transparent clock functionality (I-step PHY timestamp) on the ports.

Syntax Description

port_list List of physical ports.

Default
N/A.
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Usage Guidelines

See Description.

Example

The following example enables end-to-end transparent clock on the front panel ports 1-3:

enable network-clock ptp end-to-end-transparent ports 1-3

History

This command was first available in ExtremeXOS 15.1.

Platform Availability
This command is available on the cell site routers (E4G-200 and E4G-400).

Note
L‘ j PTP commands can be used only with the Network Timing feature pack.

enable snmp access

enable snmp access {snmp-vlv2c | snmpv3}

Description

Selectively enables SNMP access on the switch.

Syntax Description

snmp-vlv2c Specifies SNMPV1/v2c access only.
snmpv3 Specifies SNMPv3 access only.
Default

Enabled.

Usage Guidelines

To have access to the SNMP agent residing in the switch, at least one VLAN must have an IP address
assigned to it.
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Any network manager running SNMP can manage the switch for v1/v2c/v3, provided the MIB is
installed correctly on the management station. Each network manager provides its own user interface
to the management facilities.

For SNMPv3, additional security keys are used to control access, so an SNMPv3 manager is required for
this type of access.

This command allows you to enable either all SNMP access, no SNMP access, v1/v2c access only, or v3
access only.

To prevent any SNMP access, use the following command :

disable snmp access {snmp-vlv2c | snmpv3}

ExtremeXOS 11.2 introduced the concept of safe defaults mode. Safe defaults mode runs an interactive
script that allows you to enable or disable SNMP, Telnet, and switch ports. When you set up your switch
for the first time, you must connect to the console port to access the switch. After logging in to the
switch, you enter safe defaults mode. Although SNMP, Telnet, and switch ports are enabled by default,
the script prompts you to confirm those settings.

If you choose to keep the default setting for SNMP—the default setting is enabled—the switch returns

the following interactive script:

Since you have chosen less secure management methods, please remember to
increase the security of your network by taking the following actions:

* change your admin password

* change your SNMP public and private strings

* consider using SNMPv3 to secure network management traffic

In addition, you can return to safe defaults mode by issuing the following command:

configure safe-default-script

If you return to safe defaults mode, you must answer the questions presented during the interactive
script.

For more detailed information about safe defaults mode, see This switch currently has all management
methods enabled for convenience reasons. in the ExtremeXOS Concepts Guide.

Example

The following command enables all SNMP access for the switch:

enable snmp access
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History

This command was first available in ExtremeX0OS 10.1.

SNMPv3 was added to ExtremeXOS 12.2. It was also included in ExtremeXOS 11.6.4 and 12.1.2.

Platform Availability

This command is available on all platforms.

enable snmp access vr

enable snmp access vr [vr_nane | all]

Description

Selectively enables SNMP access on virtual routers.

Syntax Description

vr_nane Specifies the virtual router name.
all Specifies all virtual routers.
Default

Enabled on all virtual routers.

Usage Guidelines

Use this command to enable SNMP access on any or all virtual routers.
To disable SNMP access on virtual routers, use the disable snmp access vr command.

To display the SNMP configuration and statistics on a specified virtual router, use the show snmp
vr_name command.

Example

The following command enables SNMP access on the virtual router vr-finance:

enable snmp access vr vr-finance

History

This command was first available in ExtremeX0S 12.4.2.
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Platform Availability

This command is available on all platforms.

enable snmp community

enable snmp community al phanumneric-comunity-string

Description

Enables SNMP community strings.

Syntax Description

al phanuneri c-comuni ty-  Specifies the SNMP community string name.
string

Default
N/A.

Usage Guidelines

This command allows the administrator to enable an snmp community that has been disabled. It sets
the rowStatus of the community to Active.

Example

The following command enables the community string named extreme:

enable snmp community extreme

History

This command was first available in ExtremeX0OS 12.1.

Platform Availability

This command is available on all platforms.

enable snmp traps

enable snmp traps
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Description
Turns on SNMP trap support.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

An authorized trap receiver can be one or more network management stations on your network. The
switch sends SNMP traps to all trap receivers.

To view if SNMP traps are being sent from the switch, use the show management command. The show
management command displays information about the switch including the enabled/disabled state of
SNMP traps being sent.

Example

The following command enables SNMP trap support on the switch:

enable snmp traps

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

enable snmpv3

enable snmpv3 [default-group | default-user]

Description

Selectively enables SNMPv3 default-group or default-user access on the switch.
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Syntax Description

default-group Specifies SNMPv3 default-group.
default-user Specifies SNMPv3 default-user.
Default

Enabled.

Usage Guidelines

This command is used to enable SNMPv3 default-group or default-user access.

Enabling SNMPv3 default-group access activates the access to an SNMPv3 default-group and the user-
created SNMPv3-user part of default-group. Enabling the SNMPv3 default-user access allows an end
user to access the MIBs using SNMPv3 default-user. This command throws an error if the SNMPv3
access is disabled on the switch.

The default groups are: admin, initial, viv2c_ro, viv2c_rw.

The default users are: admin, initial, initialmd5, initialsha, initialmd5Priv, initialshaPriv.

Example

The following command enables the default users on the switch:

enable snmp default-user

History

This command was available in ExtremeXOS 12.2.

It was also included in ExtremeXOS 11.6.4 and ExtremeXOS 12.1.2.

Platform Availability

This command is available on all platforms.

enable sntp-client

enable sntp-client

Description
Enables the SNTP client.
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Syntax Description

This command has no arguments or variables.

Default
N/A.

Usage Guidelines

SNTP can be used by the switch to update and synchronize its internal clock from a Network Time
Protocol (NTP) server. After the SNTP client has been enabled, the switch sends out a periodic query to
the indicated NTP server, or the switch listens to broadcast NTP updates. In addition, the switch
supports the configured setting for Greenwich Mean Time (GMT) offset and the use of Daylight Savings
Time (DST).

Example

The following command enables the SNTP client:

enable sntp-client

History

This command was first available in ExtremeX0OS 10.1.

Platform Availability

This command is available on all platforms.

enable telnet

enable telnet

Description

Enables external Telnet services on the system.

Syntax Description

This command has no arguments or variables.

Default
Enabled.
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Usage Guidelines

You must be logged in as an administrator to enable or disable Telnet.

ExtremeXOS 11.2 introduces the concept of safe defaults mode. Safe defaults mode runs an interactive
script that allows you to enable or disable SNMP, Telnet, and switch ports. When you set up your switch
for the first time, you must connect to the console port to access the switch. After logging in to the
switch, you enter safe defaults mode. Although SNMP, Telnet, and switch ports are enabled by default,
the script prompts you to confirm those settings.

If you choose to keep the default setting for Telnet—the default setting is enabled—the switch returns

the following interactive script:

Since you have chosen less secure management methods, please remember to
increase the security of your network by taking the following actions:

* change your admin password

* change your SNMP public and private strings

* consider using SNMPv3 to secure network management traffic

In addition, you can return to safe defaults mode by issuing the following command:

configure safe-default-script

If you return to safe defaults mode, you must answer the questions presented during the interactive
script.

For more detailed information about safe defaults mode, see Use Safe Defaults Mode in the
ExtremeXOS Concepts Guide.

Example

With administrator privilege, the following command enables Telnet services on the switch:

enable telnet

History

This command was first available in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

enable watchdog

enable watchdog
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Description

Enables the system watchdog timer.

Syntax Description

This command has no arguments or variables.

Default
Enabled.

Usage Guidelines

The watchdog timer monitors the health of the switch hardware and software events. For example, the
watchdog timer reboots the switch if the system cannot reset the watchdog timer. This is caused by a
long CPU processing loop, any unhandled exception, or a hardware problem with the communication
channel to the watchdog. In most cases, if the watchdog timer expires, the switch captures the current
CPU status and posts it to the console and the system log. In some cases, if the problem is so severe
that the switch is unable to perform any action, the switch reboots without logging any system status
information prior to reboot.

This command takes affect immediately.
The watchdog settings are saved in the configuration file.

To display the watchdog state of your system, use the show switch command.

Example

The following command enables the watchdog timer:

enable watchdog

History

This command was first available in ExtremeXOS 11.0.

Platform Availability

This command is available on all platforms.

enable ntp

enable ntp
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Description

Enables NTP globally on the switch.

Syntax Description
N/A.

Default
NTP is disabled by default.

Usage Guidelines
N/A.

Example

The following command enables NTP globally on the switch:

enable ntp

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

enable ntp authentication

enable ntp authentication

Description

Enables NTP authentication globally on the switch.

Syntax Description
N/A.

Default
NTP authentication is disabled by default.
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Usage Guidelines

If authentication is disabled, NTP will not use any authentication mechanism to a server or from clients.
To use authentication for a specific server, enable NTP authentication globally and then configure an
RSA Data Security, Inc. MD5 Message-Digest Algorithm key index for the specific server.

Example

The following command enables NTP authentication globally on the switch:

enable ntp authentication

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

enable ntp broadcast-client

enable ntp broadcast-client

Description

Enables an NTP broadcast client on the switch.

Syntax Description
N/A.

Default
An NTP broadcast client is enabled by default.

Usage Guidelines

If the broadcast client function is enabled, the system can receive broadcast-based NTP messages and
process them only if a VLAN is enabled for NTP and the VLAN is active.
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Example

The following command enables an NTP broadcast client on the switch:

enable ntp broadcast client

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.

enable ntp broadcast-server

enable ntp {vlan} vl an- name broadcast-server {key keyi d}

Description

Enables NTP to send broadcast messages with or without a key to a VLAN.

Syntax Description

vl an- nane Specifies the name of a particular VLAN on which to enable or disable NTP.
keyid Specifies the key ID as a value from 1to 65534.
Default

An NTP broadcast server is enabled by default.

Usage Guidelines

For the broadcast server function to work correctly, configure a VLAN to forward broadcast packets by
using the enable ipforwarding broadcast <vlan-name> command. All broadcast clients will receive
clock information from the broadcasted clock messages.

Example

The following command enables an NTP broadcast server on the switch:

enable ntp vlan toSW3 broadcast-server key 100
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History

This command was first available in ExtremeX0OS 12.7.

Platform Availability

This command is available on all platforms.

enable ntp vlan

enable ntp [{vlan} vl an-nanme | all]

Description
Enables NTP on a VLAN.

Syntax Description

enable Enables NTP on a VLAN.

vl an- nane Specifies the name of a particular VLAN on which to enable or disable NTP.
all Enables or disables NTP on all VLANS.

Default

NTP is disabled on all VLANs by default.

Usage Guidelines
N/A.

Example

The following command enables NTP on a VLAN named “Southwest”:

enable ntp vlan Southwest

History

This command was first available in ExtremeX0S 12.7.

Platform Availability

This command is available on all platforms.
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exit
exit
Description
Logs out the session of a current 