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4.3.44 show ip rip redistribute .....ccvvvevieeee e 4-36
4.3.45 SNOW QP VI oo e e e 4-36
4.3.46 tIMEIS DASIC ..vveiiiiie e 4-36
N oy V=T £~ [0 o B PSP R PP PP 4-37
@ 1] = PSSR 4-37
4.4.1 area authentiCation ... 4-37
4.4.2 area default-CoST ..o 4-38
4. 4.3 area filter-liSt.. ... 4-38
e Y- W ST DTN 4-39
T == B = o o 1 SRR 4-39
A.4.6 @rEa STUD ...oeiii e 4-40
447 area VIrtual-link ... 4-40
4.4.8 auto-cost reference-bandwidth ..o, 4-41
4.4.9 compatible rfCLE83......co i 4-42
4.4.10 clear ip OSPf PrOCESS covviiii i 4-42
4.4.11 debug OSPTf EVENTS...coii i 4-42
4.4.12 debug OSPTifSM v ———— 4-42
4.4.13 debUg OSPT IS ..uuuiiiiiiiiiiie e 4-43
4.4.14 debug OSPTf NFSM wueiiiiiiiiie e 4-43
4.4.15 debug OSSP NSM ceeeiiii e 4-43
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4.4.16 debug OSPT PACKEL ..oveeiiiieee e 4-43
4.4.17 debug OSPF rOULE .....eeiii e 4-44
4.4.18 debug ospf redistribute message send..........cccocceveeeeeiiiicciiieeeeenn, 4-44
4.4.19 debug ospf redistribute route reCeIVe ......cccceevvveciiieeeeiiiee e, 4-44
4.4.20 default-information originate.........ccceeiiiiiiiiiiii e 4-45
4.4.21 default-MEetriC ..o 4-45
o 11 =1 Y of = SR T PP 4-46
A4.4.23 diSTIDULE-TIST .eeiiii e 4-46
A28 FIEI-POLICY oot 4-47
A.4.25 NOSE @IB@ .eevieiiiiiiiee ettt an s 4-47
4.4.26 ip ospf authentication.........cccccvvee e 4-48
4.4.27 ip ospf authentication-KeY ...........cooccviiieiiiiee e 4-48
4. 4.28 0P OSSP COST it 4-49
4.4.29 ip ospf database-filter........ccocceeee i 4-49
4.4.30 ip ospf dead-interval........cccoeeeiiiiici e 4-49
4431 ip ospfdisable @ll ..o 4-50
4.4.32 ip ospf hello-interval ... 4-50
4.4.33 ip ospf message-digesSt-KeY.......ccccoivviurrimiiieie e 4-51
N T o T 0 1= o ) 0 L PR 4-51
4.4.35 0P OSPT MEU-IGNOTE i e 4-52
4.4.36 0P OSPF NEIWOTK...uuiiiiiiiiiiiiee e e e e e e 4-52
O AT o T 0 1= o o] o1 1 1R 4-52
4.4.38 ip ospf retransmit-interval..........ccccooociiiiiii e 4-53
4.4.39 ip ospf transmit-delay........cccovuiieiieiieie e 4-53
B4 4D KBY ettt ettt ettt he et eane e te e ree et e e neeeneeens 4-54
O R =YK o] 0 = U1 o [P 4-54
4.4.42 log-adjacency-changes detail.........cccccceeeeeeiiiiiciiiiie e 4-54
4.4.43 Max-CONCUITENE-AA ...ccoiiiiiiiiiiiiii e 4-55
A A48 NEIGNDOT i 4-55
A4 A5 NEIWOTK @I 8 ...eeiiiiii i ettt ettt et e e e saeeee s 4-56
4.4.46 OSPT ADIr-tYPE e ————— 4-56
Ny o 1= o) B o 10 1 (=] o [P S 4-57
4.4.48 OVerflow database.........ooouieiiiiiiiiiie e 4-57
4.4.49 overflow database external.........ccoocii i 4-57
4.4.50 pasSIiVe-INTEITACE......c.ccci i 4-58
A 451 rediSTIDULE e 4-58
4.4.52 redistribute OSPT .. ————- 4-59
44,53 rOULEr OSPT oo 4-59
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4. 4.54 SNOW 1P OSPT oot 4-60
4.4.55 show ip 0Spf bOrder-routers ... 4-61
4.4.56 show ip 0Spf database ........occcceiiiiiiiiiii e 4-61
4.4.57 Show ip OSPfiNterface ..o 4-62
4.4.58 show ip 0spf NeighbDOr ... 4-63
4.4.59 show ip 0spf redisStribDUte ........cceeiii i 4-64
4.4.60 SNOW P OSPTF FOULE ..eviiiiiieie e 4-64
4.4.61 show ip ospf virtual-linKsS ... 4-65
4.4.62 show ip route process-detail ........cccoeiiiiiiiiiiiiiiin e 4-65
4.4.63 show ip route vrf process-detail ........cocceiiiiiiiiiiiii e, 4-66
4.4.64 SNOW P PrOtOCOIS coiviei i 4-66
4.4.65 SUMMArY-a00IESS .ooiieiiiiieiieeeee e e e e e e e s eeeeeee s 4-67
44,66 tIMEIS SPT oot 4-67
A5 BGP ..ottt nte et e e reeereenreeens 4-68
4.5.1 address-family .....ccooiiicee e 4-68
4.5.2 ag0regate-addreSS ....cccciiiiicc e s e e 4-68
4.5.3 bgp aggregate-nexthop-check ........ccccevvveevii e, 4-69
4.5.4 bgp always-COMPAre-MEd........ccuiereeiiiiiiiiinreeeeeeesrererreeeseessneernneeees 4-69
4.5.5bgp asnotation asdot..........coociiiiiiie e 4-70
4.5.6 bgp bestpath as-path ignore........cccooc e 4-70
4.5.7 bgp bestpath compare-confed-aspath .........ccccovvveeeeiiiieeeeee, 4-71
4.5.8 bgp bestpath compare-routerid .........ccccceeeeeviiiiiieeeee e, 4-71
4.5.9 bgp bestpath Med ... 4-71
4.5.10 bgp client-to-client reflection..........cccccoocvieei i, 4-72
TNt I o Yo o I o LU 1= €= o PP 4-72
4.5.12 bgp confederation identifier ..........ccccooiiiiiee s, 4-73
4.5.13 bgp confederation PEEIS ......cccuviiiieeiei e 4-73
TN I 3 o T o I = 1 4 =T 1o Yo SRS 4-73
4515 bgp default......cc.ciiee e ———— 4-74
4.5.16 bgp deterministiC-Med .........eeei i 4-74
4.5.17 bgp enforCe-firSt-as ......ccveiiiiiiiiiiee e 4-75
4.5.18 bgp fast-external-failloVer .........ccccvee e 4-75
4.5.19 bgp inbound-route-filter ... 4-75
4.5.20 bgp inbound-MaxX-rOULtE-NUM ........ccceiiiriiieeeeeeesccesieieee e e e s srrrreeeeeee e 4-76
4.5.21 bgp log-neighbor-Changes......ccccccoo v 4-76
4.5.22 bgp network import-ChecCK .........ueeviieiiiiee e, 4-76
4.5.23 bgp rfcLl771-path-SeleCt.......cccvvviieeeeiiiecee e 4-77
Y2 % o To | o JN o (o A 3 1 o USSR 4-77
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YA o To | o I o 10 1 (=T T PP 4-77
4.5.26 DOP SCAN-TIME..eiiiiiiiiiiiiii e e e 4-78
A.5.27 ClEar IP DOP c oo 4-78
4.5.28 clear ip bgp dampening.......coociiiiiiciee e 4-78
4.5.29 clear ip bgp flap-StatiStiCS.....ccveiiiiiiiii e 4-79
4.5.30 deDUG DOP coiiiiie 4-79
4.5.31 debug bgp redistribute message send..........ccccoiiiieiiiiiiini e 4-79
4.5.32 debug bgp redistribute route receive .........cccooceiiiiiiiiic 4-80
R 1 o [ 1] = 1o Y of =TT PRSP 4-80
4.5.34 diStANCe DOP «uveeiiiiiiee e 4-80
4.5.35 exit-address-family ... 4-81
T TSI 1] o X o 4 =Y o P 4-81
4.5.37 ip as-path acCesSS-liSt......cooiiiiiieeie e 4-82
4.5.38 1P COMMUNILY-TIST .ovoeiiiiiee e 4-82
4.5.390ip extcommuNity-liSt......cooviiiiii i 4-83
4.5.40 Neighbor aCtiVate .......ccccciiiiiiee e e 4-83
4.5.41 neighbor advertisement-interval ............cccccceee e, 4-84
4.5.42 neighbor alloWas-iN .......ccuueviiiiie e 4-84
4.5.43 neighbor as-0Verride ..o 4-85
4.5.44 neighbor attribute-unchanged..........cccooovviee i, 4-85
4.5.45 neighbor capability .......cccoveiiiicee e 4-86
4.5.46 neighbor capability orf prefix-list.........ccccooiiiiiiiii e, 4-86
4.5.47 neighbor collide-established ..............cccciiiiii e, 4-87
4.5.48 neighbor default-originate ..........cccooeciiiiiiie e 4-87
4.5.49 neighbor desSCription ... 4-88
4.5.50 neighbor distribute-liSt........ccccoeieiiiiiie e 4-88
4.5.51 neighbor dont-capability-negotiate..........ccccccevivvicieeei i, 4-89
4.5.52 neighbor ebgp-multinop.....cccoociiie e 4-89
4.5.53 neighbor enforce-multinop ......coeveeiiiiii e 4-90
4.5.54 neighbor filter-liSt.. ... 4-90
4.5.55 neighbor interface.......cocovii e 4-91
4.5.56 neighbor maximum-prefiX.......coo i 4-91
4.5.57 neighbor next-hop-self ... 4-91
4.5.58 neighbor override-capability ........ccccooeiveeiiiiiice e 4-92
4.5.59 NeighDOr PASSIVE...oiiii i 4-92
4.5.60 neighbor peer-group (Creating) .....ccuueeeeeeeeeiiiiieiee e ee e 4-93
4.5.61 neighbor peer-group (Configuring group members).......cccccceeeeen... 4-93
4.5.62 NEIGhDOr POt .. e 4-94
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4.5.63 neighbor PrefixX-liSt. .. 4-94
4.5.64 NeIghDOr reMOtE-8S....c.cciiiii ittt 4-94
4.5.65 neighbor remove-private-AS ... 4-95
4.5.66 NeighbOr roUtE-MAaP ..occeoo i s 4-95
4.5.67 neighbor route-reflector-client ..........cccooiiiiii e 4-96
4.5.68 neighbor route-server-Client ... 4-96
4.5.69 neighbor send-CoOMMUNItY ........oooiiiiiiiiii e 4-97
4.5.70 neighbor ShULAOWN ... 4-97
4.5.71 neighbor soft-reconfiguration inbound...........cccccooiiinin e, 4-98
4.5.72 NEIGNDOT SO0 ..eiiiiiiiii e 4-98
4.5.73 neighbor strict-capability-match ...............coo e, 4-99
4.5.74 N€IghDOr tIMEIS ..uuiiiiiiiie e 4-99
4.5.75 neighbor timers CONNECT........cvevvie e 4-100
4.5.76 NeighbOr UNSUPPIreSS-Map.....ccueeeeiiieiiiiiiieeeesiiiieeesssnnrneeeeeeeeeeennanes 4-100
4.5.77 neighbor Update-SOUICE .....cccecee i 4-101
4.5.78 NeighbOr VEISIiON 4....ccoovviiieeee et 4-101
4.5.79 neighbor Weight ... 4-101
4.5.80 NEIWOIK (BGP) ...euiiiiiieiiii ettt ee e e n e e e e e s s nnnes 4-102
4.5.81 rediStribute (BGP) ..cuuveeeiiiiee et e e e e 4-102
4.5.82 redistribUute OSPT ... i 4-103
4.5.83 redistribute 0SPf (VI .o 4-103
e N o UL (=T g o T | o USRS 4-103
4.5.85 S€t VPNVA NEXE-NOP corviiieeeii e ee e e e 4-104
4.5.86 SNOW P DOP oot 4-104
4.5.87 show ip bgp attribute-info........ccocoiiiiiicii e 4-105
4.5.88 ShOW ip bgp COMMUNITY ..oceeiiiiiiiice e 4-105
4.5.89 show ip bgp community-info ....ccccceeeiiiiiiiii e 4-106
4.5.90 show ip bgp commuUNity-liSt ......coevviiiiiiiie e 4-106
4.5.91 show ip bgp dampPening .....cccccccieei i 4-107
4.5.92 show ip bgp filter-list.......coooi e 4-108
4.5.93 show ip bgp INCONSIStENT-AS....cccciiiciiiiiiiiiiee e 4-108
4.5.94 show ip bgp Neighbors..........occiii e 4-109
4.5.95 Show ip bgp PatNS .o 4-110
4.5.96 show ip bgp prefix-list.....coooii 4-110
4.5.97 ShOW ip DOP QUOLE-TEGEXP .evvvrirriiniiiiiieeeiiiiiiiieeeeae e s s ssinrreeeeeeeeeesannnes 4-111
4.5.98 show ip bgp redistribute ........ccceeeveiei i 4-111
4.5.99 show ip bgp Neighbors.........cocciiie e 4-111
4.5.100 ShOW ip DOP FEOEXP ceveeeeiiieiiiiiireeee e e e e ettt e e e e e s s srare e e e e e e e e e nes 4-111
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4.5.101 ShOW ip DGP FOULE-MAP ..eeveieieeeeiieciiiiieeeeee e e et er e e e e 4-112
4.5.102 SNOW iP DOP SCAN ..eviiiiiiiiie e 4-112
4.5.103 ShOW ip DGP SUMMATY ...evviiiiiiiiiiiiie et 4-113
4.5.104 SNOW P DOP VIEW eeeiiiiiiiiee ettt et ee e e e 4-114
4.5.105 show ip bgp view neighbors ..., 4-114
4.5.106 ShOW ip BOP VI 4-114
4.5.107 ShOW ip BOP VPNV ..o 4-116
4.5.108 tiMers DOP .. ceeeeie e 4-117
4.6 IPvA Black HOIE ROULING......coiiiiiiii et 4-117
A4.6.1 0P roULE NUIO.....eeieeiee e e eee 4-117
R L/ = OSSR 4-117
4.7.110ad-DAIANCE ... .eeiiiii s 4-117
4.7.2 MaxXimuUM-PatNS .. ... 4-118
S = 1 TSRS 4-118
4.8.1 bfd authentication KEY ........cccciiiiiiiiiee e 4-118
4.8.2 bfd authentication key md5 ........coovviiiiiieiiii e 4-119
4.8.3 bfd authentication KeY teXt ......ccvveeviiiiiiiieie e 4-119
4.8. 4 DFA BCHO .. 4-119
4.8.5 bfd €CHO-SOUICE-IP ouiiiei i 4-120
4.8.6 bfd €ChO-SOUICE-IPVOB....cccoi i 4-120
4.8.7Dfd €NADIE ..o 4-121
4.8.8 DfAd INTEIVAL ..o 4-121
4.8.9 bfd min-echo-recv-interval............ccccoiiiiii 4-122
4.8.10 BfAd MOAE ...t 4-122
4.8.11 debug Bfd ..oeeieeeee e 4-122
4.8.12 ip ospf bfd €nable ... 4-123
4.8.13 0P rouUte DI ..o 4-123
4.8.14 ipv6 ospf bfd enable ... 4-123
4.8.15 ipv6 ospf bfd enable instance-id..........ccccoceee e 4-124
4.8.16 ipv6 rip bfd €nable ......coooiei e 4-124
4.8.17 ipVO rouUte Bfd ...oevveeeeee e 4-124
4.8.18 NEIGNDOT ..o 4-125
4.8.19 rip bfd enable......ceeeeeeeee 4-125
4.8.20 show bfd Neighbor .......uvviiiieiciee e 4-126
A9 BGP G R ittt 4-126
4.9.1 bgp graceful-reStart ........cccco o 4-126
4.9.2 bgp graceful-restart restart-time .............cccovi e 4-127
4.9.3 bgp graceful-restart stale-path-time ..........cccccccoi i, 4-127

23
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4.9.4 bgp selection-deferral-time.......ccccociee e 4-127
4.9.5 neighbor capability graceful-restart ..........cccccovieiiinii e, 4-128
4.9.6 neighbor restart-time ..o 4-128
4.10 OSPF GR ..ottt sttt sttt n ettt enee e an 4-129
4.10.1 capability restart graceful ..........cccooiiiiiin 4-129
4.10.2 debug 0SPf EVENTS gr oo 4-129
4.10.3 ospf graceful-restart grace-period.........cccveeiiiiiiiiiiniiiie e, 4-129
4.10.4 ospf graceful-restart helper max-grace-period...........ccccoovcvieernnes 4-130
4.10.5 ospf graceful-restart helper Nnever ........cccccvviiinie e, 4-130
4.10.6 SNOW P OSPT et 4-130
4.10.7 show ip ospf graceful-restart...........cccceeciimeeeiieeiniie e 4-131
CHAPTER 5 COMMANDS FOR MULTICAST PROTOCOL ...... 5-1
DL IMUITICAST. ..ttt et e et e e e e e e e nr e e e 5-1
5.1.1 SNOW I MEOULE...ciiiiiiie e e e e e e e s enreeee e e e e 5-1

ST 1Y SRR 5-2
5.2.1 debug pim timer SaAl.......ccccciiiiiiiie e 5-2
5.2.2.debug pim timMer Sl 5-2
L N T o o o 1 1= O 5-2
5.2.40p PIM DSI-DOTder ..o 5-3
5.2.5i0p PiM deNSE-MOUE ......oviiieiiiiee e r e en e e e 5-3
5.2.60P PIM Ar-Priority oo e e e e e e e e e e ees 5-4
5.2.71p pim exClude-genid ........cueeeeiieiiiii e 5-4
5.2.8ip pim hello-holdtime........ooooe e 5-4
5.2.90p pim hello-iNterval .......c.uuvieiiee e 5-5
5.2.10ip pim MUIICASE-TOULING ....vuiiiiiiiiee e 5-5
5.2.11ip pim neighbor-filter ... 5-5
5.2.120p PiM SCOPE-DOTUET ...euiiiiiiiiee e e e e 5-6
5.2.13 ip pim state-refresh origination-interval...........cccccccceeeiiiiviiiiieeennnenn. 5-6
5.2.14 show ip pim iNterface ......ccccccviiiiiee e 5-7
5.2.15 show ip pim mroute dense-Mode........cccccoeeviiiiiiieiee e 5-7
5.2.16 show ip pim neighbor........cccoiri e 5-9
5.2.17 show ip pim NeXtNOP .o 5-9

D B PIM-S M e a e e e e 5-10
5.3.1clear ip pim DSrrP-Set ..o 5-10
5.3.2.debug PiMm @VENT.....oueeiiiee e 5-10
5.3.3debug pPim MFC. .o 5-11
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5.3.4 debug pim MiD . ... 5-11
5.3.5debug pim NeXthop ... 5-11
5.3.6 debUug Pim NSM ... 5-11
5.3.7debug pim PaCKel........co i 5-12
5.3.8 debug pim State.......ooceiiiiii 5-12
5.3.9 debug pim timMer ... 5-12
5.3 L0 0P MEOULE ettt e s e e saeeee e e ee 5-13
5.3.11 ip multicast unresolved-cache aging-time.........cc.ccccociiininncnenne. 5-14
5.3.12 ip PiM ACCEPL-TEYISTEN ... .uiiiiiiiiiie it 5-14
5.3.130p PiM BSI-BOFAEr ..uiiiiiii e 5-15
5.3.14ip pim BSr-Candidate........cccveeiiiiiiiiiiiiieee e 5-15
5.3.15ip pim cisco-register-checkSum.........ccccccveeeiiiciiiiiieee e 5-16
5.3.16 0P PIM Ar-Priority coveeeeieeieeiceee e e e e e s snereneeee e 5-16
5.3.170p pim exClude-genid .......ccuuviiiiiieei e 5-16
5.3.18ip pim hello-holdtime ... 5-17
5.3.19ip pim hello-iNterval .......ccccuvireiciie e 5-17
5.3.20ip pim ignore-rp-Set-Priority....cccciccciiiiiiiiee e e s e e 5-18
5.3.21 0P PIM JP-TIMEE et e e naeee s 5-18
5.3.22ip pim MUICAST-TOULING ...vvveiiiieeicciiee e 5-18
5.3.23ip pim Neighbor-filter ... 5-19
5.3.24 ip pim register-rate-limit........cccccccoviiiiiiiiiiee e 5-19
5.3.25ip pim register-rp-reachability .........ccccccceiiiiiiiie e 5-19
5.3.26 P PIM reQiStEr-SOUICE ...uuuviiiieeieeeeiieiiiiiieee e e e e e e e st e e e e e snreeeeeeae e 5-20
5.3.27ip pim regiSter-SUPPreSSION.....ccoiiciiiiiiieeeeessiee e e et er e e e s e s enreeees 5-20
5.3.28 0P PIM rP-addreSS ...ccii it 5-21
5.3.29ip pim rp-candidate..........ccooiiiiiiiiiiee e 5-21
5.3.30ip pim rp-register-Kat ........cccccoiiiiciiieie e 5-21
5.3.31ip PiM SCOPE-DOTUEN ...oviiiiiiiee e 5-22
5.3.32ip PiM SPArse-MOUE ......ccuviiiiiiiee et e e ee s 5-22
5.3.33 ShOW ip PiM DSI-TOULET .....eeiiiiiieiiiec e 5-23
5.3.34 show ip pim interface ........ccoeeiieie e 5-23
5.3.35 show ip pim mroute sparsSe-mode ..........ccceecvvvreieeeeeee i 5-24
5.3.36 show ip pim Neighbor........cciiiii e 5-25
5.3.37 show ip pim NeXthOp ..o 5-25
5.3.38 show ip pim rp-hash ... 5-26
5.3.39 ShowW ip Pim rPp MapPiNg.....euueeeieiiee e ae e 5-26
DA IMISDIP e 5-27
5.4.1 cache-sa-holdtime.........cccoiiiii e 5-27
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5.4.2 CaChe-Sa-MaXimMUM ......oocuiiiiiiiiiccii et 5-27
5.4.3 CAChE-SA-STALE ..o 5-28
5.4.4 Clear MSAP PEEOI ..ottt e e b s 5-28
5.4.5 clear MsSApP S@-CACNE......ccccciiiiii e 5-29
5.4.6 clear Msdp StatiStiCS . ..ui it 5-29
5.4.7 CONNECT-SOUICE ....ouuiiiiiiiiiiiiiiiiiii s a e e e e e e e e e e e e e e e e e aeeeens 5-29
5.4.8 debug msdp all.....c..eeiiie 5-30
5.4.9 debug MSAP EVENLS ...coeiiiiii e 5-30
5.4.10 debug mMSAP FIltEr ....ueiiiie e 5-30
5.4.11 debug MSAP fSM ... 5-31
5.4.12 debug msdAp KEEPAIIVE .....oeevevieeiieiceiee e 5-31
5.4.13 debug MSAP NSIM oo 5-31
5.4.14 debug MSApP PACKEL ....cciiiiieiiie et 5-31
L o 1= o U o I 0 0T N I o 1= = 5-32
5.4.16 debug MSAP LIMEr ... 5-32
5.4.17 default-rPf-PeEI....ueeeeee e 5-32
L = o 1Y o T o1 {0 o PSR 5-33
5.4.19 eXit-PEEI-MOUE ...ccciiiiieieee et e e e e eeeeeees 5-33
L O N 4 Y= e 1o 10T o O 5-34
L R o T o TN = A1 o T o SR 5-34
B 2 PN e 5-34
5.4.23 rediStriBULE ..oeiie 5-35
5.4.24 FEMOTE-8S ...t e e e e e e e e e e e e 5-35
L o 101 (=Y g 0 0 =Y | o PR 5-35
B5.4.26 SA-TILET w.eiieeee e 5-36
D427 SA-TEOUEST ..o 5-36
5.4.28 Sa-reqQUEST-FILEr ..ovvi e 5-37
5.4.29 show msdp global........cccummiieiie e 5-37
5.4.30 show msdp local-Sa-CaChe .........cccoeeieeee i 5-38
5.4.31 SNOW MSAP PEE cciiiiie ettt e e e 5-39
5.4.32 ShOW MSAP SA-CACNE......uiiiiiiiiie e 5-40
5.4.33 show msdp sa-cache SUMmMmary.........ccoccuvieeeeiniesciiieee e e 5-41
5.4.34 sShow MSApP StatiStiCS....cuuviiiiiiiiei i 5-41
5.4.35 ShOW MSAP SUMMATY ....uviiiiiiiieiei e r e e e e s eeaeeae e 5-42
5.4.36 SNULAOWN .ottt e e 5-43
5437 tH-threShold .....coi e 5-43
D D ANY CAST RP i a e e 5-44
5.5.1 debug pim anyCast-IP.....cccccciiiiiiiiie e 5-44
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5.5.20P PIM @NYCAST-TP coveeiiiiiiiiie e st teer e e e s e e e e e e s s s e nnrreereeeeeeeas 5-44
5.5.3 1P PIM @NYCAST-TP .eveiiiiiiiiee et 5-44
5.5.4 ip pim anycast-rp self-rp-address .......occoceeriiiiii e 5-45
5.5.5i0p PIM rp-Candidate........ccccuviiiiieee e 5-46
5.5.6 Show debugging Pim ... 5-46
5.5.7 show ip pim anycast-rp firSt-NOP ......ccoccviiiiiie e 5-47
5.5.8 show ip pim anycast-rp non-first-hop ........cccoceviiiiiiiii e 5-47
5.5.9 show ip pim anycast-rp Status .......ccccceviiiiiiiieiiieeeee e 5-48
5.6 PIM-SSM ..oiiiiiiiiiiiiie e e a e e e e e e aaaas 5-49
5.6.1 0P MUITICAST SSM it e 5-49
B.7 DVMRP ...ttt ettt n ettt n et nna e nee e nres 5-49
LA o 1= o U Yo 0 A 4 R 5-49
5.7.21p dVIMIP €NADIC..cciiiieiee e 5-50
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6.11.2 pppoe intermediate-agent ...........oocciiiiiie i 6-95
6.11.3 pppoe intermediate-agent (POIt) .....cccccceeeviiiiiciiiieeee e 6-95
6.11.4 pppoe intermediate-agent CirCUit-id.........cccccovviiiiiiieee i, 6-95
6.11.5 pppoe intermediate-agent delimiter...........cccoecvieveee e 6-96
6.11.6 pppoe intermediate-agent format........ccccccvvvveeiiiiiciiinee e 6-96
6.11.7 pppoe intermediate-agent remote-id............ccccveeeveeei i, 6-96
6.11.8 pppoe intermediate-agent truSt .......ccccccveeee i 6-97
6.11.9 pppoe intermediate-agent type self-defined circuit-id................... 6-97
6.11.10 pppoe intermediate-agent type self-defined remoteid.................. 6-97

6.11.11 pppoe intermediate-agent type tr-101 circuit-id access-node-id .6-98

6.11.12 pppoe intermediate-agent type tr-101 circuit-id identifier-string

(o] o1 40T 01 F=1 T 01 = PR SPPP 6-98

6.11.13 pppoe intermediate-agent vendor-tag Strip ......cccoevcvvvviiviieeieeeinns 6-99
34
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6.11.14 show pppoe intermediate-agent access-node-id ...........cccceeee 6-100
6.11.15 show pppoe intermediate-agent identifier-string option delimiter6-100

6.11.16 show pppoe intermediate-agent info ........cccccccceeniiiiiiniie e, 6-100
B.12 QOS... ettt ettt ettt e e et e e nae e enae e eneeenreeenreens 6-101
6.12.1 CCOUNTING . eeeiieiiiiieie ettt ettt et ee e et e e e e s eneaeaeenns 6-101
L 2 o - L1 S PP RPN 6-101
B.12.3 ClaSS-MAP ... eeeieei ettt e eeb e e e s eareeeeaae 6-102
6.12.4 clear mls gOS StAtiStICS ...ociiiuiiiiiiiiiie e 6-102
LS D2 SN o [ 0] o ISR 6-103
B.12.6 MALCH ... e 6-103
6.12.7 mls oS aggregate-pPoOliCy....cccccviiiicieeiei e 6-104
L I 0 Y K=o [0 1= o o 1= 6-105
6.12.9 MIs qOS INtErNal-Priority . ...eeeiiciiiiiieie e 6-106
6.12.10 MIS QOS MAP wevriiiieeeeiiiiiiieeiie e e e eessste e e e e e e e e s s snaearaeeeesanrraraaeeeeeennnnes 6-106
6.12.11 mls qos queue algorithM.........coociiiieiiiee e 6-108
6.12.12 mls qos queue drop-algorithm .........cccoveiiie e 6-108
6.12.13 mls qOS qUEUE WEeIGNT .....oevvirieeii e 6-108
6.12.14 mls qos queue WIrt Weight......cccccooiiieiiie e 6-109
6.12.15 MIS OS QUEUE WIEA .....eviiiiiiieieei st ee e e e et ee e e e e e e 6-109
6.12.16 mls qos queue Wdrr Weight........cccciieiiee e 6-109
6.12.17 mls qos queue bandwidth..........ccciii e 6-110
6.12.18 MIS QOS TrUST...uieiiiiiiii e a e e e e e eneereees 6-110
6.12.19 pass-through-COS........cooiiie e 6-111
6.12.20 pasS-throUugh-0SCP ..vvveiiiiieeiis e 6-111
0 I I o o ] YR 6-111
6.12.22 POlICY AQQIEOALE...cci et e et e e 6-113
oI I o o ] LoV o 1 = o PSRRI 6-113
6.12.24 Service-poliCy INPUL ......uviiiieeec e 6-113
6.12.25 service-policy iNPUt VIAN ... 6-114
B.12.26 SOL .uuiiiiiieiiieeiee ettt ettt nne et eneeereeanee e 6-115
6.12.27 SNOW ClaSS-MaP ..ccoooiiiiie e e ea e e e 6-115
6.12.28 ShOW POLICY-MAP ..ccei it 6-116
6.12.29 show mISs qOS INtErface ........ccuiiiieiiei e 6-116
6.12.30 show mls gos in {interface <interface-name> policy | vlan <vlan-id>6-119
6.12.31 show mlis qos interface Wred..........ccccceeeeii i, 6-120
6.12.32 ShOW MIS QOS MAPS ..o it 6-120
6.12.33 Show MIS qOS VIan ..o 6-122
6.12.34 show mls qos aggregate-poliCy ........cccecvvrieeieee e 6-122
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B.12.35 trANSIMIT .oeeiiiiii ettt 6-123
6.13 Flow-based RedireCtON..........cooi i 6-123
6.13.1 access-group redirect to interface ethernet ............cccoeeveviinnennn. 6-123
6.13.2 match vlan <1-4096> redirect interface (ethernet|) IFNAME ........ 6-124
6.13.3 port-redirect match vlan <1-4094> source-port interface (ethernet|)
IFNAME destination-port interface (ethernet|) IFNAME.............cccccee. 6-124
6.13.4 show flow-based-redirect...........ccocociiiiiiiii 6-125
6.13.5 vlan-port-redirect vian maximum <1-1000> ..........cccccceeriiiineerinnn 6-125
6.14 EQreSS QOS ....oiiiiiiiiieieie ettt e e e e s e e b r e e e e e e e e e e e s e aanna 6-125
6.14.1 mls qOS egress green remMark ..........occeeeeeiiieee e 6-125
N 4 Y K=o [0 1= 1 4 -V o S 6-126
6.14.3 service-poliCy OULPUL ... 6-128
6.14.4 service-policy OULPUL VIaN.........oooi i 6-129
B.04.5 SBU .ottt te e e e neenneeenree s 6-129
6.14.6 show mls qos egress green remark......ccccccoevecceee e veccvviiineeeeeenn 6-130
6.14.7 SHOW MIS JOS MAPS ..cciiiiiiiiieiiieee e et er e e e e eee s 6-130
6.15 Flexible QIiNQ ... ...ccoiiiieeee e e e e e e e e e e e 6-131
S 700 5300 2o Lo USRS 6-131
B.15.2 AEIBLE .. .eeeiee et enee s 6-131
B.15.3 MALCH ... et 6-131
6.15.4 SEIVICE-POLICY .ovrrieiiiiiee i e e e e e e enaees 6-132
B.05.5 SBU .ttt et e e neenneeenree s 6-132
CHAPTER 7 COMMANDS FOR RELIABILITY oo 7-1
8 Y S OSSPSR 7-1
0 00 S I SO RSP 7-1
7.1.2 Monitor and DEDUQ .....ceeeiiiiiiiee e 7-15
7.1.3 MSTP Spanning-tre€ PrOCESS .....cccviviieii i e e 7-19

A2V 2 5 4 =SSP 7-19
7.2.1 advertisement-interval..........ocueeiiiiii e 7-19
7.2.2 CIrCUI-TAIIOVE oo e 7-20
2R o 1= o 10 Yo Y o o o PP 7-20
T.2.4 AiSADIE .. e 7-21
7.2.5 ENADIE ... 7-21
7.2.68 INTEITACE ..eiiiiiei e et 7-21
7.2.7 PreemMpPt-MOUE ...ueeeiiiee e e e e e s ae s 7-22
A = o] o ] £ 1 V2SR 7-22



S3850G_Command Guide Content

7.2.9 authentication STHNQ......ccuueiiiieee e e ee s 7-22
7. 2. 10 FOULET VITP ciiiii ittt e ettt e e e e e e e e e e e e e e e s s an bbb e e e e e e e e s s e abnnrnnbeas 7-23
A7 N = o To YAV o o TR 7-23
A Y T AU =Y T o TR 7-24
T2 L3 VITP ErACK i 7-24
T3 IMRPP e 7-25
7.3.1 CONTIOI-VIAN ...t 7-25
7.3.2 clear Mrpp StatiSTICS .ovviiiiiiii e 7-25
7.3.3 dEDUG M PP 7-26
7.3.4 ENADIE ... 7-26
RS T =1 I o] 1 = 11 1S 7-27
7.3.6 TAH-TIMET oo 7-27
7.3.7 NEIO-TIMET et 7-27
7.3.8mrpp eaps compatible........coooviiiiiii e 7-28
.39 MIPP ENADIE ... 7-28
7.3.10 mrpp errp compatible ... 7-28
4 20 o ] o o I o T ] 1 o AT = PSSP 7-29
4 T8 2 41 ¢ o] o N 1 o PP 7-29
7.3.13 Mrpp riNg PriMary-POrt. ... eeeeereeeeiiiiieireeeeeeeerrrererreree s s s enreeereeees 7-30
7.3.14 Mrpp ring SECONAANY-POIT .ccccciiiiciiiiiiie e e e e eee e e 7-30
7.3.15 NOAE-MOAE ..ottt 7-30
S T ] o 111V 1 1 o o TP 7-31
7.3.17 ShOW Mrpp StatiStiCS oo 7-31
T ULPP ettt ettt n e st te et nte e neeeneean 7-31
7.4.1 clear ulpp flush counter interface.......ccoocccceeeiiiciiiiee e, 7-31
T.4.2 CONTIOT VIAN o 7-32
AT G o 1T o U To IV ] oY oI =1 o o S 7-32
7.4.4 debug UIPP BVENT .ooceeeceeee e 7-32
7.4.5 debug ulpp flush content interface.........cccooccvveeeeiiccie e, 7-33
7.4.6 debug ulpp flush {send | receive} interface........ccoccceeeerviicciinnnnnnnnn. 7-33
A A o 1= Y=Y ot T ) T ] o SRR 7-34
7.4.8 flush disable arp.....ceeeee e 7-34
7.4.9 flush disSable MAC ......coooiiiiiii e 7-34
7.4.10 flush disable Mac-vIan ..o 7-35
7.4.11 fluSh €Nable Arp ..cceec e 7-35
7.4.12 flush enable MAC ......ccooiiiiiiii e 7-35
7.4.13 flush enable Mac-VIan ..........cccoiiiii e 7-36
7.4.14 preemption delay ... 7-36
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7.4.15 Preemption MOUE .....cooi i e e ree e e 7-36
7.4.16 protect vlan-reference-inStance .........ccccvveeiiniiiie e 7-37
7.4.17 show ulpp flush counter interface .........ccoccvviiiiiiic e, 7-37
7.4.18 show ulpp flush-receive-port.........ccccciiiieiie i 7-37
7.4.19 SNOW UIPP GFOUP eeeeiiieiiiiit ettt ettt 7-38
7.4.20 UlIPP CONLIOT VIAN L.eeiiiiiee e 7-38
7.4.21 ulpp flush disable arp .....c..eeeeeiiiii e 7-39
7.4.22 ulpp flush disable MAC ......ccooiiiiiiii e 7-39
7.4.23 ulpp flush disable mac-vlan ..........ccccoiiiii e, 7-39
7.4.24 ulpp flush enable arp ... 7-40
7.4.25 ulpp flush enable MacC ......cccvvevveiii e 7-40
7.4.26 ulpp flush enable mac-vlan...........ccoooieeiee e 7-40
A A V11 o] o o | o 1V T o PR 7-40
7.4.28 UIPP GrOUP MaASTEr e iiiiiiiiiieeeee e e e et e e e e e s e e e e st e aeeeeeeeeennnes 7-41
T7.4.29 UIPP GroUP SIAVE oottt e e 7-41
A8 1] USSP 7-42
7.5.1debug UISM @VENT.....coii e 7-42
7.5.2 SHOW UISIM QIOUP wovveeiiiiiiie et e e e e e ae e e e e 7-42
A RS R V1 =3 ¢ g T o | (01U o SRR 7-42
7.5.4 ulsm group {uplink | downlink} ..o, 7-43
T8 ERPS ..ottt e nne e enee e nreeennen 7-43
7.6.1 ethernet tcn-propagation erps to {erps | Stp} oo 7-43
7.6.2 €rpS-ring <FNQ-NAIMES......cuuiiiieeeiieeceieee e e eser e et a e e e e e e e snnnneeeees 7-44
7.6.3 erps unprotected-instance enable ..........ccccooeeiiiiiiii e, 7-44
T7.6.4 VErSioN {V1 | V2] oottt e e e e aee e e e e e e s ennnnnes 7-45
AL T T o o X< o T o PR 7-46
7.6.6 raps-virtual-channel {with | without}...............ooiii e, 7-46
7.6.7 erps-ring <ring-name> port0 [pOrt1-noNe] .....ccccoccvvreeeiiiiicinnrenennneeenn. 7-47
7.6.8 erps-ring <ring-name> POrtl.........ccccoiiiiiiieeeeee e 7-48

7.6.9 failure-detect {cc | physical-link-or-cc} domain <domain-name>

service {< ma-name > | number < ma-num > | pvlan < vlan-id >} mep

<MEP-id> rMeEP<IMEP-TU> ... ae e 7-49
7.6.10 erps-instance <instance-id> ............ccc oo 7-50
A 0 B o 1= T od ] o1 o] S 7-50
L% 2 T o o BN T g o o PSSP 7-51
7.6.13 rpl {port0 | portl} {owner | neighbour} .........cccocriiiiiiiiiee 7-52
7.6.14 NON-TEVEITIVE .ottt ettt e e bbb e 7-52
7.6.15 guard-timer <guard-times> .........cccccciiiiiee e 7-53
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7.6.16 holdoff-timer < holdoff-times>........cccccoiiiiiiii e 7-53
7.6.17 WEr-timer SWEr-tIMES> .. 7-54
7.6.18 ProteCted-INSTtANCE ....coccii i et 7-55
7.6.19 UNProteCted-iNSTANCE .....uuuiiiee e 7-55
7.6.20 raps-mel <IeVEI-VAlUE> .......c.cooiiiiiiie e 7-56
7.6.21 control-vian <vIan-id>.........ccciiiiiiiiii 7-57
7.6.22 forced-switch {POrt0 | POrtL} ... 7-58
7.6.23 manual-switch {portO | pOrtl} ..o 7-58
7.6.24 Clear COMMANG ......ooieiiie ettt e e e 7-59
7.6.25 show erps ring {<ring-name> | brief}.......cccoiiiiie 7-60

7.6.26 show erps instance [ring <ring-name> [instance <instance-id>]].7-62
7.6.27 show erps status [ring <ring-name> [instance <instance-id>]].....7-63
7.6.28 show erps statistics [ring <ring-name> [instance <instance-id>]]7-64

7.6.29 clear erps statistics [ring <ring-name> [instance <instance-id>]].7-64

AL IR I o 1= o U o I = 1R 7-65
7.6.31 dEDUQ EIPS BITON ciieeiiiieiie e et e e e e s e e e e e e e e e e s e s enrarreeeeeens 7-65
7.6.32 dEDUQ EIPS BVENT .o rrer e e e e 7-65
7.6.33 N0 dEDUQG All...oeeiiieeeee i 7-66
7.6.34 ShOW debugQing....ccoooiiiici e 7-66

CHAPTER 8 COMMANDS FOR DEBUGGING AND DIAGNOSISS8-1

8.1 MONItOr and DEDUG .......ceviieiii i 8-1
8.1.1 clear history all-USErS .......uuueiiiiiiiici et 8-1
8.1.2 history all-users max-length..........ccccooii e 8-1
S J00 G TN o 1 o SR 8-1
S TR0 I o 11 o | PR 8-3
8.1.5 SNOW DOOT-FIlES .ciiiiei e 8-4
8.1.6 SHOW deDUGQING . uiiiiiiici e 8-4
8.1.7 SNOW TAN ..ottt 8-5
8.1.8 SNOW TIAaSK .. 8-5
8.1.9 SHOW NiSTOIY ..eeiiiiiiiice e 8-5
8.1.10 show history all-USErS .......ccooiiiiiieeee e 8-6
8.1.11 SNOW MEIMOTY ..uviiiiiiiiiiiiieeee e e s e eetiirer e e e e e e e e sstaae e e e e e s sannrnraareaaeeaeeeansnnrnenees 8-6
8.1.12 show runNinNg-CONTIg....cccueiiiieei e 8-7
8.1.13 show running-config current-mode..........ccccocceviiieeeeiinciiiieieeee e, 8-7
8.1.14 show Startup-Config.......cccoiiiiiiiiie e 8-7
8.1.15 show archive config differences........ccccoocee v 8-8
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8.1.16 show switchport interface.........coccviviiiiiiie e 8-9
S I =] ¢ 1o )LV (o] o U UPPTOUPRR 8-9
8.1.18 SNOW tCP IPVB ettt ettt e e 8-10
8.1.19 ShOW telNet 10QiN . .cccoi i e 8-10
8.1.20 SNOW tEMPEIALUIE ....oiiiiiiiii ettt 8-11
8.1.21 ShOW tECN-SUPPOIT ..eiiiiiiiie et 8-11
8.1.22 SNOW U P iiiiiitiiiei ittt e e ee e 8-11
8.1.23 SNOW UAP 1PV ettt e 8-11
8.1.24 SNOW VEISION .eeiiiiiiiiiie ettt ettt e et e e e sneeea e 8-12
8.1 25 TrACEIOULE ...ttt e e e e e e e s r e e e e e e e e e as 8-12
8.1.26 traCEIOULEO .. ... ceiieeieee e et e e e e e e e s 8-12
o 722 o T T 1 oo PSPPSR 8-13
8.2.11logging executed-Commands .........ccccvvereiiiiee i 8-13
8.2.2 show logging executed-commands state ........ccccceeeeveevviiiciivieenenneenn, 8-13
TG A o] 1= Y g o o Mo 1o Yo SR 8-14
S 322 o o o 1 o PP 8-14
8.2.5logging loghost sequence-NUMDBDEr.......ccccccvveei i 8-14
IS Lo Yo Lo [T a Lo TE=T o XU o] =T o IR 8-14
8.2.7 show 10gging buffered .......ccccceeeiiiiii e 8-14
8.2.8 show logging executed-commands state ........ccccceeeeevevvivicvivieeeeeeeenn, 8-14
8.2.9 ShOW 10gQiNg SOUICE ...ccoii ittt 8-14
8.3 Reload Switch after Specified TIMe ... 8-14
8.3.1 relo@ad After......eeieei i 8-14
8.3.21el0@d CANCEI ....eoiiiiie 8-15
8.3.3 SNOW relO@ad .....ceeiiiiiiii e 8-15
8.4 Debugging and Diagnosis for Packets Received and Sent by CPU ................ 8-16
8.4.1 clear cpu-rx-stat ProtOCOL.....cccccceeiiiciiiiiiii e 8-16
8.4.2 cpu-rx-limitnotify enable interval ..........ccccccci i, 8-16
8.4.3 cpu-rx-limitnotify protocol (alllWORD)(enable|disable).................... 8-16
8.4.4 cpu-rx-ratelimit channel ...........cooocii e 8-17
8.4.5 cpu-rx-ratelimit enNhancCed ............cccciiiiiiiiie e 8-17
8.4.6 cpu-rx-ratelimit ProtoCoOl ........ccccciiiiiie e 8-17
8.4.7 cpu-rx-ratelimit queue-length ...........ccco 8-17
8.4.8 cpu-rX-ratelimit tOtal ........cccoverereeii i 8-18
o e o 1= o U Yo o | L7 PR 8-18
8.4.10 ProtoCOl fIlter ..uuvviieeeiee e 8-18
8.4.11 ShOW CPU-IX PrOtOCOL....uuiiiiiiiiee e 8-19
8.5 CPU-PIOECL ...ttt e e e e e e e e s s nnr e e 8-19
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8.5.1 CPU-ProteCt @NabIE.....ccoi e 8-19
8.5.2 cpu-protect 10g enable ... 8-19
8.5.3 cpu-protect trap enable ... 8-20
8.5.4 CPU-ProteCt INTEIVal.......cuuiiiiiie e 8-20
8.5.5 CPU-Protect reCOVEIY-tiMe....ccoiiiiiiiei it 8-20
8.5.6 cpu-protect threshold ... 8-21
8.5.7 cpu-protect liMit-SPeed ......cocuuiiiiiiiie e 8-21
8.5.8 show cpu-protect attack-liSt ..o 8-22
8.5.9 show cpu-protect running-config ......ccocueviiiiiiii e, 8-22
8.8 COPNP....cceeee ettt anaeeenreeennnes 8-23
T R of oY o] o I o To] I Lo Y2 o 4 - o R 8-23
8.6.2 Service-poliCy OQULTPUL.....ccooe e e e 8-24
8.6.3 SNOW POLICY-MAP ..eriiiiiieeieee e ar e e e 8-24
8.6.4 policy packetsS-per-SECONG......cccvvveiiiiiciiiiieieee e 8-25
B.6.5 POIICY crriiiiiieii i ————————— 8-26
8.7 D ettt e ne e teeenee e s teenneens 8-27
B.7. 1 dCP ENADIE. ... 8-27
8.7.2dCP diSADIE....eeeieieiiiee e 8-28
8.7.3 dcp limit-rate <20-50> ........oeeiiiiieeiii e 8-28
8.7.4 dcp NO-limit-ip <ip_addr>.....cooiviieii i 8-29
8.7.5 ShOW dCP lIMIt-Tate ......c.eviiiiieiiie e e 8-29
8.7.6 ShOW CPU ip rate tOPLO0 ... e e 8-29
8.7.7 Show dcp lMIted IP .ceviee e e 8-30
8.7.8 clear dcp speed liMit FUIES ....eevvve e 8-31
8.7.9 debug dCP PACKEL....ccoi it 8-31
8.7.10 debUQ ACP EVENTL....ccoi e e e e e e e e e 8-32
8.8 INTO-CRNIET. ...ttt e s e e 8-32
8.8.1info-center enable ... 8-32
8.8.2 INfO-CeNLEr PrefiX i 8-33
8.8.3 Info-center MAatCh ... 8-33
8.8.4 info-center output-enable.........cccouvieeei i 8-34
8.8.5 info-center reCord-CMd.........ooouiiiiiiiiiiiie e 8-35
8.8.6 iNfo-center [0ghOSt........cooo e 8-35
8.8.7 IiNfo-center 10gfile. ... ————- 8-36
8.8.8 INfO-CENLEN CIEATI ... 8-37
8.8.9 show info-center CONFig ..o 8-37
8.8.10 show info-center logbuffer...........oooiiiie e, 8-38
8.8.11 show info-center trapbuffer ..., 8-39
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8.8.12 show info-center 10gfile.....ccceeiiiici e 8-40
8.8.13 info-center list @ll diSK ... 8-41
8.8.14 info-center save all .........ooooiiiiiii 8-42
8L IMIITTO ettt e ettt ekt e e e b et e e e s et e e e e e enneee e e e e 8-43
8.9.1 monitor session source iNterface ... 8-43
8.9.2 monitor session source interface access-liSt.........ccocevieiiieeiienne 8-43
8.9.3 monitor session destination interface.........ccccco v 8-44
8.9.4 SNOW MONITOT ...uiiiiiiiiiiei et e e 8-44
8.9.5 MIrror SAMPIE FALe....ccoi i 8-45
810 RSPAN . ..o a e e e e aaaaaaaaaaaaataararaa 8-45
e T KO A =10 p T o] =] o =T o PP PPPPPPPPPPPRt 8-45
8.10.2 monitor SesSioN remote VIAN ... 8-45
8.10.3 monitor session reflector-port ......ccccccevev e 8-46
8.11 ERSPAN ...ttt ettt ettt sttt e et et ereeeneas 8-46
8.11.1 monitor session destination tunnel ............ccccoiiic e 8-46
812 SFIOW ittt e e e e s 8-47
8.12.1 STIOW agent-addreSS .....uuuiiiiieieee i 8-47
8.12.2 STIOW @NAIYZEN ..ueeiiiieee e 8-47
8.12.3 STlow CoUNtEr-iNterval.........oocoiiiiiiiiii e 8-48
8.12.4 STIOW datA-1EN ..o 8-48
8.12.5 STIOW deStINALION .....eiiiiiiiii e 8-48
8.12.6 STIOW header-1eN ........oooiiiiii e 8-49
8.12.7 STIOW PrIOTITY .eeeeeieiiiie it eeeee s 8-49
8.12.8 STIOW FaLE..... e 8-49
8.12.9 STIOW VEISION ..ciiiiiiii e 8-50
8.12.10 SNHOW STIOW ...eeiiiiiiii e 8-50

CHAPTER 9 COMMANDS FOR NETWORK  TIME

MANAGEMENT ..ottt ettt 9-1
S TR0 I I PP PPPPPPPPPPTNE 9-1
9.1.1 ClOCK tIMBZONE ...ttt e e e 9-1

9.1.2 debug NP AdJUST ..ceeeeieee e 9-1

9.1.3 debug ntp authentiCation ...........cooo i 9-1

9.1.4 debug NP BVENTS .oiiii i 9-2
9.1.5debug NP PACKEL ...c..eeeeeee e 9-2

9.1.6 dEDUQG NP SYNCrrriiiiiiiee ettt e e e e e aas 9-2
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9.1.7 NP ACCESS-GIOUP 1ooeeieiiee it 9-3
9.1.8 NP QULNENTICALE .....eeieiieie e 9-3
9.1.9 ntp authentiCatioN-KeY ..ot 9-3
9.1.10 ntp broadCast ClIENT ... 9-4
9.1.11 ntp broadcast SErver COUNT... ..ot 9-4
9.1.22 NP dIiSADIE . s 9-4
9.1.13 NP ENADIE o 9-4
9.1.14 ntp ipv6 Multicast CIENt ..o 9-5
9.1.15 ntp MUILICASE CHENT oo 9-5
O.1.16 NEP SEBIVEI ettt ettt e e e e e s s rabee e e e e e e e s e nnbnreereaaaaeeeeanns 9-5
9.1.17 NP SYN-INTEIVAI ..eeiieiiieeee e e e 9-6
9.1.18 NP LrUSTEA-KEY ..oeeieieiie i e e rree e e e 9-6
9.1.19 SNOW NP STALUS ..eveeiieiiiiiee e e e e e e e s nrree e 9-6
9.1.20 SNOW NP SESSION coiiiiiiiiiieee et e e e s s ere e e ee e e e e nnnees 9-7
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Chapter 1 Commands for Basic Switch

1.1 Basic Switch
1.1.1 Basic Configuration

1.1.1.1 authentication line login

Command: authentication line {console | vty | web} login {local | radius | tacacs}
no authentication line {console | vty | web} login

Function: Configure VTY (login with Telnet and SSH), Web and Console, so as to select the priority
of the authentication mode for the login user. The no form command restores the default
authentication mode.
Default: No configuration is enabled for the console login method by default. Local
authentication is enabled for the VTY and Web login method by default.
Command Mode: Global Mode.
Usage Guide: The authentication method for Console, VTY and Web login can be configured
respectively. And authentication method can be any one or combination of Local, RADIUS and
TACACS. When login method is configured in combination, the preference goes from left to right.
If the users have passed the authentication method, authentication method of lower preferences
will be ignored. To be mentioned, if the user receives corresponding protocol’s answer whether
refuse or accept, it will not attempt the next authentication method (Exception: if the local
authentication method failed, it will attempt the next authentication method); it will attempt the
next authentication method if it receives nothing. AAA function and RADIUS server should be
configured before the RADIUS authentication can be used. And TACACS server should be
configured before the TACACS configuration method can be used.The authentication line console
login command is exclusive with the login command. The authentication line console login
command configures the switch to use the Console login method. And the login command makes
the Console login to use the passwords configured by the password command for authentication.

If local authentication is configured while no local users are configured, users will be able to
login the switch via the Console method.
Example: Configure the Telnet and ssh login method to RADIUS authentication method.
Switch(config)# authentication line vty login radius
Relative Command: aaa enable, radius-server authentication host, tacacs-server authentication
host, tacacs-server key

1.1.1.2 banner

Command: banner motd <LINE>

1-1
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no banner motd
Function: This command is used to configure the information displayed when the login
authentication of a telnet or console user is successful, the no command configures that the
information is not displayed when the authentication is successful.
Parameters: <LINE>: The information displayed when the authentication is successful, length
limit from 1 to 100 characters.
Default: Do not show the information when the authentication is successful.
Command mode: Global mode.
Example:
Switch(config)#banner motd Welcome

1.1.1.3 boot img

Command: boot img <img-file-url> {primary | backup}

Function: Configure the first and second img files used in the next boot of master board.
Parameters: primary means to configure the first IMG file, backup means to configure the second
IMG file, <img-file-url> is the full path of the booting IMG file, the format of which is as follows:

1. The file path comprises of two parts: device prefix used as the root directory (flash:/) and the
file name. No space is allowed in each part or between two parts.

2. The suffix of all file names should be .img.

3. The length of the full file path should not be longer than 128 characters, while the file name
can not be longer than 80 characters.

Command Mode: Admin Mode.

Default: The factory original configuration only specifies the first booting IMG file, it is nos.img
file in the FLASH, without the second booting IMG file.

Example:

1. Set flash:/nos.img as the second booting IMG file used in the next booting of the system.
Switch#boot img flash:/nos.img backup

2. Set flash:/5.4.128.0_nos.img as the first booting IMG file used in the next booting of the
system.

Switch#boot img flash:/5.4.128.0_nos.img primary

1.1.1.4 boot startup-config

Command: boot startup-config {NULL | <file-url>}
Function: Configure the CFG file used in the next booting of the master board.
Parameters: The NULL keyword means to use the factory original configuration as the next
booting configuration. Setting the CFG file used in the next booting as NULL equals to
implementing set default and write commands. <file-url> is the full path of CFG file used in the
next booting.

1. The file path comprises of two parts: device prefix used as the root directory (flash:/) and
the file name. No space is allowed in each part or between two parts.
2. The suffix of all file names should be .cfg.
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3. The length of the full file path should not be longer than 128 characters, while the file name
can not be longer than 80 characters.

Command Mode: Admin Mode.

Default Settings: None.

Example:

1. Set flash:/ startup.cfg as the booting CFG file used in the next booting of the system.

Switch# boot startup-config flash:/ startup.cfg

2. Set flash:/ test-trunk.cfg as the booting CFG file used in the next booting of the system.
Switch#tboot startup-config flash:/ test-trunk.cfg

1.1.1.5 clock set

Command: clock set <HH:MM:SS> <YYYY.MM.DD>

Function: Set system date and time.

Parameter: <HH:MM:SS>is the current time, and the valid scope for HH is 0 to 23, MM and SS O
to 59; <YYYY.MM.DD> is the current year, month and date, and the valid scope for YYYY is
1970~2038, MON meaning month, and DD between 1 to 31.

Command mode: Admin Mode.

Default: upon first time start-up, it is defaulted to 2006.1.1 0: 0: 0.

Usage guide: The switch can not continue timing with power off, hence the current date and time
must be first set at environments where exact time is required.

Example: To set the switch current date and time to 2002.8.1 23:0: 0:

Switch#clock set 23:0:0 2002.8.1

Relative Command: show clock

1.1.1.6 config

Command: config [terminal]

Function: Enter Global Mode from Admin Mode.
Parameter: [terminal] indicates terminal configuration.
Command mode: Admin Mode

Example:

Switch#config

1.1.1.7 debug ssh-server

Command: debug ssh-server
no debug ssh-server
Function: Display SSH server debugging information; the “no debug ssh-server” command stops
displaying SSH server debugging information.
Default: This function is disabled by default.
Command mode: Admin Mode.
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1.1.1.8 disable

Command: disable

Function: Disable admin mode.
Parameter: None.

Default: None.

Command mode: Admin Mode.
Usage Guide: None.

Example:

Switch#disable

Switch>

1.1.1.9 enable

Command: enable [<1-15>]

Function: Use enable command to enter Admin Mode from User Mode, or change the privilege
level of the users.

Command mode: User Mode/ Admin Mode.

Default: None.

Usage Guide: To prevent unauthorized access of non-admin user, user authentication is required
(i.e. Admin user password is required) when entering Admin Mode from User Mode. If the
correct Admin user password is entered, Admin Mode access is granted; if 3 consecutive entry of
Admin user password are all wrong, it remains in the User Mode. When the user’s privilege is
changed from the low level to the high level, it needs to authenticate the password of the
corresponding level, or else it will not authenticate the password. Set the Admin user password
under Global Mode with “enable password” command.

Example:

Switch>enable

Switch#

1.1.1.10 enable password

Command: enable password [level <1-15>] [0 | 7] <password>
no enable password [level <1-15>]
Function: Configure the password used for enter Admin Mode from the User Mode,
The “no enable password” command deletes this password.
Parameter: level <1-15> is used to specify the privilege level, the default level is 15. <password>
is the password for the user. If input option 0 on password setting, the password is not encrypted,;
if input option 7, the password is encrypted.
Command mode: Global Mode
Default: This password is empty by system default
Usage Guide: Configure this password to prevent unauthorized entering Admin Mode. It is
recommended to set the password at the initial switch configuration. Also, it is recommended to
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exit Admin Mode with “exit” command when the administrator needs to leave the terminal for a

long time.

1.1.1.11 end

Command: end

Function: Quit current mode and return to Admin mode when not at User Mode/ Admin Mode.
Command mode: Except User Mode/ Admin Mode

Example: Quit VLAN mode and return to Admin mode.

Switch(config-vlanl)#end

Switch#

1.1.1.12 exec-timeout

Command: exec-timeout <minutes> [<seconds>]

no exec-timeout
Function: Configure the timeout of exiting admin mode. The “no exec-timeout” command
restores the default value.
Parameters: <minute> is the time value shown in minute and ranges between 0~35791.
<seconds> is the time value shown in seconds and ranges between 0~59.
Command mode: Global mode
Default: Default timeout is 10 minutes.
Usage guide: To secure the switch, as well to prevent malicious actions from unauthorized user,
the time will be count from the last configuration the admin had made, and the system will exit
the admin mode at due time. It is required to enter admin code and password to enter the admin
mode again. The timeout timer will be disabled when the timeout is set to 0.
Example: Set the admin mode timeout value to 6 minutes.
Switch(config)#texec-timeout 6
Set the admin mode timeout value to 5 minutes, 30 seconds.
Switch(config)#exec-timeout 5 30

1.1.1.13 exit

Command: exit

Function: Quit current mode and return to it’s previous mode.

Command mode: All Modes

Usage Guide: This command is to quit current mode and return to it’s previous mode.
Example: Quit global mode to it’s previous mode

Switch#exit

Switch#

1.1.1.14 help

1-5



S3850G_Command Guide Chapter 1 Commands for Basic Switch

Command: help

Function: Output brief description of the command interpreter help system.

Command mode: All configuration modes.

Usage Guide: An instant online help provided by the switch. Help command displays information
about the whole help system, including complete help and partial help. The user can type in ‘?’
any time to get online help.

Example:

switch(config)#help

CLI provides advanced help feature. When you need help,

anytime at the command line please press '?'.

If nothing matches, the help list will be empty and you must backup
until entering a '?' shows the available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.
2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show ve?'.)

1.1.1.15 hostname

Command: hostname <hostname>
no hostname
Function: Set the prompt in the switch command line interface. The no operation cancels the
configuration.
Parameter: <hostname> is the string for the prompt, up to 64 characters are allowed.
Command mode: Global Mode
Default: The default prompt is relative with the switch.
Usage Guide: With this command, the user can set the CLI prompt of the switch according to
their own requirements.
Example: Set the prompt to “Test”.
Switch(config)#hostname Test
Test(config)#

1.1.1.16 ip host

Command: ip host <hostname> <ip_addr>
no ip host {<hostname>|all}
Function: Set the mapping relationship between the host and IP address; the “no ip host”
parameter of this command will delete the mapping.
Parameter: <hostname> is the host name, up to 64 characters are allowed; <ip_addr> is the
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corresponding IP address for the host name, takes a dot decimal format; all is all of the host
name.

Command mode: Global Mode

Usage Guide: Set the association between host and IP address, which can be used in commands
like “ping <host>".

Example: Set IP address of a host with the hostname of “beijing” to 200.121.1.1.
Switch(config)#ip host beijing 200.121.1.1

Command related: telnet, ping, traceroute

1.1.1.17 ipv6 host

Command: ipv6 host <hostname> <ipv6_addr>
no ipv6 host { <hostname> | all}
Function: Configure the mapping relationship between the IPv6 address and the host; the no
command deletes this mapping relationship.
Parameter: <hostname> is the name of the host, containing max 64 characters; <ipv6_addr> is
the IPv6 address corresponding to the host name. all is all the host address.
Command Mode: Global Mode
Usage Guide: Configure a fixed corresponding relationship between the host and the IPv6
address, applicable in commands such as traceroute6 <host>, etc.
Example: Set the IPv6 address of the host named beijing to 2001:1:2:3::1.
Switch(config)#ipv6 host beijing 2001:1:2:3::1
Command related: ping6, traceroute6

1.1.1.18 ip http server

Command: ip http server
no ip http server
Function: Enable Web configuration; the “no ip http server” command disables Web
configuration
Default: Enable.
Command mode: Global mode
Usage guide: Web configuration is for supplying an interface configured with HTTP for the user,
which is straight and visual, easy to understand.
Example: Enable Web Server function and enable Web configurations.
Switch(config)#ip http server

1.1.1.19 language

Command: language {chinese | english}

Function: Set the language for displaying the help information.
Parameter: chinese for Chinese display; english for English display.
Command mode: Admin and Config Mode.
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Default: The default setting is English display.

Usage Guide: Switch provides help information in two languages, the user can select the
language according to their preference. After the system restart, the help information display will
revert to English.

1.1.1.20 login

Command: login
no login
Function: login enable password authentication, no login command cancels the login
configuration.
Command mode: Global mode
Default: No login by default
Usage guide: By using this command, users have to enter the password set by password
command to enter normal user mode with console; no login cancels this restriction.
Example: Enable password
Switch(config)#login

1.1.1.21 password

Command: password [0 | 7] <password>
no password
Function: Configure the password used for enter normal user mode on the console. The “no
password” command deletes this password.
Parameter: password is the password for the user. If input option 0 on password setting, the
password is not encrypted; if input option 7, the password is encrypted.
Command mode: Global mode
Default: This password is empty by system default
Usage guide: When both this password and login command are configured, users have to enter
the password set by password command to enter normal user mode on console.
Example:
Switch(config)#password 0 test
Switch(config)#login

1.1.1.22 privilege

Command: privilege mode level <1-15> LINE
no privilege mode level <1-15> LINE
Function: Configure the level for the specified command, the no command restores the original
level of the command.
Parameters: mode: register mode of the command, ‘Tab’ or ‘?” is able to show all register modes
<1-15> is the level, its range between 1 and 15
LINE: the command needs to be configured, it supports the command
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abbreviation

Command Mode: Global mode

Usage Guide: This function cannot change the command itself. LINE must be the whole
command format, the command with the abbreviation format must be analyzed successfully. For
half-baked command, false command about writing and command that abbreviation cannot be
analyzed successfully, the configuration is failure. For changing the command line with the
parameter, it should fill in the parameter which is able to be selected discretionarily according to
the required format. However, level of the no command is able to be set optionally and it does
not affect the result. When using no command, LINE must be the configured command line. If
the command line with the parameter, the parameter must be matched with the configured
command. (After configure the privilege of enable command, please add command authencation
line console login local and configure corresponding privilege username password to ensure
users can enter privilege mode again. If console link in usual user mode after complete
configuration through other login way, please input exit or quit again, it will prompt user to input
user name password to enter privilege mode.)

Example: Change the level of show ip route command to level 5.

Switch(config)#privilege exec level 5 show ip route

Change the level of peer A.B.C.D command to level 6.

Switch(config)#privilege router-msdp level 6 peer 1.2.3.4

Restore the original level for show ip route command.

Switch(config)#no privilege exec level 5 show ip route

Restore the original level for peer A.B.C.D command.

Switch(config)#no privilege router-msdp level 6 peer 1.2.3.4

1.1.1.23 privilege mode level <1-15> all

This command is not supported by the switch.

1.1.1.24 reload

Command: reload

Function: Warm reset the switch.

Command mode: Admin Mode.

Usage Guide: The user can use this command to restart the switch without power off.

1.1.1.25 service password-encryption

Command: service password-encryption
no service password-encryption
Function: Encrypt system password. The “no service password-encryption” command cancels
the encryption.
Command mode: Global Mode

Default: No service password-encryption by system default
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Usage guide: The current unencrypted passwords as well as the coming passwords configured by
password, enable password, ip ftp and username command will be encrypted by executed this
command. no service password-encryption cancels this function however encrypted passwords
remain unchanged.

Example: Encrypt system passwords

Switch(config)#service password-encryption

1.1.1.26 Servicepassword-encryption

type user algo {sha256 | MD5}

Command: service password-encryption type user algo {sha256 | md5}

no service password-encryption type user
Function: To encrypt the system password in SHA256 or MD5 mode, run the no
command to cancel the current encryption mode.
Command mode: Global Mode
Default: No service password-encryption MODE is MD5 by system default
Usage guide:After this command is executed, you can select different types of encryption
for the unencrypted password of the password, enable password, IP FTP command, and
username command. At the same time, the encryption mode of the password configured
in the future will be processed according to the configured encryption mode. If no service
password-encryption type user is selected, this function is disabled. However, the
encrypted password is still encrypted in the previous encryption mode.

Example:Use the SHA256 encryption mode to encrypt the system password:
Switch(config)#service password-encryption type user algo sha256

1.1.1.27 service password valid-time

Command: service password valid-time <0-90>

no service password valid-time
Function: Set the user password validity, The “no service password valid-time” command cancels
the user password validity configuration.
Command mode: Configuration mode.
Default: No user password valid time by system default.
Usage guide: Set the validity period of the user password. When the user password is created,
the creation time of the current password will be recorded, and the system will prompt to change
the password after the expiration date. Valid time ‘0" means that the password is always valid.
Example: Set a password valid for 7 days
Switch(config)# service user password valid-time 7

1.1.1.28 login-fail retry-times
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Command: login-fail retry-times <retry-times> lock-time <lock-time>
no login-fail

III

Function: Sets the maximum number of failed login attempts. The “no login-fail” command
cancels the maximum failed login attempts configuration.
Parameter: <retry-times>:Maximum number of failed login attempts, in times, ranging from
0-10.

<lock-time>:The amount of time, in minutes, that an account is locked after reaching
the number of failures, ranging from 1-120 minutes.
Default: No login-fail retry-times by system default. Accounts are locked for 120 minutes after
reaching the number of failures by system default.
Command mode: Global Mode
Usage guide: Set the maximum number of failed login attempts.When this command is set, the
user will be locked out after the set number of failed login attempts. Only after the configured
lock time is over, can the user log in normally with the account. Setting the maximum number of
failed login attempts to 0 means that the number of failed login attempts is not checked.
Example: The maximum number of failed login attempts is set to 3 and the lock time is 30
minutes
Switch(config)# login-fail retry-times 3 lock-time 30

1.1.1.29 show locked user

Command: show locked user

Function: Show the locked user information.

Command mode: Admin and configuration mode.

Usage Guide: Used to display the locked user name, the locked time, and the remaining locked
time

Example: Show the current locked user.

Switch(config)#tshow locked user

Global login-fail retry times 3, lock time 30 minutes

Username Lock Time(sec) Remain Time(sec)

Userl 1800 100
User2 1800 50

1.1.1.30 service terminal-length

Command: service terminal-length <0-512>
no service terminal-length
Function: Configure the columns of characters displayed in each screen on terminal (vty). The
“no service terminal-length” command cancels the screen shifting operation.
Parameter: Columns of characters displayed on each screen of vty, ranging between 0-512.
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Command mode: Global Mode

Usage guide: Configure the columns of characters displayed on each screen of the terminal. The
columns of characters displayed on each screen on the telent.ssh client and the Console will be
following this configuration.

Example: Set the number of vty threads to 20.

Switch(config)#tservice terminal-length 20

1.1.1.31 sysContact

Command: sysContact <LINE>
no sysContact
Function: Set the factory contact mode, the “no sysContact” command reset the switch to
factory settings.
Parameter: <LINE> is the prompt character string, range from 0 to 255 characters.
Command mode: Global Mode
Default: The factory settings.
Usage guide: The user can set the factory contact mode bases the fact instance.
Example: Set the factory contact mode to test.
Switch(config)#sysContact test

1.1.1.32 sysLocation

Command: sysLocation <LINE>
no sysLocation
Function: Set the factory address, the “no sysLocation” command reset the switch to factory
settings.
Parameter: <LINE> is the prompt character string, range from 0 to 255 characters.
Command mode: Global Mode
Default: The factory settings.
Usage guide: The user can set the factory address bases the fact instance.
Example: Set the factory address to test.
Switch(config)#sysLocation test

1.1.1.33 set default

Command: set default

Function: Reset the switch to factory settings.

Command mode: Admin Mode.

Usage Guide: Reset the switch to factory settings. That is to say, all configurations made by the
user to the switch will disappear. When the switch is restarted, the prompt will be the same as
when the switch was powered on for the first time.

Note: After the command, “write” command must be executed to save the operation. The switch
will reset to factory settings after restart.
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Example:

Switch#set default

Are you sure? [Y/N] =y
Switch#write
Switch#reload

1.1.1.34 set boot password

This command is not supported by the switch.

1.1.1.35 setup

Command: setup

Function: Enter the Setup Mode of the switch.

Command mode: Admin Mode.

Usage Guide: Switch provides a Setup Mode, in which the user can configure IP addresses, etc.

1.1.1.36 show clock

Command: show clock

Function: Display the current system clock.

Command mode: Admin and Configuration Mode.

Usage Guide: If the system clock is inaccurate, user can adjust the time by examining the system
date and clock.

Example:

Switch#show clock

Current time is TUE AUG 22 11: 00: 01 2002

Command related: clock set

1.1.1.37 show cpu usage

Command: show cpu usage [<slotno>]

Function: Show CPU usage rate.

Command mode: Admin and configuration mode.

Usage Guide: Check the current usage of CPU resource by show cpu usage command. Only the
chassis switch uses slotno parameter which is used to show the CPU usage rate of the card on
specified slot, if there is no parameter, the default is current card.

Example: Show the current usage rate of CPU.

Switch#show cpu usage

Last 5second CPU IDLE: 87%

Last 30 second CPU IDLE: 89%

Last 5 minute CPU IDLE: 89%

From running CPUIDLE: 89%
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1.1.1.38 show cpu utilization

Command: show cpu utilization

Function: Show the current CPU utilization rate.

Parameter: None.

Default: None.

Command mode: Admin mode.

Usage Guide: This command is used to show CPU utilization rate in the past 5 seconds, 30
seconds and 5 minutes.

Example: Show CPU utilization rate.

Switch#show cpu utilization

Last 5second CPU USAGE: 9%
Last 30 second CPU USAGE: 11%
Last 5 minute CPU USAGE: 11%
From running CPU USAGE: 11%

1.1.1.39 show memory usage

Command: show memory usage [<slotno>]

Function: Show memory usage rate.

Command mode: Admin and configuration mode.

Usage Guide: Check the current usage of memory resource by show memory usage command.
Only the chassis switch uses slotno parameter which is used to show the memory usage rate of
card on the specified slot, if there is no parameter, the default is current card.

Example: Show the current usage rate of the memory.

Switch#show memory usage

The memory total 128 MB, free 58914872 bytes, usage is 56.10%

1.1.1.40 show privilege

Command: show privilege

Function: Show privilege of the current users.
Parameter: None.

Command Mode: All configuration modes
Example: Show privilege of the current user.
Switch(Config)#tshow privilege

Current privilege level is 15

1.1.1.41 show privilege mode LINE

Command: show privilege mode LINE
Function: Show the level of the specified command.
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Parameters: mode: register mode of the command, ‘Tab’ or ‘?” is able to show all register modes
LINE: the command needs to be configured, it supports the command abbreviation

Command Mode: Admin and configuration mode

Usage Guide: LINE must be the whole command format, the abbreviation format is used to the

command which can be analyzed successfully. For half-baked command, false command about

writing and command that abbreviation cannot be analyzed successfully, the level of them

cannot be shown.

Example: Show the level of privilege command.

Switch(config)#show privilege exec show ip route

The command : show ip route

Privilege is : 15

1.1.1.42 show tcam usage

This command is not supported by the switch.

1.1.1.43 show temperature

Command: show temperature

Function: Display the current temputerature of the switch CPU.

Command mode: All mode.

Usage Guide: This command is used to monitor the temperature of the switch CPU.
Example: Display the current temperature of the switch CPU.
Switch(Config)#show temperature

Temperature: 47.0625 C

1.1.1.44 show tech-support

Command: show tech-support [no-more]

Function: Display the operational information and the task status of the switch. The technique
specialist use this command to diagnose whether the switch operate normally.

Parameter: no-more: Display the operational information and the task status of the switch
directly, do not connect the user by “more”.

Command mode: Admin and Configuration Mode.

Usage Guide: This command is used to collect the relative information when the switch
operation is malfunctioned.

Example:

Switch#tshow tech-support

1.1.1.45 show version

Command: show version

Function: Display the version information of the switch.
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Command mode: Admin and Configuration Mode.

Usage Guide: This command is used to show the version of the switch, it includes the hardware
version and the software version information.

Example:

Switch#show version.

1.1.1.46 username

Command: username <username> [privilege <privilege>] [password [0 | 7] <password>]

no username <username>
Function: Configure local login username and password along with its privilege level.
Parameter: <username> is the username, its range should not exceed 32 characters. <privilege>
is the maximum privilege level of the commands that the user is able to execute, its value is
limited between 1 and 15, and 1 by default. <password> is the password for the user. If input
option 0 on password setting, the password is not encrypted; if input option 7, the password is
encrypted (Use 32 bits password encrypted by MD5).
Command Mode: Global Mode.
Usage Guide: There are two available choices for the preferences of the registered commands in
the switch. They are 1 and 15. Preference of 1 is for the commands of the normal user
configuration mode. Preference of 15 is for the commands registered in modes other than the
normal user configuration modes. 16 local users at most can be configured through this
command, and the maximum length of the password should be no less than 32.
Notice: The user can log in user and priority after the command configures, before issuing the
command authentication line console login local, it should be made sure that at one user has be
configured as preference level of 15, in order to login the switch and make configuration changes
in privileged mode and global mode. If there are no configured local users with preference level
of 15, while only Local authentication is configured for the Console login method, the switch can
be login without any authentication. When using the HTTP method to login the switch, only users
with preference level of 15 can login the switch, users with preference level other than 15 will be
denied.
Example: Configure an administrator account named admin, with the preference level as 15. And
configure two normal accounts with its preference level as 1. Then enable local authentication
method.

Above all the configurations, only the admin user is able to login the switch in privileged
mode through Telnet or Console login method, userl and user2 can only login the switch in
normal user mode through the telnet and console login method. For HTTP login method, only the
admin user can pass the authentication configuration, userl and user2 will be denied.
Switch(config)#tusername admin privilege 15 password 0 admin
Switch(config)# username user1 privilege 1 password 7
4a7d1ed414474e4033ac29cch8653d9b (The password is 32 bits password encrypted by MD5)
Switch(config)# username user2 password 0 user2
Switch(config)# authentication line console login local
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1.1.1.47 web-auth privilege <1-15>

Command: web-auth privilege <1-15>
no web-auth privilege
Function: Configure the level of logging in the switch by web.
Parameter: <1-15>: Appoint the level of logging in the switch by web and the range is from 1 to
15.
Command Mode: Global Mode.
Default: 15.
Usage Guide: After configured the level of logging in the switch by web, only the user with the
level that is equal to or higher than it can login in the switch by web.
Example: Configure the level of logging in the switch by web as 10.
Switch(config)# web-auth privilege 10

1.1.1.48 web language

Command: web language {chinese | english}

Function: Set the language for displaying the HTTP Server information.
Parameter: chinese for Chinese display; english for English display.
Command mode: Admin Mode

Default: The default setting is English display.

Usage Guide: The user can select the language according to their preference.

1.1.1.49 write

Command: write

Function: Save the currently configured parameters to the Flash memory.

Command mode: Admin Mode.

Usage Guide: After a set of configuration with desired functions, the setting should be saved to
the specified configuration file, so that the system can revert to the saved configuration
automatically in the case of accidentally powered off or power failure. This is the equivalent to
the copy running-config startup-config command.

1.1.1.50 write running-config

Command: write running-config [<startup-config-file-name>]
Function: Save the current running config as .cfg file to Flash Memory.
Parameters: <startup-config-file-name> is the full path of the cfg file. The format of which is as
follows:

1. The file path comprises of two parts: device prefix used as the root directory (flash:/) and
the file name. No space is allowed in each part or between two parts.

2. The suffix of all file names should be .cfg.

3. The length of the full file path should not be longer than 128 characters, while the file
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name can not be longer than 80 characters.

Command Mode: Admin Mode.

Usage Guide: Config file saved by Flash Memory can be used for startup file.
Example: Save the current running config as .cfg file with name of 123.
Switch#write running-config 123.cfg

1.1.2 Telnet

1.1.2.1 aaa authorization config-commands

Command: aaa authorization config-commands

no aaa authorization config-commands
Function: Enable command authorization function for the login user with VTY (login with Telnet
and SSH). The no command disables this function. Only enabling this command and configuring
command authorization manner, it will request to authorize when executing some command.
Default: Disable.
Command Mode: Global Mode.
Usage Guide: Only after configuring this command and configuring command authorization
manner and authorization selection priority of login user with VTY, it can be authorized when
configuring command with corresponding command level for login user with VTY.
Example: Enable VTY command authorization function.
Switch(config)# aaa authorization config-commands

1.1.2.2 accounting exec

Command: accounting line {console | vty} exec {start-stop | stop-only | none} methodl
[method?2...]

no accounting line {console | vty} exec
Function: Configure the list of the accounting method for the login user with VTY (login with
Telnet and SSH) and Console. The no command restores the default accounting method.
Parameters: line selects the accounting line, including console, vty (telnet and ssh); start-stop
sends the accounting start or the accounting stop when the user is logging or exit the login;
stop-only sends the accounting stop when the user exits the login only; none does not send the
accounting start or the accounting stop; method is the list of the accounting method, it only
supports tacacs keyword; tacacs uses the remote TACACS+ server to count.
Default: There is no accounting.
Command Mode: Global Mode.
Usage Guide: console and vty login method are able to set the corresponding accounting
method respectively, the accounting method only supports TACACS+ method currently.
Example: Configure the login accounting with the telnet method.
Switch(config)#taccounting line vty exec start-stop tacacs
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1.1.2.3 accounting command

Command: accounting line {console | vty} command <1-15> {start-stop | stop-only | none}
method1 [method2...]

no accounting line {console | vty} command <1-15>
Function: Configure the list of the command accounting method with VTY (login with Telnet and
SSH) and Console. The no command restores the default accounting method.
Parameters: line selects the accounting line, including console, vty (telnet and ssh); command
<1-15> is the level of the accounting command; start-stop sends the accounting start or the
accounting stop when the user is logging or exit the login; stop-only sends the accounting stop
when the user exits the login only; none does not send the accounting start or the accounting
stop; method is the list of the accounting method, it only supports tacacs keyword; tacacs uses
the remote TACACS+ server to count.
Default: There is no accounting method.
Command Mode: Global Mode.
Usage Guide: console and vty login method are able to set the corresponding command
accounting method respectively, the accounting method only supports TACACS+ method
currently. Only the stop information of the accounting is recorded, whether command accounting
configures start-stop method or stop-only method.
Example: Configure the command accounting with the telnet method.
Switch(config)#authorization line vty command 15 start-stop tacacs

1.1.2.4 authentication enable

Command: authentication enable method1 [method2...]

no authentication enable
Function: Configure the list of the enable authentication method. The no command restores the
default authentication method.
Parameters: method is the list of the authentication method, it must be among local, tacacs and
radius keywords; local uses the local database to authenticate; tacacs uses the remote TACACS+
authentication server to authenticate; radius uses the remote RADIUS authentication server to
authenticate.
Default: The local authentication is enable command by default.
Command Mode: Global Mode.
Usage Guide: The enable authentication method can be any one or combination of Local, RADIUS
and TACACS. When login method is configuration in combination, the preference goes from left
to right. If the users have passed the authentication method, authentication method of lower
preferences will be ignored. To be mentioned, if the user receives corresponding protocol’s
answer whether refuse or incept, it will not attempt the next authentication method (Exception:
if the local authentication method failed, it will attempt the next authentication method); it will
attempt the next authentication method if it receives nothing. And AAA function RADIUS server
should be configured before the RADIUS configuration method can be used. And TACACS server
should be configured before the TACACS configuration method can be used.
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Example: Configure the enable authentication method to be tacacs and local.
Switch(config)#tauthentication enable tacacs local

1.1.2.5 authentication ip access-class

Command: authentication ip access-class {<num-std>|<name>}
no authentication ip access-class
Function: Binding standard IP ACL protocol to login with Telnet/SSH/Web; the no form command
will cancel the binding ACL.
Parameters: <num-std> is the access-class number for standard numeric ACL, ranging between
1-99; <name> is the access-class name for standard ACL, the character string length is ranging
between 1 and 32.
Default: The binding ACL to Telnet/SSH/Web function is closed by default.
Command Mode: Global Mode.
Example: Binding standard IP ACL protocol to access-class 1.
Switch(config)#tauthentication ip access-class 1 in

1.1.2.6 authentication ipv6 access-class

Command: authentication ipv6 access-class {<num-std>|<name>} in
no authentication ipv6 access-class
Function: Binding standard IPv6 ACL protocol to login with Telnet/SSH/Web; the no form
command will cancel the binding ACL.
Parameters: <num-std> is the access-class number for standard numeric ACL, ranging between
500-599; <name> is the access-class name for standard ACL, the character string length is ranging
between 1 and 32.
Default: The binding ACL to Telnet/SSH/Web function is closed by default.
Command Mode: Global Mode.
Example: Binding standard IP ACL protocol to access-class 500.
Switch(config)#tauthentication ipv6 access-class 500 in

1.1.2.7 authentication line login

Command: authentication line {console | vty | web} login method1 [method2...]

no authentication line {console | vty | web} login
Function: Configure VTY (login with Telnet and SSH), Web and Console, so as to select the list of
the authentication method for the login user. The no form command restores the default
authentication method.
Parameters: line selects the login line, including console, vty (telnet and ssh) and web; method is
the list of the authentication method, it must be among local, tacacs and radius keywords; local
uses the local database to authenticate; tacacs uses the remote TACACS+ authentication server to
authenticate; radius uses the remote RADIUS authentication server to authenticate.
Default: No configuration is enabled for the console login method by default. Local
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authentication is enabled for the VTY and Web login method by default.

Command Mode: Global Mode.

Usage Guide: The authentication method for Console, VTY and Web login can be configured
respectively. And authentication method can be any one or combination of Local, RADIUS and
TACACS. When login method is configuration in combination, the preference goes from left to
right. If the users have passed the authentication method, authentication method of lower
preferences will be ignored. To be mentioned, if the user receives corresponding protocol’s
answer whether refuse or incept, it will not attempt the next authentication method (Exception:
if the local authentication method failed, it will attempt the next authentication method); it will
attempt the next authentication method if it receives nothing. And AAA function RADIUS server
should be configured before the RADIUS configuration method can be used. And TACACS server
should be configured before the TACACS configuration method can be used.

The authentication line console login command is exclusive with the “login” command. The
authentication line console login command configures the switch to use the Console login
method. And the login command makes the Console login to use the passwords configured by
the password command for authentication.

If local authentication is configured while no local users are configured, users will be able to
login the switch via the Console method.

Example: Configure the telnet and ssh login with the remote RADIUS authentication.
Switch(config)#authentication line vty login radius
Relative Command: aaa enable; radius-server authentication host, tacacs-server authentication

host, tacacs-server key

1.1.2.8 authentication securityip

Command: authentication securityip <ip-addr>

no authentication securityip <ip-addr>
Function: To configure the trusted IP address for Telnet and HTTP login method. The no form of
this command will remove the trusted IP address configuration.
Parameters: <ip-addr> is the trusted IP address of the client in dotted decimal format which can
login the switch.
Default: No trusted IP address is configured by default.
Command Mode: Global Mode.
Usage Guide: IP address of the client which can login the switch is not restricted before the
trusted IP address is not configured. After the trusted IP address is configured, only clients with
trusted IP addresses are able to login the switch. Up to 32 trusted IP addresses can be configured
in the switch.
Example: To configure 192.168.1.21 as the trusted IP address.
Switch(config)# authentication securityip 192.168.1.21

1.1.2.9 authentication securityipv6é
Command: authentication securityipvé <ipv6-addr>
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no authentication securityipvé <ipv6-addr>
Function: To configure the security IPv6 address for Telnet and HTTP login method. The no form
of this command will remove the specified configuration.
Parameters: <ipv6-addr> is the security IPv6 address which can login the switch.
Default: No security IPv6 addresses are configured by default.
Command Mode: Global Mode.
Usage Guide: IPv6 address of the client which can login the switch is not restricted before the
security IPv6 address is not configured. After the security IPv6 address is configured, only clients
with security IPv6 addresses are able to login the switch. Up to 32 security IPv6 addresses can be
configured in the switch.
Example: Configure the security IPv6 address is 2001:da8:123:1::1.
Switch(config)# authentication securityipvé 2001:da8:123:1::1

1.1.2.10 authorization

Command: authorization line {console | vty | web} exec method [method...]

no authorization line {console | vty | web} exec
Function: Configure the list of the authorization method for the login user with VTY (login with
Telnet and SSH), Web and Console. The no command restores the default authorization method.
Parameters: line selects the authorization line, including console, vty (telnet and ssh) and web;
method is the list of the authorization method, it must be among local, tacacs and radius
keywords; local uses the local database to authorize; tacacs uses the remote TACACS+ server to
authorize; radius uses the remote RADIUS server to authorize.
Default: There is no authorization mode.
Command Mode: Global Mode.
Usage Guide: The authorization method for Console, VTY and Web login can be configured
respectively. And authorization method can be any one or combination of Local, RADIUS or
TACACS. When login method is configuration in combination, the preference goes from left to
right. If the users have passed the authorization method, authorization method of lower
preferences will be ignored. To be mentioned, if the user receives corresponding protocol’s
answer whether refuse or incept, it will not attempt the next authorization method; it will
attempt the next authorization method if it receives nothing. And AAA function RADIUS server
should be configured before the RADIUS configuration method can be used. And TACACS server
should be configured before the TACACS configuration method can be used.

The local users adopt username command permission while authorization command is not
configured, the users login the switch via RADIUS/TACACS method and works under common
mode.

Example: Configure the telnet authorization method to RADIUS.
Switch(config)#authorization line vty exec radius

1.1.2.11 authorization line vty command
Command: authorization line vty command <1-15> {local | radius | tacacs} (none|)
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no authorization line vty command <1-15>
Function: Configure command authorization manner and authorization selection priority of login
user with VTY (login with Telnet and SSH). The no command recovers to be default manner.
Default: The authorization manner is not configured as default.
Command Mode: Global Mode.
Usage Guide: Configure the authorization manner when VTY login user configures command, the
manners include any combination of Local, RADIUS and TACACS, the manner of none is just as the
last manner. When using combination authorization manners, the priority of the front
authorization manner is the highest and the others are in descending order; if the authorization
with high priority passed, it is successful to configure command and the back authorization
manner will be ignored. Notice: as long as one authorization manner receives a clear response of
the corresponding agreement. Whether it is received or refused, the next authorization manner
will not be attempted. If the clear response is not received, try the next manner. When using
RADIUS authorization, AAA function must be enabled and configure RADIUS server. when using
TACACS authorization, TACACS server must be configured. None is the manner of escaping and it
only can be the last manner. This manner returns to passed authorization directly and it is
successful to configure the command.
Example: Configure level 1 command authorization manner of telnet login user as TACACS.
Switch(config)#authorization line vty command 1 tacacs

1.1.2.12 clear line vty <0-31>

Command: clear line vty <0-31>

Function: Delete the logged user information on the appointed line, force user to get down the
line who logs in through telnet or ssh.

Command mode: Admin Mode.

Usage guide: After inputting this command, there is need to judge for this command,
“Confirm[Y/N]: “, when inputting “Y“ or “y“, run to delete; when inputting “? “ do not run to
delete, print the notice information only. When inputting other characters, do not run to delete.

1.1.2.13 crypto key clear rsa

Command: crypto key clear rsa
Function: Clear the secret key of ssh.
Command mode: Admin Mode.

1.1.2.14 terminal length

Command: terminal length <0-512>
terminal no length
Function: Set length of characters displayed in each screen on terminal; the “terminal no length”
cancels the screen switching operation and display content once in all.
Parameter: Length of characters displayed in each screen, ranging between 0-512 (0 refers to
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non-stop display).

Command mode: Admin Mode.

Default: Default Length is 25.

Usage guide: Set length of characters displayed in each screen on terminal, so that
the-More-message will be shown when displayed information exceeds the screen. Press any key
to show information in next screen. Default length is 25.

Example: Configure length of characters in each display to 20.

Switch#terminal length 20

1.1.2.15 terminal monitor

Command: terminal monitor

terminal no monitor
Function: Copy debugging messages to current display terminal; the “terminal no monitor”
command restores to the default value.
Command mode: Admin Mode.
Usage guide: Configures whether the current debugging messages is displayed on this terminal. If
this command is configured on telnet or SSH clients, debug messages will be sent to that client.
The debug message is displayed on console by default.
Example:
Switch#terminal monitor

1.1.2.16 telnet

Command: telnet [vrf <vrf-name>] {<ip-addr> | <ipv6-addr> | host <hostname>} [<port>]
Function: Login on the remote host by Telnet

Parameter: <vrf-name> is the specific VRF name; <ip-addr> is the IP address of the remote host,
shown in dotted decimal notation; <ipv6-addr> is the IPv6 address of the remote host;
<hostname> is the name of the remote host, containing max 64 characters; <port> is the port
number, ranging between 0 and 65535.

Command Mode: Admin Mode.

Usage Guide: This command is used when the switch is applied as Telnet client, for logging on
remote host to configure. When a switch is applied as a Telnet client, it can only establish one
TCP connection with the remote host. To connect to another remote host, the current TCP
connection must be disconnected with a hotkey “CTRL+ \”. To telnet a host name, mapping
relationship between the host name and the IP/IPv6 address should be previously configured. For
required commands please refer to ip host and ipv6 host. In case a host corresponds to both an
IPv4 and an IPv6 addresses, the IPv6 should be preferred when telneting this host name.
Example: The switch telnets to a remote host whose IP address is 20.1.1.1.

Switch#telnet 20.1.1.1 23

Connecting Host 20.1.1.1 Port 23...

Service portis 23

Connected to 20.1.1.1
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login:123
password:***

router>

1.1.2.17 telnet server enable

Command: telnet server enable
no telnet server enable
Function: Enable the Telnet server function in the switch: the “no telnet server enable”
command disables the Telnet function in the switch.
Default: Telnet server function is enabled by default.
Command mode: Global Mode
Usage Guide: This command is available in Console only. The administrator can use this
command to enable or disable the Telnet client to login to the switch.
Example: Disable the Telnet server function in the switch.
Switch(config)#no telnet server enable

1.1.2.18 telnet-server max-connection

Command: telnet-server max-connection {<max-connection-number> | default}

Function: Configure the max connection number supported by the Telnet service of the switch.
Parameters: <max-connection-number>: the max connection number supported by the Telnet
service, ranging from 5 to 16. The default option will restore the default configuration.

Default: The system default value of the max connection number is 5.

Command Mode: Global Mode

Usage Guide: None.

Example: Set the max connection number supported by the Telnet service as 10.
Switch(config)#ttelnet-server max-connection 10

1.1.2.19 ssh-server authentication-retries

Command: ssh-server authentication-retries <authentication-retries>
no ssh-server authentication-retries
Function: Configure the number of times for retrying SSH authentication; the “no ssh-server
authentication-retries” command restores the default number of times for retrying SSH
authentication.
Parameter: < authentication-retries > is the number of times for retrying authentication; valid
range is 1 to 10.
Command mode: Global Mode
Usage Guide: None.
Default: The number of times for retrying SSH authentication is 3 by default.
Example: Set the time for retrying SSH authentication to 5.
Switch(config)#ssh-server authentication-retries 5
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1.1.2.20 ssh-server enable

Command: ssh-server enable
no ssh-server enable
Function: Enable SSH function on the switch; the “no ssh-server enable” command disables SSH
function.
Command mode: Global Mode
Default: SSH function is disabled by default.
Usage Guide: In order that the SSH client can log on the switch, the users need to configure the
SSH user and enable SSH function on the switch.
Example: Enable SSH function on the switch.
Switch(config)#tssh-server enable

1.1.2.21 ssh-server host-key create rsa

Command: ssh-server host-key create rsa [modulus < modulus >]

Function: Generate new RSA host key.

Parameter: modulus is the modulus which is used to compute the host key; valid range is 768 to
2048. The default value is 1024.

Command mode: Global Mode

Default: The system uses the key generated when the ssh-server is started at the first time.
Usage Guide: This command is used to generate the new host key. When SSH client logs on the
server, the new host key is used for authentication. After the new host key is generated and
“write” command is used to save the configuration, the system uses this key for authentication all
the time. Because it takes quite a long time to compute the new key and some clients are not
compatible with the key generated by the modulus 2048, it is recommended to use the key which
is generated by the default modulus 1024.

Example: Generate new host key.

Switch(config)#ssh-server host-key create rsa

1.1.2.22 ssh-server max-connection

Command: ssh-server max-connection {<max-connection-number> | default}

Function: Configure the max connection number supported by the SSH service of the switch.
Parameters: <max-connection-number>: the max connection number supported by the SSH
service, ranging from 5 to 16. The default option will restore the default configuration.

Default: The system default value of the max connection number is 5.

Command Mode: Global Mode

Usage Guide: None.

Example: Set the max connection number supported by the SSH service as 10.

Switch(config)#tssh-server max-connection 10
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1.1.2.23 ssh-server timeout

Command: ssh-server timeout <timeout>
no ssh-server timeout
Function: Configure timeout value for SSH authentication; the “no ssh-server timeout”
command restores the default timeout value for SSH authentication.
Parameter: <timeout> is timeout value; valid range is 10 to 600 seconds.
Command mode: Global Mode
Default: SSH authentication timeout is 180 seconds by default.
Usage Guide: This command is used to set SSH authentication timeout, the default timeout is
180 seconds.
Example: Set SSH authentication timeout to 240 seconds.
Switch(config)#ssh-server timeout 240

1.1.2.24 show crypto key

Command: show crypto key
Function: Show the secret key of ssh.
Command mode: Admin Mode.

1.1.2.25 show ssh-server

Command: show ssh-server

Function: Display SSH state and users which log on currently.
Command mode: Admin Mode.

Example:

Switch#show ssh-server

ssh server is enabled

ssh-server timeout 180s

ssh-server authentication-retries 3

ssh-server max-connection number 6

ssh-server login user number 2

1.1.2.26 show telnet login

Command: show telnet login

Function: Display the information of the Telnet client which currently establishes a Telnet
connection with the switch.

Command Mode: Admin and Configuration Mode.

Usage Guide: Check the Telnet client messages connected through Telnet with the switch.
Example:

Switch#tshow telnet login

Authenticate login by local
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Login user:
aa

1.1.2.27 show users

Command: show users

Function: Show the user information who logs in through telnet or ssh. It includes line number,
user name and user IP.

Command mode: Admin Mode.

Usage Guide: When inputting this command, show the user information who logs in through
telnet or ssh. It includes line number, user name and user IP. Because 16 telnet users and 16 ssh
users are supported at most currently, vty0-15 are used for telnet, and 16-31 are used for ssh.
Example:

Switch#show users

Line User Location

vty 16 a 192.168.1.1
vty O admin 192.168.1.2
vty 17 mab 192.168.1.13
vty 1 test 192.168.1.40
1.1.2.28 who

Command: who

Function: Show the current login users with vty.
Parameter: None.

Command Mode: All configuration modes
Example: Show the current login users with vty.
Switch#who

Telnet user a login from 192.168.1.20

1.1.3 Configuring Switch IP

1.1.3.1 interface vlan

Command: interface vlan <vlan-id>
no interface vlan <vian-id>
Function: Enter the VLAN interface configuration mode; the no operation of this command will
delete the existing VLAN interface.
Parameters: <vlan-id> is the VLAN ID of an existing VLAN, ranging from 1 to 4094.
Command Mode: Global Configuration Mode.
Usage Guide: Users should first make sure the existence of a VLAN before configuring it. User
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“exit” command to quit the VLAN interface configuration mode back to the global configuration
mode.

Example: Enter the VLAN interface configuration mode of VLAN1.

Switch(config)#tinterface vlan 1

Switch(Config-if-Vlan1)#

1.1.3.2 interface ethernet O

This command is not supported by the switch.

1.1.3.3ip address

Command: ip address <ip-address> <mask> [secondary]
no ip address [<ip-address> <mask>] [secondary]
Function: Set the IP address and mask for the specified VLAN interface; the “no ip address <ip
address> <mask> [secondary]” command deletes the specified IP address setting.
Parameter: <ip-address> is the IP address in dot decimal format; <mask> is the subnet mask in
dot decimal format; [secondary] indicates the IP configured is a secondary IP address.
Default: No IP address is configured upon switch shipment.
Command mode: VLAN Interface Mode
Usage Guide: A VLAN interface must be created first before the user can assign an IP address to
the switch.
Example: Set 10.1.128.1/24 as the IP address of VLAN1 interface.
Switch(config)#tinterface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.128.1 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch(config)#
Relative Command: ip bootp-client enable, ip dhcp-client enable

1.1.3.4 ipv6 address

Command: ipv6 address <ipvb6address | prefix-length> [eui-64]

no ipv6 address <ipv6address | prefix-length> [eui-64]
Function: Configure aggregatable global unicast address, site-local address and link-local address
for the interface.
Parameters: <ipvéaddress> is the prefix of an IPV6 address; <prefix-length>is the length of the
prefix of an IPV6 address, ranging from 3 to 128; eui-64 means that the eui64 interface id of the
interface will automatically create an IPV6 address.
Command Mode: Interface Configuration Mode.
Default: None.
Usage Guide: The prefix of an IPV6 address should not be a multicast address, or other kinds of
IPV6 addresses with specific usage. Different layer-three VLAN interfaces are forbidden to share a
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same address prefix. As for any global unicast address, the prefix should be limited in the range
from 2001:: to 3fff ::, with a length no shorter than 3. And the prefix length of a site-local address
or a link-local address should not be shorter than 10.

Examples: Configure an IPV6 address at the layer-three interface of VLAN1: set the prefix as
2001:3f:ed8::99, the length of which is 64.

Switch(Config-if-Vlan1)#ipv6 address 2001:3f:ed8::99/64

1.1.3.5ip bootp-client enable

Command: ip bootp-client enable
no ip bootp-client enable
Function: Enable the switch to be a BootP Client and obtain IP address and gateway address
through BootP negotiation; the “no ip bootp-client enable” command disables the BootP Client
function and releases the IP address obtained in BootP.
Default: BootP client function is disabled by default.
Command mode: VLAN Interface Mode
Usage Guide: Obtaining IP address through BootP, Manual configuration and DHCP are mutually
exclusive, enabling any two methods for obtaining IP address is not allowed. Note: To obtain IP
address via BootP, a DHCP server or a BootP server is required in the network.
Example: Get IP address through BootP.
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip bootp-client enable
Switch (Config-if-Vlan1)#exit
Switch(config)#
Relative command: ip address, ip dhcp-client enable

1.1.3.6 ip dhcp-client enable

Command: ip dhcp-client enable
no ip dhcp-client enable
Function: Enables the switch to be a DHCP client and obtain IP address and gateway address
through DHCP negotiation; the “no ip dhcp-client enable” command disables the DHCP client
function and releases the IP address obtained in DHCP. Note: To obtain IP address via DHCP, a
DHCP server is required in the network.
Default: the DHCP client function is disabled by default.
Command mode: VLAN Interface Mode. Interface Mode.
Usage Guide: Obtaining IP address by DHCP, Manual configuration and BootP are mutually
exclusive, enabling any 2 methods for obtaining an IP address is not allowed.
Example: Getting an IP address through DHCP.
Switch(config)#tinterface vlan 1
Switch(Config-if-Vlan1)#ip dhcp-client enable
Switch(Config-if-Vlan1)#exit
Switch(config)#
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1.1.3.7 ip dhcp-client upgrade enable

Command: ip dhcp-client upgrade enable
no ip dhcp-client upgrade enable
Function: Enables the switch to realize the automatic upgrade function of img / cfg file
through DHCP option66 and option 67; the no operation of this command is to close the
function of automatic upgrade of img / cfg file through DHCP option66 and option 67.
Default: The automatic upgrade function of DHCP client is disabled by default.
Command mode: VLAN Interface Mode. Interface Mode.
Usage Guide: Enables the switch to realize the automatic upgrade function of img / cfg file
through DHCP option66 and option 67.
Example: Enables DHCP automatic upgrade function.
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip dhcp-client enable
Switch(Config-if-Vlanl)#ip dhcp-client upgrade enable
Switch(Config-if-Vlan1)#exit
Switch(config)#
Relative command: ip dhcp-client enable

1.1.3.8 ip dhcp-client upgrade begin

Command: ip dhcp-client upgrade begin

Function: Starts up the switch to realize the automatic upgrade function of img / cfg file
through DHCP option66 and option 67.

Default: The automatic upgrade function of DHCP client is closed by default.

Command mode: VLAN Interface Mode. Interface Mode.

Usage Guide: Starts up the switch to realize the automatic upgrade function of img / cfg file
through DHCP option66 and option 67.

Example: Starts up DHCP automatic upgrade function.

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip dhcp-client enable

Switch(Config-if-Vlan1)#ip dhcp-client upgrade enable

Switch(Config-if-Vlan1)#ip dhcp-client upgrade begin

Switch(Config-if-Vlan1)#exit

Switch(config)#

Relative command: ip dhcp-client enable, ip dhcp-client upgrade enable

1.1.4 SNMP
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1.1.4.1 debug snmp mib

Command: debug snmp mib
no debug snmp mib
Function: Enable the SNMP mib debugging; the "no debug snmp mib” command disables the
debugging.
Command Mode: Admin Mode.
Usage Guide: When user encounters problems in applying SNMP, the SNMP debugging is
available to locate the problem causes.
Example:
Switch#debug snmp mib

1.1.4.2 debug snmp kernel

Command: debug snmp kernel
no debug snmp kernel

I”

Function: Enable the SNMP kernel debugging; the “no debug snmp kernel” command disables
the debugging function.

Command Mode: Admin Mode.

Usage Guide: When user encounters problems in applying SNMP, the SNMP debugging is
available to locate the problem causes.

Example:

Switch#debug snmp kernel

1.1.4.3 rmon enable

Command: rmon enable
no rmon enable
Function: Enable RMON; the “no rmon enable” command disables RMON.
Command mode: Global Mode
Default: RMON is enabled by default.
Example:
Enable RMON.
Switch(config)#rmon enable
Disable RMON.

Switch(config)#tno rmon enable

1.1.4.4 show private-mib oid

Command: show private-mib oid

Function: Show the original oid of the private mib.

Command mode: Admin and configuration mode.

Usage Guide: Check the beginning oid of the private mib by show private-mib oid command.
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Example: Show the original oid of the private mib.

Switch#fshow private-mib oid
Private MIB OI1D:1.3.6.1.4.1.6339

1.1.4.5 show snmp

Command: show snmp

Function: Display all SNMP counter information.

Command mode: Admin and Configuration Mode.

Example:
Switch#show snmp
0 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name

0 Illegal operation for community name supplied

0 Encoding errors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs
0 SNMP packets output

0 Too big errors (Max packet size 1500)

0 No such name errors
0 Bad values errors

0 General errors

0 Get-response PDUs
0 SNMP trap PDUs

Displayed information

Explanation

snmp packets input

Total number of SNMP packet inputs.

bad snmp version errors

Number of version information error packets.

unknown community name

Number of community name error packets.

illegal operation for community name supplied

Number of permission for community name

error packets.

encoding errors

Number of encoding error packets.

number of requested variable

Number of variables requested by NMS.

number of altered variables

Number of variables set by NMS.

get-request PDUs

“

Number of packets received by “get”

requests.

get-next PDUs

Number of packets received by “getnext”
requests.
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set-request PDUs

“ ”

Number of packets received by “set

requests.

snmp packets output

Total number of SNMP packet outputs.

too big errors

Number of “Too_ big” error SNMP packets.

maximum packet size

Maximum length of SNMP packets.

no such name errors

Number of packets requesting for
non-existent MIB objects.

bad values errors

Number of “Bad_values” error SNMP packets.

general errors

Number of “General_errors” error SNMP

packets.

response PDUs Number of response packets sent.

trap PDUs Number of Trap packets sent.

1.1.4.6 show snmp engineid

Command: show snmp engineid

Function: Display the engine ID commands.

Command Mode: Admin and Configuration Mode.

Example:

Switch#fshow snmp engineid

SNMP enginelD:3138633303f1276¢ Engine Boots is:1
Displayed Information Explanation
SNMP enginelD Engine number
Engine Boots Engine boot counts

1.1.4.7 show snmp group

Command: show snmp group

Function: Display the group information commands.

Command Mode: Admin and Configuration Mode.

Example:

Switch#show snmp group

Group Name:initial Security Level:noAuthnoPriv

Read View:one

Write View:<no writeview specified>

Notify View:one
Displayed Information Explanation
Group Name Group name
Security level Security level
Read View Read view name
Write View Write view name
Notify View Notify view name
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| <no writeview specified>

No view name specified by the user

1.1.4.8 show snmp mib

Command: show snmp mib
Function: Display all MIB supported by the switch.
Command Mode: Admin and Configuration Mode.

1.1.4.9 show snmp status

Command: show snmp status

Function: Display SNMP configuration information.
Command mode: Admin and Configuration Mode.
Example:

Switch#show snmp status

Trap enable

RMON enable

Community Information:

V1/V2c Trap Host Information:

V3 Trap Host Information:

Security IP Information:

Displayed information

Description

Community string

Community string

Community access

Community access permission

Trap-rec-address

IP address which is used to receive Trap.

Trap enable

Enable or disable to send Trap.

SecuritylP

IP address of the NMS which is allowed to
access Agent

1.1.4.10 show snmp user

Command: show snmp user

Function: Display the user information commands.
Command Mode: Admin and Configuration Mode.
Example:

Switch#fshow snmp user

User name: initialsha

Engine ID: 1234567890

Auth Protocol:MD5 Priv Protocol:DES-CBC
Row status:active

Displayed Information

Explanation

User name

User name
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Engine ID Engine ID

Priv Protocol Employed encryption algorithm
Auth Protocol Employed identification algorithm
Row status User state

1.1.4.11 show snmp view

Command: show snmp view
Function: Display the view information commands.
Command Mode: Admin and Configuration Mode.

Example:
Switch#show snmp view
View Name:readview 1. -Included active
1.3. Excluded active
Displayed Information Explanation
View Name View name
1l.and1.3. OID number
Included The view includes sub trees rooted by this
OID
Excluded The view does not include sub trees rooted
by this OID
active State

1.1.4.12 snmp-server community

Command: snmp-server community {ro | rw} {0 | 7} <string> [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std> | <ipv6-name>}] [read <read-view-name>] [write
<write-view-name>]
no snmp-server community <string> [access {<num-std>|<name>}] [ipv6-access

{<ipv6-num-std>| <ipv6-name>}]
Function: Configure the community string for the switch; the no command deletes the
configured community string.
Parameter: <string> is the configured community string. If key option is set as 0, the specified
community string is not encrypted, if key option is set as 7, the specified community string is
encrypted;

ro | rw is the specified access mode to MIB, ro for read-only and rw for read-write;

<num-std> is the access-class number for standard numeric ACL, ranging between
1-99;

<name> is the access-class name for standard ACL, the character string length is
ranging between 1-32;

<ipv6-num-std> is the access-class number for standard numeric IPv6 ACL, ranging
between 500-599;

<name> is the access-class name for standard IPv6 ACL, the character string length
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is ranging between 1-32;
<read-view-name> is the name of readable view which includes 1-32 characters;
<write-view-name> is the name of writable view which includes 1-32 characters.
Command mode: Global Mode
Usage Guide: The switch supports up to 4 community strings. It can realize the access-control for
specifically community view by binding the community name to specifically readable view or
writable view.
Example:
Add a community string named “private” with read-write permission.
Switch(config)#snmp-server community rw 0 private
Add a community string named “public” with read-only permission.
Switch(config)#snmp-server community ro 0 public
Modify the read-write community string named “private” to read-only.
Switch(config)# snmp-server community ro O private
Delete community string “private”.
Switch(config)#fno snmp-server community 0 private
Bind the read-only community string “public” to readable view “pviewr”.
Switch(config)#snmp-server community ro 0 public read pviewr
Bind the read-write community string “private” to readable view “pviewr” and writable view
“pvieww”.

Switch(config)#snmp-server community rw 0 private read pviewr write pvieww

1.1.4.13 snmp-server enable

Command: snmp-server enable
no snmp-server enable
Function: Enable the SNMP proxy server function on the switch. The “no snmp-server enable”
command disables the SNMP proxy server function
Command mode: Global mode
Default: SNMP proxy server function is disabled by system default.
Usage guide: To perform configuration management on the switch with network manage
software, the SNMP proxy server function has to be enabled with this command.
Example: Enable the SNMP proxy server function on the switch.
Switch(config)#tsnmp-server enable

1.1.4.14 snmp-server enable traps

Command: snmp-server enable traps
no snmp-server enable traps
Function: Enable the switch to send Trap message; the “no snmp-server enable traps” command
disables the switch to send Trap message.
Command mode: Global Mode

Default: Forbid to send Trap message.
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Usage Guide: When Trap message is enabled, if Down/Up in device ports or of system occurs, the
device will send Trap messages to NMS that receives Trap messages.

Example:

Enable to send Trap messages.

Switch(config)#tsnmp-server enable traps

Disable to send Trap messages.

Switch(config)#tno snmp-server enable traps

1.1.4.15 snmp-server engineid

Command: snmp-server engineid <engine-string>
no snmp-server engineid
Function: Configure the engine ID; the “no" form of this command restores to the default engine
ID.
Command Mode: Global mode
Parameter: <engine-string> is the engine ID shown in 1-32 digit hex characters.
Default: Default value is the company ID plus local MAC address.
Usage Guide: None
Example: Set current engine ID to A66688999F
Switch(config)#snmp-server engineid A66688999F
Restore the default engine ID
Switch(config)#no snmp-server engineid

1.1.4.16 snmp-server group

Command: snmp-server group <group-string> {NoauthNopriv | AuthNopriv | AuthPriv} [[read
<read-string>] [write <write-string>] [notify <notify-string>]] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std> | <ipv6-name>}]
no snmp-server group <group-string> {NoauthNopriv | AuthNopriv | AuthPriv}

[access {<num-std>|<name>}] [ipv6-access {<ipv6-num-std>|<ipv6-name>}]
Function: This command is used to configure a new group; the “no” form of this command
deletes this group.
Command Mode: Global Mode
Parameter: <group-string> group name which includes 1-32 characters

NoauthNopriv Applies the non recognizing and non encrypting safety level

AuthNopriv Applies the recognizing but non encrypting safety level

AuthPriv Applies the recognizing and encrypting safety level

read-string Name of readable view which includes 1-32 characters

write-string Name of writable view which includes 1-32 characters

notify-string Name of trappable view whichincludes 1-32 characters

<num-std> is the access-class number for standard numeric ACL, ranging between
1-99;

<name> is the access-class name for standard ACL, the character string length is
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ranging between 1-32;
<ipv6-num-std> is the access-class number for standard numeric IPv6

ACL, ranging between 500-599;

<name> is the access-class name for standard IPv6 ACL, the character string length
is ranging between 1-32.
Usage Guide: There is a default view “vldefaultviewname” in the system. It is recommended to
use this view as the view name of the notification. If the read or write view name is empty,
corresponding operation will be disabled.
Example: Create a group CompanyGroup, with the safety level of recognizing andencrypting, the
read viewname isreadview, and the writing is disabled.
Switch (config)#isnmp-server group CompanyGroup AuthPriv read readview
Delete group
Switch (config)#no snmp-server group CompanyGroup AuthPriv

1.1.4.17 snmp-server host

Command: snmp-server host { <host-ipv4-address> | <host-ipv6-address> } {vl | v2c | {v3
{NoauthNopriv | AuthNopriv | AuthPriv}}} <user-string>
no snmp-server host { <host-ipv4-address> | <host-ipv6-address> } {vl | v2c | {v3
{NoauthNopriv | AuthNopriv | AuthPriv}}} <user-string>
Function: As for the v1/v2c versions this command configures the IPv4 or IPv6 address and Trap
community character string of the network manage station receiving the SNMP Trap message.
And for v3 version, this command is used for receiving the network manage station IPv4 or IPv6
address and the Trap user name and safety level; the “no” form of this command cancels this
IPv4 or IPv6 address.
Command Mode: Global Mode.
Parameter: <host-ipv4-addr> is IP address of NMS management station which receives Trap
message.
<host-ipv6-addr> is IPv6 address of NMS management station which receives Trap
message.
vl | v2c | v3 is the version number when sending the trap.
NoauthNopriv | AuthNopriv | AuthPriv is the safety level v3 trap is applied, which
may be non encrypted and non authentication, non encrypted and authentication,
encrypted and authentication.
<user-string> is the community character string applied when sending the Trap
message at v1/v2, and will be the user name at v3.
Usage Guide: The Community character string configured in this command is the default
community string of the RMON event group. If the RMON event group has no community
character string configured, the community character string configured in this command will be
applied when sending the Trap of RMON, and if the community character string is configured, its
configuration will be applied when sending the RMON trap. This command allows to configure
IPv4 or IPv6 addresses of SNMP management station that receive Trap message at the same time,
but IPv4 and IPv6 addresses of v1 and v2c version are less than 8 in all.
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Example:

Configure an IP address to receive Trap
Switch(config)#tsnmp-server host 1.1.1.5 v1 usertrap
Delete an IPv6 address to receive Trap.
Switch(config)#fno snmp-server host 2001::1 v1 usertrap

1.1.4.18 snmp-server packet delay

This command is not supported by the switch.

1.1.4.19 snmp-server securityip

Command: snmp-server securityip {<ipv4-address> | <ipv6-address>}
no snmp-server securityip {<ipv4-address> | <ipv6-address>}
Function: Configure security IPv4 or IPv6 address allowed to access NMS management station;
the no command deletes security IPv4 or IPv6 address configured.
Command Mode: Global Mode.
Parameter: <ipv4-address> is NMS security IPv4 address, dotted decimal notation.
<ipv6-address> is NMS security IPv6 address, colon hexadecimal.
Usage Guide: It is only the consistency between NMS administration station IPv4 or IPv6 address
and security IPv4 or IPv6 address configured by the command, so it send SNMP packet could be
processed by switch, the command only applies to SNMP. Allows configuration the IPv4 or IPv6
address of the network manage station receiving the SNMP Trap message, but the IP addresses
are less than 20 in all.
Example:
Configure security IP address of NMS management station.
Switch(config)#snmp-server securityip 1.1.1.5
Delete security IPv6 address.
Switch(config)#no snmp-server securityip 2001::1

1.1.4.20 snmp-server securityip

Command: snmp-server securityip {enable | disable}

Function: Enable/disable the security IP address authentication on NMS management station.
Command Mode: Global Mode

Default: Enable the security IP address authentication function.

Example:

Disable the security IP address authentication function.

Switch(config)#snmp-server securityip disable

1.1.4.21 snmp-server trap-source

Command: snmp-server trap-source {<ipv4-address> | <ipv6-address>}

1-40



S3850G_Command Guide Chapter 1 Commands for Basic Switch

no snmp-server trap-source {<ipv4-address> | <ipv6-address>}
Function: Set the source IPv4 or IPv6 address which is used to send trap packet, the no command
deletes the configuration.
Parameter: <ipv4-address>: IPv4 address is used to send trap packet in dotted decimal notation
<ipv6-address>: IPv6 address is used to send trap packet in colon hexadecimal.
Command Mode: Global Mode.
Usage Guide: If there is no configuration, select the source address according to the interface
address sent by actual trap packet, when configure the IP address, adopt the configured source
address as the source address of trap packet.
Example:
Set the IP address which is used to send trap packet.
Switch(config)#snmp-server trap-source 1.1.1.5
Delete the configured source address which is used to send IPv6 trap packet.
Switch(config)#fno snmp-server trap-source 2001::1

1.1.4.22 snmp-server user

Command: snmp-server user <use-string> <group-string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>| <name>}] [ipv6-access {<ipv6-num-std>|<ipv6-name>}]
no snmp-server user <user-string> [access {<num-std>|<name>}] [ipv6-access
{<ipv6-num-std>|<ipv6-name>}]
Function: Add a new user to an SNMP group; the "no” form of this command deletes this user.
Command Mode: Global Mode.
Parameter: <user-string> is the user name containing 1-32 characters.
<group-string> is the name of the group the user belongs to, containing 1-32
characters.
authPriv use DES for the packet encryption.
authNoPriv not use DES for the packet encryption.
auth perform packet authentication.
md5 packet authentication using HMAC MD?5 algorithm.
sha packet authentication using HMAC SHA algorithm.
<word > user password, containing 8-32 character.
<num-std> is the access-class number for standard numeric ACL, ranging between
1-99;
<name> is the access-class name for standard ACL, the character string length is
ranging between 1-32;
<ipv6-num-std> is the access-class number for standard numeric IPv6
ACL, ranging between 500-599;
<name> is the access-class name for standard IPv6 ACL, the character string length
is ranging between 1-32.
Usage Guide: If the encryption and authentication is not selected, the default settings will be no
encryption and no authentication. If the encryption is selected, the authentication must be done.

When deleting a user, if correct username and incorrect group name is inputted, the user can still
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be deleted.

Example:

Add a new user tester in the UserGroup with an encryption safety level and HMAC md5 for
authentication, the password is hellohello

Switch (config)#isnmp-server user tester UserGroup authPriv auth md5 hellohello

Delete an User

Switch (config)#no snmp-server user tester

1.1.4.23 snmp-server view

Command: snmp-server view <view-string> <oid-string> {include | exclude}
no snmp-server view <view-string> [ <oid-string> ]
Function: This command is used to create or renew the view information; the “no" form of this
command deletes the view information.
Command Mode: Global Mode.
Parameter: <view-string> view name, containing 1-32 characters.
<oid-string> is OID number or corresponding node name, containing 1-255
characters.
include | exclude, include/exclude this OID.
Usage Guide: The command supports not only the input using the character string of the variable
OID as parameter. But also supports the input using the node name of the parameter.
Example:
Create a view, the name is readview, including iso node but not including the iso.3 node
Switch(config)#snmp-server view readview iso include
Switch(config)#snmp-server view readview iso.3 exclude
Delete the view
Switch(config)#fno snmp-server view readview

1.1.4.24 switchport updown notification enable

Command: [no] switchport updown notification enable

Function: Enable/disable the function of sending the trap message to the port of UP/DOWN
event.

Default: Send the trap message to the port of IP/DOWN event as default.

Command Mode: Port Mode.

Usage Guide: This command can control to send the trap message when the port happens the
UP/DOWN event or not. As default, send the trap message to all the ports of UP/DOWN event
after enabled snmp trap.

Example: Disable the function of sending the trap message to the port 1/0/1 of the UP/DOWN
event.

Switch(config)#in e 1/0/1

Switch(config-if-ethernet1/0/1)#no switchport updown notification enable

Switch(config-if-ethernet1/0/1)#show running-config current-mode
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Interface Ethernet1/0/1
no switchport updown notification enable

1.1.5 Switch Upgrade

1.1.5.1 copy (FTP)

Command: copy <source-url> <destination-url> [ascii | binary]

Function: Download files to the FTP client.

Parameter: <source-url> is the location of the source files or directories to be copied;
<destination-url> is the destination address to which the files or directories to be copied; forms
of <source-url> and <destination-url> vary depending on different locations of the files or
directories. ascii indicates the ASCII standard will be adopted; binary indicates that the binary
system will be adopted in the file transmission(default transmission method). When URL
represents an FTP address, its form should be:
ftp://<username>:<password>@{<ipaddress>| <ipvbaddress>|<hostname> }/<filename>,amongs
t <username> is the FTP user name, <password> is the FTP user password,
<ipaddress>|<ipv6address> is the IPv4 or IPv6 address of the FTP server/client, <hostname> is
the name of the host mapping with the IPv6 address, it does not support the file download and
upload with hosts mapping with IPv4 addresses, <filename> is the name of the FTP
upload/download file.

Special keywords of the filename

Keywords Source or destination addresses
running-config Running configuration files
startup-config It means the reboot configuration files when using copy running-config

startup-config command

nos.img System files

boot.rom System startup files

stacking/nos.img As destination address, execute system files upgrade for Slave in stacking
mode

stacking/nos.rom As destination address, execute system startup files upgrade for Slave in

stacking mode

Command Mode: Admin Mode.

Usage Guide: This command supports command line hints, namely if the user can enter
commands in following forms: copy <filename> ftp:// or copy ftp:// <filename> and press Enter,
following hints will be provided by the system:

ftp server ip/ipv6 address [x.x.x.x]/[x:x::x:x] >

ftp username>
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ftp password>

ftp filename>

Requesting for FTP server address, user name, password and file name

Examples:

(1) Save images in the FLASH to the FTP server of 10.1.1.1, FTP server username is Switch,
password is superuser:

Switch#tcopy nos.img ftp://Switch:superuser@10.1.1.1/nos.img

(2) Obtain system file nos.img from the FTP server 10.1.1.1, the username is Switch, password is
superuser
Switch#tcopy ftp://Switch:superuser@10.1.1.1/nos.img nos.img

(3) Save images in the FLASH to the FTP server of 2004:1:2:3::6
Switch#copy nos.img ftp://username:password@2004:1:2:3::6/ nos.img

(4) Obtain system file nos.img from the FTP server 2004:1:2:3::6
Switch#copy ftp:// username:password@2004:1:2:3::6/nos.img nos.img

(5) Save the running configuration files
Switch#tcopy running-config startup-config
Relevant Command: write

1.1.5.2 copy (TFTP)

Command: copy <source-url> <destination-url> [ascii | binary]

Function: Download files to the TFTP client.

Parameter: <source-url> is the location of the source files or directories to be copied;
<destination-url> is the destination address to which the files or directories to be copied; forms
of <source-url> and <destination-url> vary depending on different locations of the files or
directories. ascii indicates the ASCIl standard will be adopted; binary indicates that the binary
system will be adopted in the file transmission (default transmission method) .When URL
represents a TFTP address, its form should be:
tftp://{<ipaddress>|<ipv6address>|<hostname>}/<filename>, amongst <ipaddress> |
<ipvbaddress> is the IPv4 or IPv6 address of the TFTP server/client, <hostname> is the name of
the host mapping with the IPv6 address, it does not support the file download and upload with
hosts mapping with IPv4 addresses,<filename> is the name of the TFTP upload/download file.
Special keyword of the filename

Keywords Source or destination addresses
running-config Running configuration files
startup-config It means the reboot configuration files when using copy running-config

startup-config command

nos.img System files
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boot.rom System startup files

Command Mode: Admin Mode.

Usage Guide: This command supports command line hints, namely if the user can enter
commands in following forms: copy <filename> tftp:// or copy tftp:// <filename> and press Enter,
following hints will be provided by the system:

tftp server ip/ipv6 address[x.x.x.x]/[x:x::x:x]>

tftp filename>

Requesting for TFTP server address, file name

Example:

(1) Save images in the FLASH to the TFTP server of 10.1.1.1

Switch#tcopy nos.img tftp://10.1.1.1/nos.img

(2) Obtain system file nos.img from the TFTP server 10.1.1.1
Switch#copy tftp://10.1.1.1/nos.img nos.img

(3) Save images in the FLASH to the TFTP server of 2004:1:2:3::6
Switch#copy nos.img tftp:// 2004:1:2:3::6/ nos.img

(4) Obtain system file nos.img from the TFTP server 2004:1:2:3::6
Switch#copy tftp:// 2004:1:2:3::6/nos.img nos.img

(5) Save the running configuration files
Switch#tcopy running-config startup-config
Relevant Command: write

1.1.5.3 ftp-dir

Command: ftp-dir <ftp-server-url>

Function: Browse the file list on the FTP server.

Parameter: The form of <ftp-server-url> is: ftp://<username>:<password>@{ <ipv4address> |
<ipvbaddress> }, amongst <username> is the FTP user name, <password> is the FTP user
password, { <ipv4address> | <ipvbaddress>} is the IPv4 or IPv6 address of the FTP server.
Command Mode: Admin Mode

Example: Browse the list of the files on the server with the FTP client, the username is “Switch”,
the password is “superuser”.

Switch#ftp-dir ftp://Switch:superuser @10.1.1.1.

1.1.5.4 ftp-server enable

Command: ftp-server enable
no ftp-server enable
Function: Start FTP server, the “no ftp-server enable” command shuts down FTP server and

1-45



S3850G_Command Guide Chapter 1 Commands for Basic Switch

prevents FTP user from logging in.

Default: FTP server is not started by default.

Command mode: Global Mode

Usage Guide: When FTP server function is enabled, the switch can still perform ftp client
functions. FTP server is not started by default.

Example: Enable FTP server service.

Switch#tconfig

Switch(config)# ftp-server enable

Relative command: ip ftp

1.1.5.5 ftp-server timeout

Command: ftp-server timeout <seconds>

Function: Set data connection idle time.

Parameter: <seconds> is the idle time threshold (in seconds) for FTP connection, the valid range
is 5 to 3600.

Default: The system default is 600 seconds.

Command mode: Global Mode

Usage Guide: When FTP data connection idle time exceeds this limit, the FTP management
connection will be disconnected.

Example: Modify the idle threshold to 100 seconds.

Switch#config

Switch(config)#ftp-server timeout 100

1.1.5.6ip ftp

Command: 