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2.22.4 mac-address-table notification interval..........cccocooviiiiiiiiinnee. 2-107
2.22.5 MAC-NOLITICALION ...uuiiiiiiiiiieiieee e 2-108
2.22.6 show mac-notification SUMMArY.........ccccciiiiiiiiiiiiie e 2-108
2.22.7 snmp-server enable traps mac-notification ..........cccccoovieiiininennn. 2-108
2.23 Commands fOor CFM OAM........ooiiiiii ittt 2-109
2.23.1 clear ethernet CIM ... .. 2-109
2.23.2 continUity-CheCK. ... 2-109
2.23.3 continuity-check interval...........cocoooiiiii e, 2-109
2.23.4 continUity-CheCK rECERIVE .....vvvviieeie e 2-110
P S o] o 1 SRR SRRS 2-110
2.23.6 debug ethernet CIm ..o 2-111
2.23.7 debug ethernet Cfm Error.......veveiie e 2-112
2.23.8 debug ethernet cfm operation ..........cccccceeeei e 2-112
2.23.9 ethernet Cfm alarm ..........ccccooiiiiiiii e 2-112
2.23.10 ethernet cfm auto-traceroute cache.............cccoceiiiiii e, 2-113
2.23.11 ethernet cfm domMain ... 2-113
2.23.12 ethernet cfm global ... 2-114
2.23.13 ethernet cfm 10gQiNg ..cccveee i 2-114
2.23.14 ethernet CfM MeP ..o e 2-114
2.23.15 ethernet Cfm MiP ..o s 2-115
2.23.16 ethernet cfm MOde........oooiiiiiiiii e 2-116
2.23.17 ethernet cfm pvIan ..o 2-116
2.23.18 ethernet cfm snmp-server enable traps ....ccccccceveeeviivcnee s 2-116
2.23.19 ethernet cfm y1731 global..........coociiiiiii e 2-117
B B O N o SRS 2-117
2.23.21 MEP MEPIM weuviriieiiiieeeseeeceie e s s et e e e e e e e s e e e e e e e s snnreaeeeennnnees 2-118
2.23.22 MIP AUEO-CIEALE ..evvveeee e ettt ettt e e e s et e e e e e e e entaneee e e eas 2-118
2.23.23 PiNG ELNEINEL ..ooiiiee e 2-119
2.23.24 SENUEI-I ...t 2-120
2.23.25 SBIVICE ittt 2-121
2.23.26 show ethernet cfm dOmMain .........occeeiiiiiiiiiiiii e 2-121
2.23.27 show ethernet Cfm errors.. ..o 2-123
2.23.28 show ethernet cfm maintenance-points local............cccocvvveeee. 2-123
2.23.29 show ethernet cfm maintenance-points remote...........cccccceeee.. 2-125
2.23.30 show ethernet cfm maintenance-points remote detail ............... 2-126
2.23.31 show ethernet cfm mpdb ..o, 2-127
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2.23.32 show ethernet Cfm SEerviCe.......cocoiiiiiiiiiiii e 2-128
2.23.33 show ethernet cfm StatiStic .......occeveiiiiiieiei e 2-129
2.23.34 show ethernet cfm StatusS.......cccoviviiiiiiiii e 2-131
2.23.35 show ethernet cfm traceroute-reply auto......ccccccveeevviiccviiienneennn, 2-131
2.23.36 show ethernet cfm vlan table ...........ccoooiiiiii e 2-132
2.23.37 switchport ulpp group <group-id> track cfm cc level <level-value>2-133
2.23.38 traceroute ethernet ... 2-133
2.23.39 traceroute ethernet auto........coceueeiiiiiiiie i 2-134
CHAPTER 3 COMMANDS FOR IP SERVICES.........c.ccoevvnnen. 3-1
TNt - Y= G [0 T = Lo = SRR 3-1
3. LI BanNdWIdth coee e 3-1
1 700 2 o 1= o ] o1 0 o S 3-1
3.1.3 description (VRF MOAE) ...uueiiiieeei et 3-1
3.1.4 interface [00PhAaCK ... 3-2
3. 1.5 0INLErfaCE VIAN ..o 3-2
G 00 LG T o Y PSRRI 3-3
3.1.7ip vrf forwarding VITNAME ..o 3-3
3.1.8 no interface IFNAME ..ot 3-3
304 0L I o SRS 3-4
3100 FOULE-TAIGET ettt e e e n e e e e e e e e e e e e e e e e aaaaaas 3-4
00 I B = 10X VA T o T o YU = S 3-5
3.1.12 SNOW iP FOULE VI oo e e 3-5
00 I I ] 2 Yo 11V T T o PR 3-5
O I = o 11 1 o (0111 PSP PP PPPTP 3-6
R 10220 1 = @] o1 iTe U T =1 1o o S 3-6
3.2. 1 clear iP traffiC.. ... 3-6
3.2.2 clear ipvb NeIgNDOT ..o 3-7
TG B o 1T o TU Yo T I Yo 1 0| o S 3-7
3.2.4 debUQ IP PACKET.....uiiiiiiiieee e 3-7
3.2.5debug iPV6 PACKEL.......cco i 3-8
3.2.6 dEDUQG IPVO ICMP ceiiiiiiieie e e 3-8
I o 1= o TU Yo T o1 VZ 38 Lo SRR 3-9
3.2.8 debug ipv6 tUNNEl PACKEL........uuiiiiieiiiiie e 3-9
BT I o 1= Yot T o) T ) o SRR 3-10
3.2.10i0pV6 ProxXy €nable........cooooiiii - 3-10
G 0 I T o T Vo Ko | =R 3-11
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3.2.12ip default-gateWaY .......c..uvieeeiee e 3-11
I e I T o I o 1V (=PRI 3-11
B.2.14 TPVB AUUIESS .eeeiiieeiiii ettt e e e e e enees 3-11
3.2.15ipV6 default-gateWay ........ccccuuriiiie e e e 3-12
B.2. LB IPVB FOULE ..ttt et e et e e e et e e e bbe e e e ne 3-12
B.2.17 TPV FEAITECT ...eieiiiiie et e 3-13
3.2.18ipv6 nd dad attempPts ... 3-13
3.2.191pV6 NA NS-INTEIVAL ..o 3-13
3.2.20 IPVB NA SUPPIESS-TA ... iiieiiiiee i e e eitie e ettee ettt e e e e snbbe e e e sabeeeeeanes 3-14
3.2.211pV6 Nd ra-lifetime ... 3-14
3.2.22ipVv6 Nnd MiN-ra-iNterval .........cccccooeiiiiiiiiiii e 3-14
3.2.23ipVv6 Nd MaX-ra-iNterval.......c..ccccoeeiiiiuiiiiie e 3-15
3.2.24 1PVE N PrefiX . uuuuuueeiiiiiiieiee s e s e e e e s e e e e e e e e enaaes 3-15
3.2.25i0pV6 Nd ra-hoplimit.....cc.eeiieeeeie e 3-16
I T AV I Lo I = T o 1 L R 3-16
3.2.27ipv6 nd reachable-time .........ccocoieiieiiieii e 3-16
3.2.280pV6 N retranS-tiMer .....c..vueiiieee e e e e e 3-16
3.2.29ipv6 nd other-config-flag .......ccccuummimiieeiii e 3-17
3.2.30ipv6 nd managed-config-flag .........ccccurrrrreeeeiicceeee e 3-17
3.2.3L0PVE NEIGNDOT e 3-17
3.2.32 interface tUNNEl ... 3-18
3.2.33 ShOW ip INEITACE . ...iiii e 3-18
3.2.34 ShOW P traffiC ..uuueeeeiieiiie e 3-18
3.2.35 ShOW ipVB INtEITACE. ... .uiiiiiiiee e 3-20
3.2.36 SNOW IPVB FOULE ...cceiiiiieee e e e e e 3-21
3.2.37 show ipv6 NeIghbDOrS ..o 3-23
3.2.38 ShOW ipVB traffiC....ccccoiiiiiiiieee e 3-24
3.2.39 ShOW ipVB FedireCT......ci e 3-25
3.2.40 ShOW iPVB tUNNEI ....cciii i 3-25
3.2.41 TUNNEI SOUTCE..eiiiiiiiiitit ettt ettt ettt e bareee e 3-25
3.2.42 tunNel deStiNAtioN .......oooiiiiii e 3-26
3.2.43 tUNNEI NEXTNOP weviiieee i 3-26
3.2.44 tUNNEI BLOA-TEIAY ...ccooeeeee et 3-26
3.2.45 tUNNEI MOAE ...t 3-27
R T 3 1 = o T 41V o [T T PSP 3-27
3.3.LIP fib OPUIMIZE e 3-27
B UR P e e e e e e e e aa e 3-28
G0 o 1= o U o U o SRR RS 3-28
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B4.20P UIPT @NaADIE. .. 3-28
3.4.3 Show Urpf rul@ iPV4A NUM ..o 3-28
3.4.4 show urpf rul@ ipVe NUM ..o 3-28
3. 4.5 ShOW UIPTf rUlE IPVA . 3-28
3.4.6 SNOW UFPTF FUIE IPVB ..t 3-28
A7 SNOW UFPT oo e e e 3-28
348 Urpf enable. ... 3-28
G Y o R STR 3-29
TS0 A= g o TP TP PP PP PPPPUPPPRTT 3-29
3.5.2 Clear arp-CaCh@ ..o e 3-29
3.5.3 clear arp traffiC ..uuuuuueeiiee i —————————— 3-29
BT o 1T o U o -1 o o SRR 3-30
3.5.5clear ip arp dYNAMIC ...cc.evuviiiiiiiee e e e 3-30
3.5.6 clear ipv6 Nd dYNAMIC .....uuuviiiieieei e 3-30
T A o o1 0 D4 V= 1 o RS 3-31
3.5.8 13 NASNSEIECT...ccciiiiiiii e 3-31
3.5.9 SNOW @I e e e e 3-31
3.5.10 ShOW arp traffiC ....cccoeeceiiieieiec e e 3-32
3.6 StatioN MOVEMENT .....ceiiiiiiiie ettt e e eab e e e san e e e 3-33
3.6.1 13-StAtiON-MOVE....cciiiiiiieiitie e 3-33
3.7 Hardware TUNNEl CAPACILY ........uueriireeeeiiiiiiiiieieeeie e e e e s eeseeeee e s esrerrneeeeeeaeeeeennn e 3-33
3.7.1 hardware tUNNel-CapaCity....ccccccceeeiiciiiiiiree e 3-33
3.8 ARP Scanning PreventioN ..........cocciiiiiiieicee et e eeeae e e 3-34
3.8.1 anti-arpscan enable [IP|POrt] ..o iiiiiiiee e 3-34
3.8.2 anti-arpscan port-based threshold .............cooccvii e, 3-34
3.8.3 anti-arpscan ip-based levelljlevel2 threshold............ccccovvveeniriinins 3-35
3.8.4 AaNnti-arPSCan trUST.......coi e e e 3-35
3.8.5 aNnti-arpPSCan trUST iP...cccccccerrieiiee e 3-35
3.8.6 anti-arpscan recovery enable........cccccovee 3-36
3.8.7 anti-arpscan reCoOVEry tiMe .......ccoviiiecciiiieie e 3-36
3.8.8 anti-arpscan [0g enable.........cccceveiiiiiiiiiie e 3-36
3.8.9 anti-arpscan trap enable [levell|level2 ].......ccccoieiieiiiiiiiiiieeeeeee, 3-37
3.8.10 anti-arpscan ip-based level2 action {isolate | discard-ARP}.......... 3-37
3.8.11 anti-arpscan FFP max-num <NUM> .......cccccceiiiiiiiieiieeee e e essiiinneeeeens 3-38
3.8.12 anti-arpscan ip-based arp-to-cpu speed<pps>......ccccccceeereiiicnnnnnnn 3-38
3.8.13 clear anti-arpscan attack-list {ip <IP Address>| all}.......c..ccueeeeen. 3-38
3.8.14 clear anti-arpscan attack-history-list {ip <IP Address>| all}........... 3-38
3.8.15 clear anti-arpscan speed-limit< I[P Address>........cccccceeevvivivvveennenn. 3-39
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3.8.16 clear anti-arpscan ip-isolate<IP Address>.......ccccccccvveeeeniccvnnneennenn 3-39
3.8.17 debug anti-arPSCan .......couuuiiie it 3-39
3.8.18 SNOW ANti-BrPSCaN...cciiiiiiiie ittt ee e 3-40
3.8.19 show anti-arpscan ip-based attack-list [history]..........cccccvvvevrreennn. 3-41
3.8.20 show anti-arpscan ip-based running-config.......ccccococeeiiiiniinnnnn. 3-42
3.9 Preventing ARP SPOOfiNG........cueiiiiiiiiie e 3-42
3.9.1ip arp-security UpdateproteCt .......ccceeiiiiiiiiie e 3-42
3.9.2 ip arp-security earnNProteCt ........occeeee e 3-43
3.9.3 1P @rp-SECUTILY CONVEIT ...uiiiiiiiiieii ettt 3-43
B L0ARP GUARD .o e 3-43
G T80 IO 00 = o e [ =1 o o S 3-43
o T I e I Yo T 0 ) 2SS 3-44
1700 I 000 R T o T [o Y= 1 o] 0 D74 VT 1 o o SR 3-44
3.12 GratUitOUS ARP ....coo ittt ettt e e abe e s abbe e e e e 3-44
TNt I T o o | = LT (0 U = T o SRR 3-44
3.12.2 ShOW ip QratUitOUS-aIP «oooeeeceeiieeieieeees ettt e s e esre e e e e e e 3-45
3.13 KeePaliVe GAtEWAY ......c.coeiiiiiiieiieieeiee e e s s eesteee e e e e e e e s s s s stnenee e e e e e e e e s e s anennnrenees 3-46
3.13.1 keepalive QatEWaY .......ccccueeeeieeeee e s ettt e e s eseee e e e e s e e e e 3-46
3.13.2 ShOW iP INEITACE ....iiii e 3-46
3.13.3 show KeepaliVe gateWay ..........cccccvirieiiieeee e eciieee e sneenrereeeeeee s 3-47
3.14 DYynamic ARP INSPECHION ......ccuuiiiiiiiieee ettt e e e s s s ae e e e e e e s e e e e 3-47
00 0t T o = 1 o T T 1= o =3 T ] o 3-47
3.14.20p arp iINSPECLION TrUST ..uvviiiiiiiie e 3-48
3.14.3ip arp inspection limit-rate.........cccccoeviiiiiieee e 3-48
I ST T [ RSP 3-49
.15, 1 DHECP SEIVEN .ottt eeee e e 3-49
3.15.2 DHCP REIAY....ccitiiiiieiie ettt et ee e e 3-61
I K BT [ = @ o] 110 X 1SS 3-63
3.16.1 debug ip dhcp relay packet.......occceeiiiiiiie e 3-63
3.16.2 ip dhcp relay information option .......cccccvvveee e 3-63
3.16.3ip dhcp relay information option delimiter.........ccccccceeovviiiiiieeeeneenn. 3-64
3.16.4 ip dhcp relay information option remote-id .......cccccoeecvvveriieccinnnen, 3-64
3.16.5ip dhcp relay information option remote-id format......................... 3-64
3.16.6 ip dhcp relay information option self-defined remote-id................ 3-65

3.16.7 ip dhcp relay information option self-defined remote-id format ...3-66
3.16.8 ip dhcp relay information option self-defined subscriber-id ......... 3-66
3.16.9 ip dhcp relay information option self-defined subscriber-id format3-67
3.16.10 ip dhcp relay information option subscriber-id.............cccccvveee. 3-67
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3.16.11 ip dhcp relay information option subscriber-id format................. 3-67
3.16.12 ip dhcp relay information POliCY .....occeeeiiiiiiiieii e 3-68
3.16.13 ip dhcp server relay information enable ..........ccccooiiiiiiiniiis 3-69
3.16.14 show ip dhcp relay information option .......ccccceveeeeiiiiccciiiieineeeee, 3-69
RN A ] (@ S s To o] o 11 o PRSP 3-70
3.17.1 debug ip dhcp snooping binding .....cccceeeiiiiiiini e 3-70
3.17.2 debug ip dhCp SNOOPING EVENT....coiiiiiiiiiiiiieee e 3-70
3.17.3 debug ip dhcp SNO0PING PACKEL......coviiiiiiiici e 3-70
3.17.4 debug ip dhcp snooping packet interface ........ccoccoceeiiieiiiiiiienens 3-70
3.17.5 debug ip dhcp snooping UPAate ......c.eeeeeeiiiiiieiiieee e 3-71
3.17.6 enable trUSTVIEW KEY ....ccoceeiieieeiec e 3-71
1T AT o e | 1o o <] g T YT oY1 o PP 3-71
3.17.8ip dhCp SNOOPING ACLION .evvviiieeeiiccciier e 3-71
3.17.9ip dhcp snooping action MaxNUM .........ccccciiiireereeniiriiiinirre e e 3-72
3.17.10 ip dhcp snooping biNdiNg ......coooeee i 3-72
3.17.11 ip dhcp snooping binding arp ..o 3-73
3.17.12 ip dhcp snooping binding dOtLX .....cceeeeeviiiciiiiiiieeeee e 3-73
3.17.13 ip dhcp snooping biNAING USEr ....eeviveeeeiii e e eeee e 3-74
3.17.14 ip dhcp snooping binding user-control.........cccccevvevievieeeeeee s 3-74
3.17.15 ip dhcp snooping binding user-control max-user .........cccccceeee... 3-75
3.17.16 ip dhcp snooping information enable ..o, 3-75
3.17.17 ip dhcp snooping information option allow-untrusted (replace|)3-76
3.17.18 ip dhcp snooping information option delimiter...........cccccccee e 3-76
3.17.19 ip dhcp snooping information option remote-id ..........cccccceeeeenee 3-77
3.17.20 ip dhcp snooping information option self-defined remote-id...... 3-77

3.17.21 ip dhcp snooping information option self-defined remote-id format3-78
3.17.22 ip dhcp snooping information option self-defined subscriber-id3-78

3.17.23 ip dhcp snooping information option self-defined subscriber-id

FOTIMAL Lt e e e 3-79
3.17.24 ip dhcp snooping information option subscriber-id.................... 3-79
3.17.25 ip dhcp snooping information option subscriber-id format ........ 3-79
3.17.26 ip dhcp snooping limit-rate.........cccoveveeee e 3-80
3.17.27 ip dhcp snooping timeout detection........cccvvveeeeeeee e, 3-80
3.17.28 ip dhcp snooping timeout qQUIEt ..........uuuiiiieeeeiieeciiieecee e 3-81
3.17.29 ip dhCp SNOOPING trUST euviviiiiiiiee e 3-81
3.17.30 ip dhCp SNOOPING VIAN ...eviiiiiiiiieee e 3-81
3.17.31 ip user helper-address ........coooieciviiiiiiie e 3-81
3.17.32 ip user private packet Version tWo ...........cooecvevveeiiee e 3-82
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3.17.33 Show ip dNCP SNOOPING ..evviiiiiiiiiieei e 3-82
3.17.34 show ip dhcp snooping binding all........ccoooiiiiiiiie, 3-85
3.17.35 ShOW truStVIEW STAtUS ...cccoiiiiiiiiiiiie e 3-86
3.18 DHCP option 60 and OPLioN 43 .......coooiiiiiiiiiiieeieeee e e e 3-86
3.18.1 0ption 43 aSCii LINE .......ooiiiiiiiiie e 3-86
3.18.2 0ption 43 heX WORD ......ccooiiiiiiiiie e 3-87
3.18.3 0ptioN 43 0P AB.C.D ... s 3-87
3.18.4 0ption 60 ASCii LINE ........cooiiiiiiieiiee et 3-88
3.18.5 0ption 60 heX WORD .......cooiiiiiiiiiiiie it 3-88
3.18.6 0ptioN B0 IP AB.C.D. ..ot e 3-88
CHAPTER 4 COMMANDS FOR ROUTING PROTOCOL.......... 4-1
4.1 Routing ProtoCOl OVEIVIEW.........coiiiiiiiie ettt ee e e e e e e es st rrearaeeeeeea e 4-1
4.1.1ip prefix-list deSCrPLiON ..o 4-1
4.0.2 1P PrefiX-liSt SEQ . uuuuuuiiiiiiiiiie s e e e 4-1
4.1.3 ip prefix-list sequUeNCe-NUMDEr .......cccvviiiiieeii e 4-2
4.1.4 MatCh @S-Path .......cooi i e 4-2
4.1.5 MatCh COMMUNITY ..vvviiieeiis e e e e e 4-3
4.1.6 MALCh INTEITACE. . ..ottt 4-3
o A 1 = o o T o SRS 4-3
4.1.8 MaAtCh iPVB AUIESS.ccciii ittt e e e e e rrar e e 4-4
4.1.9 match ipVvl NeXt-NOP cooveee e 4-4
4.1.10 MALCH MELIIC ...eeiiiiiiii e 4-5
O I g = 1 (] o 1 o 1 o RS 4-5
o N 2 1 0 = o I o 10 L (= Y/ o L= S 4-5
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4.1.15 Set aggregalor «oooeee e e 4-7
4.1.16 Set aS-PaAth cocoeeei i ————— 4-7
4.1.17 set atOMiC-agQregale.......ccuurriiiieeeii i ciee e e e e e e e e e e e e e s neneaeee s e 4-8
4.1.18 St COMM-TIST ..uuiiiiiiiei e 4-8
4.1.19 SEt COMMUINITY ..uiiiiieeie ettt s e ee e e e e e s e r e e e e e e e e s sarreeeaaeeeensanns 4-8
4.1.20 Set EXTCOMMUNITY ..oeviiiiiie e e e r e e e e e e e e e nnnananees 4-9
4.1.21 Setip NEXE-NOP .. 4-9
4.1.22 set local-preferEnCe ... 4-10
A.1.23 SEEMEBLIIC weeiiiiiiie ettt ettt ee et a e seb e e e e abeee 4-10
Y= 1 V= o 5/ o =T PR 4-10
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o 4 S~ = o1 o o SRS 4-11
4.1.26 Set Originator-id........ooiiiiiiiei e 4-11
N N =T = 1 i =T o [T PP TP TP PO PPPPPPPTPPPTN 4-11
4.1.28 S€t VPNVA NEXE-NOP coviiieeiiii et 4-12
4.1.29 SEt WEIGNT..ciiiei e 4-12
4.1.30 show ip prefix-list <list-name> ...........ccooiii e 4-13
4.1.31 show ip prefix-list <detail | summary>..........cccccooiviiiiniieniiieee e 4-13
4.1.32 SNOW FOULE-MAP .citiiiieeeiiiie ettt e et e e e e eneees 4-14
4.1.33 SNOW FOULEI =T ..eeiiiiiiiie et 4-14
4.2 STALIC ROULE ...ttt ettt ettt ettt e e e s bt e e e e snrbee e e e 4-15
ot R | o I (o U SRS 4-15
A | I (01U 1 (=Y. P 4-16
4.2.3 SNOW QP FOULE ..coiii it e e e e e e e e e s e e s e e e e e ennnnes 4-16
4.2.4 SNOW QP FOULE VIT ooeeiiiiiiieiiie s e e e e e e e 4-17
4.2.5 ShOW ip roULE fiD wevveeeeee i 4-18
A.B RIP ettt n e nre et e e et e te e n e nteeenteenn e enreeens 4-18
4.3.1 aCCePl-lifetiME . ————— 4-18
4.3.2 address-family iPVA......coceiiee e 4-19
4.3.3ClEAI IP MP FOULE ..uiiiiiiie ettt e e e e e e e e e e e s nraeeees 4-19
G T o 1= o TU o N T T 4-20
4.3.5 debug rip redistribute message send........cccccceeeeev e 4-20
4.3.6 debug rip redistribute route reCeIVe ......ccccceeeeiiiciee e 4-21
4.3.7 default-information originate..........cccccvvvieiii e 4-21
4.3.8 defaUlt-MELIIC ....eoiiiiieii e 4-21
G o ] =1 [ o] = T PSP OTR 4-22
4.3.10 diSTrDULE-TIST .eeiiiii e 4-22
4.3.11 exit-address-family ......cccooiiiie e 4-23
4.3.12 0ip rip aggregate-addreSsS ......iieee i 4-23
4.3.13 ip rip authentication Key-chain.........ccccccccvviee i, 4-23
4.3.14 ip rip authentication MOAE.........uuvuiiiiiiieeeie e 4-24
4.3.15 ip rip authentication StriNg.......cccccciiiiiiiie e 4-24
4.3.16 ip rip authentication cisco-compatible............c.ooevi i 4-25
4.3.17 ip rip reCeive-PaCKEL ....ccoi i 4-25
4.3.18 P FiP rECEIVE VEISION coiiieii ittt e e saaenaee e e 4-26
4.3.190p rip SENA-PACKEL ..ovvie it 4-26
4.3.20 0P riP SENA VEISION coevieiiiciii et ee e e nneaees 4-26
4.3.220p P SPIL-NOTIZON ccveiiieieeie e 4-27
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4.3.23 KEY CRAIN cocieiiiiee e 4-27
A.3.24 KEY-SEIING 1eieiiiiiiie ettt ettt ettt e e et a e eenre e e e e es 4-28
4.3.25 MaxXimuUM-PrefiX ..o s 4-28
4.3.26 NEIGNDOT i 4-28
A.3.27 NEIWOTK . eeeiiiiieeie ettt s a e snbe e s 4-29
4.3.28 OFfSEE-IIST e 4-29
4.3.29 PaSSIVe-INtEIrfaCE. ......coiiiii e 4-30
4.3.30 reCV-DUFFEI-SIZE .. 4-30
A.3.3L rediSTITDULE e 4-30
4.3.32 redistribute ospf (vif command) .......cccoooiiiiii e 4-31
G T 1 I o 1 U (PR PPP PP 4-31
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4.3.35 SeNd-lITetiME .....ooiiiie e 4-32
4.3.36 ShOW debUGQING TP ceveiiieiiieeeeie e e e e e e e 4-32
4.3.37 ShOW ip ProtOCOIS FiP.ciiiieeei i 4-33
G T 1o 2R3 1 10 X LY T o T 1 S 4-34
4.3.39 show ip rip database ......ccvvviiiiiie e 4-34
4.3.40 show ip rip database Vrf........oooooiiiiii e 4-35
4.3.41 ShOW ip FP INTEITACE ..eiviei e 4-35
4.3.42 show ip rip interface VIf ... 4-35
4.3.43 ShOW ip FP AQQregale......cceeiiiiieeeee et s e 4-35
4.3.44 show ip rip redistribute ......ccvueveeieei e 4-36
4.3.45 SNOW P VI oot e 4-36
4.3.46 tIMEIS DASIC ..vveiiiiie e 4-36
N oy V=T £~ [0 o B PSP R PP PP 4-37
O @ 1] = PSSR 4-37
4.4.1 area authentiCation ... 4-37
4.4.2 area default-CoST ..o 4-38
4. 4.3 area filter-liSt.. ... 4-38
o T W 17T H ST PPTEPTPPR 4-39
T == W = o o 1 TSR 4-39
A 4.6 @rea@ STUD ...oeiii e 4-40
A.4.7 area VIrtual-lnK ... e 4-40
4.4.8 auto-cost reference-bandwidth .........ccccooiiiii 4-41
4.4.9 compatible rfCL583.....coc i 4-42
4.4.10 clear ip OSPf PrOCESS covviiii i 4-42
4.4.11 debug OSPTf EVENTS...ccii i 4-42
4.4.12 debug OSPTifSM oo ——— 4-42
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e o [T o U o o 1] o T 4-43
4.4.14 debug 0SSP NFSM i 4-43
4.4.15 debug OSPf NSM o 4-43
4.4.16 debug OSPT PACKEL ..oveeiiiieee e 4-43
4.4.17 debug OSPF rOULE .....eeiii e 4-44
4.4.18 debug ospf redistribute message send..........cccoccveeeeeeiiicciiieeeeenn, 4-44
4.4.19 debug ospf redistribute route reCeive .........ccccvvcviveeeiiie e, 4-44
4.4.20 default-information originate.........ccceeiiiiiiiiiiii e 4-45
4.4.21 default-MEetriC ..o 4-45
o 11 =1 Y of = SR T PP 4-46
4.4.23 diSTIDULE-TIST .eeiiie e 4-46
] =] e o T ] oY SRR 4-47
44,25 NOST @IE@ ..eveeieiiiiiii ettt ettt 4-47
4.4.26 ip ospf authentication.........cccccvvee e 4-48
4.4.27 ip ospf authentication-KeY ............ccccvvieeiiiiiee e 4-48
4. 4.28 0P OSPT COST it 4-49
4.4.29 ip ospf database-filter........ccocceeee i 4-49
4.4.30 ip ospf dead-interval.........ccooeeeiiiiicc e 4-49
4431 ip ospfdisable @ll ..o 4-50
4.4.32 ip ospf hello-interval ... 4-50
4.4.33 ip ospf message-digest-KeY........cccovvuiiriiieiiii e 4-51
A.A4.34TP OSPT MU .cciii e 4-51
4.4.35 1P OSPF MEU-IGNOTE.ciiii e 4-52
4.4.36 0P OSPF NEIWOTK...uuiiiiiiiiiiiiee e e e e e e 4-52
A.A4.37 1P OSPT PIIOTITY wevreeiiiee e ae e 4-52
4.4.38 ip ospf retransmit-interval..........ccccooociiiiiii e 4-53
4.4.39 ip ospf transmit-delay........cccouuiieiieiiiei e 4-53
B4 4D KBY ettt ettt ettt he et eane e te e ree et e e neeeneeens 4-54
O R = YA o] 0 = U1 o ISR 4-54
4.4.42 log-adjacency-changes detail.........ccccccveeeeeiiiiciiiiee e 4-54
4.4.43 Max-CONCUITENT-Ad ...ccoiiiiiiiiiiiii e 4-55
4444 NEIGNDOT i 4-55
A4 A5 NEIWOTK @I @ .. .eiiiii ittt ettt ettt e e e saeeee s 4-56
4.4.46 OSPT ADIr-tYPE oeeeeeeeeeiee e ————— 4-56
Ny o 1= o) B o 10 1 (=] o PR 4-57
4.4.48 OVerflow database.........cooouiiiiiiiiiiii e 4-57
4.4.49 overflow database external.........ccoocociiiiiiiie i 4-57
4.4.50 pasSIiVe-INTEITACE......c.ccci i 4-58
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4451 rediSTIDULE i 4-58
4.4.52 redistribute OSPT .. 4-59
A.4.53 TOULEN OSPT oo e 4-59
4. 4.54 SNOW 1P OSPT oot 4-60
4.4.55 show ip 0Spf bOrder-routers ... 4-61
4.4.56 show ip 0Spf database ... 4-61
4.4.57 show ip ospfinterface .......ccccciiiiiii e 4-62
4.4.58 show ip 0spf NeighDOr ... 4-63
4.4.59 show ip ospf redisStribUute ........cceeeiiiiiiiii e 4-64
4.4.60 SNOW iP OSPTF FOULE ..eviiiiiiiiiee e 4-64
4.4.61 show ip ospf Virtual-linKsS .......cccoeeeiiiiieeee e 4-65
4.4.62 show ip route process-detail ........ccoccvvveeiiieeeiiicie e, 4-65
4.4.63 show ip route vrf process-detail .......cccccceveeviiciiiiiiiee e, 4-66
4.4.64 SNOW P PrOtOCOIS coiviei i 4-66
4.4.65 SUMMArY-a00IESS .oovieiiiieeiieeee e e e e e e e s eeeeeee s 4-67
44,66 tIMEIS SPT oot 4-67
A5 BGP ..ottt nte et e e reeereenreeens 4-68
4.5.1 address-family .....ccooi i 4-68
4.5.2 ag0regate-addreSS ....cccciiiiic e s e e 4-68
4.5.3 bgp aggregate-nexthop-check ..o 4-69
4.5.4 bgp always-COMPAre-MEd.........ceeeeeeiiiiiiiiiireeeeeeerrrrree e e e esssnerreneeees 4-69
4.5.5bgp asnotation asdot..........cccciiiiiiiee e 4-70
4.5.6 bgp bestpath as-path ignore.........ccoocc 4-70
4.5.7 bgp bestpath compare-confed-aspath .........ccccovvvveeeiiiiieceeee, 4-71
4.5.8 bgp bestpath compare-routerid ........cccccceeeeeeiiiiiieeieeee e, 4-71
4.5.9 bgp bestpath Med ... 4-71
4.5.10 bgp client-to-client reflection..........ccccccvvvieei i 4-72
TNt I o Yo o I o LU 1= €= o PP 4-72
4.5.12 bgp confederation identifier ............cccciiiiee s, 4-73
4.5.13 bgp confederation PEEIS ......cccueiiiieeiei e 4-73
Y I o T T o I F= 10 4 =T T Yo PR 4-73
4515 bgp default......cc.eiie e ———— 4-74
4.5.16 bgp deterministic-Med .........ccoei i 4-74
4.5.17 bgp enforCe-firSt-as ......ccviiiiiiiiiiiiee e 4-75
4.5.18 bgp fast-external-failloVer .........ccccoeee e 4-75
4.5.19 bgp inbound-route-filter ... 4-75
4.5.20 bgp inbound-MaxX-rOULtE-NUM ........ccceiiiriiieeeeeeesccesieieee e e e s srrrreeeeeee e 4-76
4.5.21 bgp log-neighbor-Changes.......cccccco i 4-76
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4.5.22 bgp network import-ChecCK ... 4-76
4.5.23 bgp rfcl771-path-SelecCt.......coouiiiiiiiiii e 4-77
4524 DgP MTCLT77L-StrICT . cciiieiii e 4-77
N4 o To | o I o 10 1 (=] T PR 4-77
4.5.26 DOP SCAN-TIME..eiiiiiiiiiiiiii e e e 4-78
A.5.27 ClEar IP DOP c oo 4-78
4.5.28 clear ip bgp dampPening ........oc i 4-78
4.5.29 clear ip bgp flap-StatiStiCS.....ccueiiiiiiiii e 4-79
4.5.30 deDUG DOP coieiiie 4-79
4.5.31 debug bgp redistribute message send..........ccccoviiiiiiiiiiii e 4-79
4.5.32 debug bgp redistribute route reCeive ........ccccevvvveeeee e e 4-80
R 1 o [ 1] = 1o Y of = TP PP PPUPPR O 4-30
4.5.34 diStanCe DOP «ooooe e ————————— 4-80
4.5.35 exit-address-family ... 4-81
T TSI 1] o Yo o 4 =Y o S 4-81
4.5.37 ip as-path acCesSS-liSt......ccoiiiiiiiieie e 4-82
4.5.38 1P COMMUNILY-TIST .ovoiiiiiieice e 4-82
4.5.390ip extcommuUNIty-liSt.....ccooiiiii e 4-83
4.5.40 Neighbor aCtiVate .......ccccciiiiiieee e e 4-83
4.5.41 neighbor advertisement-interval ............cccccoeee i, 4-84
4.5.42 neighbor alloWas-in ... 4-84
4.5.43 neighbor as-0Verride ..o 4-85
4.5.44 neighbor attribute-unchanged..........cccocoiiiie i, 4-85
4.5.45 neighbor capability .......cccovveiiiccee e 4-86
4.5.46 neighbor capability orf prefix-list.........cccooieiiie e, 4-86
4.5.47 neighbor collide-established .............cccciiiii e, 4-87
4.5.48 neighbor default-originate .........ccccoooeeiiiiiiee e 4-87
4.5.49 neighbor deSCriPtioN ..o 4-88
4.5.50 neighbor distribute-liSt........ccccee i 4-88
4.5.51 neighbor dont-capability-negotiate..........ccccccevivviciieec i, 4-89
4.5.52 neighbor ebgp-multinop.....cccoociiii i, 4-89
4.5.53 neighbor enforce-multinop ......ceeveiiiiiii e, 4-90
4.5.54 neighbor filter-liSt....... e 4-90
4.5.55 neighbor interface.......cocovvii i 4-91
4.5.56 neighbor maximum-prefiX.......coo i 4-91
4.5.57 neighbor next-hop-self ... 4-91
4.5.58 neighbor override-capability ........ccccooeiveeiiiiiice e 4-92
4.5.59 NEIghDOr PASSIVE...uiiii i 4-92



S2995G_Command Guide Content

4.5.60 neighbor PASSWOId ..o 4-93
4.5.61 neighbor peer-group (Creating) .....ccccoeviveerieiieeie e 4-93
4.5.62 neighbor peer-group (Configuring group members)............ccuueee.. 4-94
4.5.63 NEIGNDOT POt . 4-94
4.5.64 neighbor PrefixX-liSt... .. 4-95
4.5.65 NeIghDOr reMOtE-8S....c.coiiiiieiiii e 4-95
4.5.66 neighbor remove-private-AS ... 4-96
4.5.67 NeIghDOr rOULE-MAP ..coiiiiiiiiie e 4-96
4.5.68 neighbor route-reflector-client ..........cccooiiiii e 4-96
4.5.69 neighbor route-server-Client ... 4-97
4.5.70 neighbor send-CoOmMmMUNITY .......ccooviiiiiiiiiie e 4-98
4.5.71 neighbor ShUtdOWN .......coooiiiii e 4-98
4.5.72 neighbor soft-reconfiguration inbound...........ccccoceeveiiiiiivcciiieeneenn, 4-98
4.5.73 NEIGNDOTI SO0 ..ueiiiiiiiii e 4-99
4.5.74 neighbor strict-capability-match ...........ccccoo i, 4-99
4.5.75 N€IGhDOTr tIMEIS ..uueiiiieiiiie e 4-100
4.5.76 neighbor timers CONNECT.......ccccvvie e 4-100
4.5.77 neighbOor UNSUPPIreSS-Map.....cceeieiieiiieiiiiieeeeee e e e r e e e e e s sneeeees 4-101
4.5.78 neighbor Update-SOUICE .....cccveii i 4-101
4.5.79 Neighbor VEISIiON 4......ooovieeeiee et 4-102
4.5.80 neighbor Weight ... 4-102
4.5.81 NEIWOIK (BGP) ...uuiiiiiiiiiiie ettt e e e s aee e e e e e e s 4-102
4.5.82 rediStribute (BGP) ...uuuiiiiiiiee ettt e e e e 4-103
4.5.83 redistribute OSPT ... e 4-103
4.5.84 redistribute 0SPT (V) oo 4-104
4.5.85 FOULEI DOP worieiiiiiei ettt e e e s e ar e e e e e e e 4-104
4.5.86 S€t VPNVA NEXE-NOP worviiieeeii e ee e e e e e 4-104
4.5.87 SNOW P DOP oot e e 4-105
4.5.88 show ip bgp attribute-info........ccocoiiiiiicii e 4-106
4.5.89 ShOW ip bgp COMMUNILY ..coeoiiiiiiiic e 4-106
4.5.90 show ip bgp community-iNfo .....cccceeeiiiiiiii e 4-107
4.5.91 show ip bgp community-liSt .......cooiiiiiiiiiiie e 4-107
4.5.92 show ip bgp dampening .......cccccieeiiiiieeiee e 4-107
4.5.93 show ip bgp filter-list........oooo e 4-108
4.5.94 show ip bgp INCONSIStENT-AS....cccciiiciiiiiiiiii e 4-109
4.5.95 show ip bgp Neighbors..........occiie e 4-109
4.5.96 ShOW ip bgp PatNS..ccoec i 4-110
4.5.97 show ip bgp prefix-list.....cooo o 4-111
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4.5.98 ShOW ip DGP QUOTE-TEGEXP wevvurernrrnriiiiieiiieniiiiereeeesssssinneeeeeeeeeessnnnnes 4-111
4.5.99 show ip bgp redistribute ..o 4-112
4.5.100 show ip bgp NeIghDOrS....ccooiiiiii e 4-112
4.5.101 SNOW iP DOP FEOEXP teveeeiieiieiiieieee et e et e e e e tee e e trnnee e e e e e e e anes 4-112
4.5.102 ShOw ip DgP FOULE-MAP ..cooiiiiiiiiiiiiiei e 4-112
4.5.103 SNOW iP DOP SCAN ..etiiiiiiiie e 4-113
4.5.104 ShOW ip DGP SUMMATY ...ueviiiiiiiiiiiiiie it 4-113
4.5.105 ShOW iP DOP VIEBW «.eeiiiiiiiiiiie e 4-114
4.5.106 show ip bgp view Neighbors ... 4-115
4.5.107 ShOW P BOP VI 4-115
4.5.108 ShOW ip DOP VPNV ..ottt e e e e e 4-117
TN 0 I T =T ST o T 1 PR 4-117
4.6 IPV4 Black HOle ROULING.........ccoiiiiiiiieiee e e e e e e e 4-118
4.6.10p route NUIO.......co o 4-118
A7 ECMP ...ttt ettt et ettt e n e te et nn e enae e naeeen e e nreeens 4-118
4.7.110ad-DAIANCE ... .eeiiiiiie s 4-118
4.7.2 MaxXimuUM-PatNS .. ... 4-118
A.8 BFD....oooiieeetie ettt ettt et e e ne e teenraeennaean e e ereeans 4-119
4.8.1 bfd authentication KEY .........ccciiiiiiiiei e 4-119
4.8.2 bfd authentication key md5 ........coovviiiiiieiiii e 4-119
4.8.3 bfd authentication Ky teXt ......ccceveiiii